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Section 1: Introduction

Currently there is inconsistency in the terminology used in the 
field of data sharing and disclosure  These inconsistencies 
are present across industry and regulatory agencies, as well 
as within PHUSE, and cause unnecessary confusion  This 
project aimed to collect, align and standardise terminology 
and definitions to be used in future PHUSE deliverables  This 
guidance document provides additional insight into the overall 
process and the considerations made for some specific terms, 
grouped by three main themes: Anonymisation, De-identification 
and Pseudonymsation, Personal and Commercial Information 
and Risk 

With close to 200 unique terms to review, it was decided that 
the first deliverable would be focused on commonly encountered 
terms (Figure 3)  This focused list included terms requiring a 
higher degree of discussion (see Section 3 for more details) as 
well as terms encountered in current transparency initiatives 
with the European Medicines Agency (EMA) and Health Canada 
(HC)  Terms and definitions were updated to include both 
structured data and documents where applicable 

Section 2: Process

At a high level (Figure 1), this project included the extraction, 
review and refinement of definitions of terms from a chosen set 
of sources  These definitions were reviewed by project team 
members as well as PHUSE Data Transparency Working Group 
members 

A list of sources that cover the full landscape of stakeholders 
in data transparency, including regulatory agencies, academia 
and industry were included in this process  The complete list 
of sources can be found in Appendix A  Terms and definitions 
from these sources were extracted and combined into a single 
comprehensive list for review  Small groups of team members 
went through sets of terms to review the definitions of each term 
from all applicable sources  While some terms only had a single 
definition, many terms had three or more unique definitions that 
required more thorough review and discussion, as outlined in 
Figure 2 

Is there a definition 
that can be used 

with little to no 
modification?

Should the definition be 
simple/short or  

long and verbose?

Can any terms 
be merged or 

removed?

Figure 2: Questions considered during review of multiple definitions

Figure 3: Prioritising terms to be included

Figure 1: High-level overview of Terminology Harmonisation project
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Section 3: Discussion of terms and 
rationale for definitions
3.1. Anonymisation, De-identification, Pseudonymisation

Terms discussed: Anonymisation; Anonymised data and 
documents; De-identification; De-identified data and documents; 
Pseudonymisation; Pseudonymised data and documents

Anonymisation

De-identification

Pseudonymisation
Residual risk  

of re-identification

Context of  
data release

Direct Identifiers

Quasi Identifiers

Suppression

Aggregation

Obscuring

Alteration

Figure 4: Relationship between anonymisation, de-identification 
and pseudonymisation Note: The list of de-identification 
strategies for direct and quasi identifiers is not exhaustive

The first sentence of the definition of de-identification 
proposed in this document (“general term for any process of 
removing the association between a set of identifying data and 
a data subject present in data or documents”) is based on the 
concept of de-identification as a process from the ISO and 
CDISC definitions of de-identification  The additional sentence 
(“The association between data and subject is removed by 
modifying (e.g. removing, obscuring, aggregating, altering) 
identifiable information in structured data and documents”) was 
added to provide examples of techniques used to implement the 
process of de-identification  “Data” is a term that encompasses 
all information collected in a particular environment to be used 
later for reference or to conduct statistical analyses  In the 
context of this guidance document, data are collected from a 
clinical study population  Data generated from clinical study 
participants are considered personal data and “identifiers” 
because they relate to a specific individual  Identifiers can be 
broken down into two further categories: “direct identifier” and 
“quasi identifier”  

The definition of de-identification provided here is broad enough 
to cover both direct and quasi identifiers  Information considered 
to be direct identifiers, such as names, telephone numbers and 
unique IDs, is either removed from a data set (suppression) or, 
in the case of a unique ID, replaced with a new ID (alteration)  
Quasi (or indirect) identifiers such as age, height and weight 
may be removed from the data (suppression), slightly modified 
(obscuring), or aggregated to protect individual identities  
The examples provided in the definition are not meant to be a 
comprehensive list of the techniques that could be utilised 

Some organisations consider de-identification to include 
only the removal of the association between a set of directly 
identifying information (e g  names and email addresses) and 
a data subject, and not the removal of quasi identifiers (e g  
demographic information)  However, inclusion of both direct and 

quasi identifiers in de-identification is a more comprehensive 
definition and is likely to better represent the majority of views of 
de-identification 

The definition for pseudonymisation is an amalgamation of the 
ISO and CDISC definitions, as well as a number of other sources  
Unlike anonymisation and de-identification, published definitions 
of pseudonymisation are more aligned, with small differences 
between them  When discussed strictly within the context of 
clinical trials, there is consensus that pseudonymisation refers 
to the process of removing direct identifiers and replacing 
them with pseudonyms applied consistently across a dataset in 
order to allow the linkage of records of data subjects between 
datasets 

The definition of pseudonymisation is distinct from 
anonymisation and de-identification in that the process deals 
only with direct identifiers and does not involve any assessment 
of the risk of re-identification 

Datasets that have undergone the process of pseudonymisation 
should be referred to as pseudonymised data rather than 
“pseudonymous”  Similarly, datasets that have undergone 
the process of de-identification should be referred to as 
“de-identified data”  This implies that the data are outputs 
of a de-identification or pseudonymisation process, which by 
themselves may or may not be sufficient to reduce the risk of 
re-identification to an acceptable level  

The definition of anonymisation is based in part on previous 
definitions from this organisation (PHUSE: Data Anonymisation 
and Risk Assessment Automation, Version 1 0, 9 June 2020) 
and from the UK Anonymisation Network: The Anonymisation 
Decision-Making Framework: European Practitioner's Guide, 
2nd Edition  It is intended to be an all-encompassing, umbrella 
definition incorporating other, more specific, methods such as 
de-identification and pseudonymisation (Figure 4)  

There is considerable overlap between the definitions of 
anonymisation and de-identification in this document, and the 
two terms are sometimes thought of as synonymous in the 
data-sharing space  Both definitions cover data subjects and 
include clinical study participants  These terms are intended 
to cover not only subjects and patients who enrol in a trial 
and receive an interventional treatment, or who are monitored 
in a non-interventional study, but all others involved in a 
trial whose personal information may be included in data or 
documents, e g  names, signatures and contact information of 
study investigators, sponsor or contract employees, or other 
individuals  

In the definitions of both terms, data are de-identified by 
‘suppressing, obscuring, aggregating or altering’ the data  The 
key difference between de-identification and anonymisation 
is that de-identification only requires that the data itself be 
considered in order to properly implement the process  In 
de-identification, the context in which the clinical trial data 
and documents are shared (i e  how the data are shared and 
what measures are in place to control sharing) is not taken 
into account, and a risk assessment of the possibility of 
re-identification is not required  In contrast, anonymisation, 
as defined here, assesses two critical aspects of data 
protection that are not components of de-identification and 
pseudonymisation: 1) the residual risk of re-identification after 

https://phuse.s3.eu-central-1.amazonaws.com/Deliverables/Data+Transparency/Data+Anonymisation+and+Risk+Assessment+Automation.pdf
https://phuse.s3.eu-central-1.amazonaws.com/Deliverables/Data+Transparency/Data+Anonymisation+and+Risk+Assessment+Automation.pdf
https://msrbcel.files.wordpress.com/2020/11/adf-2nd-edition-1.pdf
https://msrbcel.files.wordpress.com/2020/11/adf-2nd-edition-1.pdf
https://msrbcel.files.wordpress.com/2020/11/adf-2nd-edition-1.pdf
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anonymisation is performed, and 2) the environment into which 
the data are released 

It is clear that these terms are often understood in ways 
distinct from those proposed here  For example, those versed 
in anonymisation of datasets may favor de-identification as 
the umbrella term, while document experts may speak only of 
anonymisation  This has led to confusion and lack of clarity in 
the meanings of the terms, even among experts in the field, and 
it is hoped that this document will represent a step forward in 
solving this problem 

As befitting an all-encompassing term, the definition of 
anonymisation proposed here includes both documents 
and data (as does the definition of de-identification)  Both 
sources of clinical data are prominent in today’s data sharing 
environment, and both are amenable to assessment of residual 
risk after anonymisation and to external controls on the sharing 
environment 

The context of the data release will depend on the measures 
in place to control the sharing (e g  data sharing agreements, 
governance, access controls, etc ) and who the anonymised data 
and documents will be shared with  The context risk impacts 
the likelihood of a re-identification attack and is an important 
consideration when building anonymisation strategies to ensure 
the residual risk of re-identification is acceptable  Balancing the 
extent to which data are anonymised with the context risk of a 
given sharing scenario will allow a maximal level of data utility 
to be maintained  The anonymisation should be proportional 
to the context; for example, data generated by an organisation 
and to be shared within that organisation will need minimal 
anonymisation to comply with privacy laws, while data shared 
with a limited set of users outside an organisation will need more 
stringent anonymisation  In a scenario where data are to be 
widely published without user controls, the maximal reasonable 
amount of anonymisation will be required to account for the high 
context risk  The context of a data release could impact the 
motivation of potential adversaries to conduct a re-identification 
attack  For example, data released in a controlled environment, 
coupled with a low probability of successful re-identification as a 
result of anonymisation, can serve as a deterrent to adversaries 
who may look to accomplish the goal of re-identification by other 
means with less effort (i e  in a less controlled context with a 
disproportionately low level of anonymisation)    

Anonymisation does not result in “anonymous” data or 
documents; rather the result is “anonymised data and 
documents”, which have been produced taking into account 
the context in which the data is released and the risk of re-
identification  Truly anonymous data does not bear any risk of re-
identification and is likely to also lack any utility for a researcher, 
while anonymised data can only be said to have a reduced risk 
of re-identification  If data has been appropriately anonymised 
and the release context is taken into account, the associated 
risk of re-identification will be below an acceptable level (e g  
the threshold of 0 09 recommended by European and Canadian 
health authorities for the unrestricted publication of clinical 
documents)  Therefore, it is recommended to avoid referring to 
data as “anonymous”, which implies certainty and lack of risk  
Instead, data should be referred to as “anonymised”, implying a 
residual risk of re-identification 

3.2. Personal and Commercial Information 

Terms discussed: Commercial information; Data subject; 
Individual patient or participant data (IPD); Personal information; 
Protected personal data (PPD); Sensitive information

In this section, terms commonly used when referring to 
personal and commercial information are addressed  There are 
several variations of these terms including Protected Personal 
Data (PPD), Personal Information (PI), Personally Identifiable 
Information (PII), Personal Protected or Private Information 
(PPI), Protected or Personal Health Information (PHI), Individual 
Patient or Participant Data (IPD), Commercially Confidential 
Information (CCI) and Confidential Business Information (CBI)  
The focus in this document is on the most widely used terms 
within clinical trial transparency: PPD, PI, IPD, CCI and CBI  
These terms have been chosen for  this document because 
they are most prominently used by the EMA and Health Canada, 
who are currently the two regulators at the forefront of driving 
and implementing clinical trial transparency initiatives that 
the reader is likely to come across whilst completing their 
deliverables  Misunderstandings can arise from more than one 
way of describing the same concept, hence the narrower list of 
terms  It is advisable not to routinely use the other terms, but to 
remain consistent in usage depending on the regulator to which 
the deliverable relates  For ease of navigation through the terms 
discussed, including their usage and differences, they have 
been grouped into the general subheadings below: Personal 
Information and Commercial Information 

3.2.1. Personal Information

Both PPD and PI have the same meaning and encompass 
similar types of data entities  This includes direct and quasi (also 
known as indirect) identifiers  The definition of PPD proposed in 
this document is based on the definition used in the European 
Medicines Agency’s Policy 0070 guidelines, which derive from 
Directive 95/46/EC  Health Canada’s definition of PI refers to 
Section 3 of the Privacy Act, which defines PI as “information 
about an identifiable individual that is recorded in any form”  An 
extensive list of identifiers can be viewed on the Government of 
Canada Law Justice website  Differences noted are that “his” 
has been changed to “their” in the definition to be more inclusive  
The EMA also includes the term “data subject”, which is 
appropriate to retain as this provides clarity as to whom the PPD 
relates, i e  any identified or identifiable natural person in clinical 
study documents  Subject- and patient-level data are related 
terms that describe person-specific data  This can refer to 
structured data, which is found in datasets and tabulated listings, 
or unstructured data present in documents and narratives, which 
use natural language to describe individual persons  These 
terms are often used to distinguish person-specific data from 
information found in summary tables and figures (referred to as 
aggregate data) 

The term IPD is used only in relation to the person-specific data 
separately recorded for each data subject in a clinical study 
and is usually seen in datasets (also known as structured data), 
whereas PPD and PI are usually seen in clinical documents 
(also known as unstructured data)  Whether or not the word 
“protected” appears in the term name (as in the case of PPD), all 
data are protected (explicitly consented to by the individual) in 
line with global and country-specific privacy regulations  

https://laws-lois.justice.gc.ca/eng/acts/P-21/section-3.html
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The General Data Protection Regulation (GDPR) defines 
sensitive information as synonymous with “special categories” 
of information (for example racial or ethnic origin, religious or 
philosophical beliefs, or genetic data)  Within GDPR, sensitive 
information is a widely encompassing term that includes 
information regarding health  In this guidance, sensitive 
information is a narrower term referring to information that 
typically has some type of societal stigma or cultural sensitivity 
associated with it  In the event of re-identification, sensitive 
information may result in harm (such as loss of insurance or 
employment, embarrassment) to the data subject 

3.2.2. Commercial Information

Generally, any information contained in the clinical reports 
submitted to a regulator by the sponsor that is not in the 
public domain or publicly available and where disclosure may 
undermine the legitimate economic interest of the sponsor is 
considered confidential commercial information  [All reports can 
be considered commercial, but they might not be confidential ]

There are regional differences whereby the EMA refers to 
this information as CCI  Health Canada uses the term CBI, as 
defined in Section 2 of the Food and Drugs Act: “in respect of 
a person to whose business or affairs the information relates, 
means business information that 1) that is not publicly available, 
2) in respect of which the person has taken measures that are 
reasonable in the circumstances to ensure that it remains not 
publicly available, and 3) that has actual or potential economic 
value to the person or their competitors because it is not 
publicly available and its disclosure would result in a material 
financial loss to the person or a material financial gain to their 
competitors ” 

3.3. Risk

Terms discussed: Adversary; Equivalence class; Journalist 
risk; Prosecutor risk; Re-identification; Re-identification risk; 
Reference population; Residual risk; Risk threshold  

The term “risk” is frequently encountered in the context of 
anonymisation and personal information  As there can be 
different types of risk in this context, more specific terms are 
required to avoid confusion and misinterpretation   

There can be health risk(s) for a data subject participating in a 
clinical study  There can be risk of a data subject being identified 
in data and documents, as well as different types of risk that 
complement this risk (such as journalist risk)  There can also be 
privacy risk(s) (potential harms) to a data subject if their privacy 
is compromised  

Two types of risk that have been defined in this guidance relate 
to the risk of a data subject being identified: i e  re-identification 
risk and residual risk  These two types of risk are similar but 
not identical  The risk of re-identification is the risk of re-
establishing the association between a set of identifying data 
and the data subject found in data and documents  It can 
be calculated prior to, during or following an anonymisation 
process  Residual risk is a type of re-identification risk that 
remains following anonymisation of data or documents  The 
aim of anonymisation is to achieve a reasonably low risk of 
re-identification  Re-identification risk is also dependent upon 
the type of adversary (also known as attacker) who is assumed 

to attempt a re-identification attack  When an adversary may 
know that a specific individual is in the data or documents and 
attempts to re-identify them, this is known as prosecutor risk  
When an adversary does not know if specific individuals are in 
the data or documents but can use knowledge gained elsewhere 
to try and re-identify a participant, this is known as journalist 
risk 

One part of the anonymisation process is to set a risk threshold, 
i e  the maximum amount of acceptable re-identification risk 
remaining in documents and data after an anonymisation 
process has been applied  The threshold can be either a 
quantitative value such as 0 09 or a qualitative value such as 
‘low’  The residual risk must be below the risk threshold following 
the anonymisation process 

Another part of the anonymisation process is determining 
the uniqueness of the data that can be achieved by grouping 
records into equivalence classes  For a set of quasi-identifiers, 
all values are the same in a given equivalence class; e g  
one group could be females aged 52 in Canada  In order to 
determine what the contribution of that specific group is to the 
risk of re-identification, it is compared to a set of records  The 
set of records used is called the reference population and it 
can be the assessed clinical trial itself, a group of trials (e g  all 
trials in a submission), similar trials, larger registries, individuals 
in the general population with the same condition, etc  

Guidelines on how to perform anonymisation of data or 
documents is not in scope for this guidance  However, 
discussion on some key considerations made, and the terms 
often encountered are included 

When using terms related to risk in a document, it is important 
to differentiate between the different types of risk  For the terms 
risk of re-identification, risk threshold and residual risk, it is 
important to not use them interchangeably as there are small 
but important differences between them  Additionally, avoid the 
use of “risk” alone, unless it is stated clearly at the beginning of a 
deliverable which “risk” is referred to  

Section 4: Conclusion

Regardless of the term being used, all encompass similar 
identifiers associated with either an individual or business and 
must be protected prior to releasing clinical data and information 
as part of clinical trial transparency and disclosure requests 
from regulators or researchers 

Standardisation of terminology is essential when sharing 
knowledge with others  As the landscape for data transparency 
continues to grow, consistency in the use of terms (and their 
definitions) will be key to ensuring that the content of PHUSE 
Data Transparency Working Group deliverables is clearly 
conveyed to all audiences 

The full list of terms and definitions can be found here 

https://phuse.s3.eu-central-1.amazonaws.com/Deliverables/Data+Transparency/WP065.pdf
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