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The Al Validation Challenge

Validation Framework

Technical Guardrails

Core Principle: Test Harness

Regulatory Requirements and Expectations
A Key Technical Components and
Considerations
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GxP Validation Process

Author a Validation Plan and a set o‘h
test scripts (e.g., IQs, OQs)

Developed
in DEV

Confirmed

d

PROD y,

Step 2

B+0=LBE

Step 1 Result

But can also be...

Expectation
Step 1 Step 2 Result

B+@=0

LLM results can vary,
sometimes significantly,

they are stochastic by
design

Proprietary © Sycamore Informatics, Inc. 2013-2026 4 @



The Al Validation Challenge

> The Conflict: Historical
approaches to GxP expect Stochastic Al GxP Regulation
determinism (exaCt (Probabilistic) (Deterministic)
reproducibility), but Large
Language Models (LLMs) are
stochastic (probabilistic)

> The Solution: We validate the
Intended Use, not the model
itself

> The Method: Wrapping the Al
in a deterministic "Test
Harness" with strict guardrails

Reproducible,
Varied, Traceable,
Black Box Controlled
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Why Most Al Programs Fail in Regulated
Submission Workflows

“Business Wants” “QA Expectations”

» Faster delivery » Inspectable system

» Reduced manual effort » Narrow intended use

» Faster content generation » Explicit responsibilities

» Lower operational effort » Enforceable controls

» Improved throughput » Objective evidence

» More consistent outputs » Audit trail and traceability

An impressive pilot is not enough, it must be controlled,
traceable, auditable, and monitored over time. The real

requirement is not model performance alone, it is an inspection
ready control of the end-to-end process across the lifecycle




The Inspection Readiness Gap:
Is the system inspectable, if these questions are unanswered?

What is the ‘ ‘ How are errors
intended use? detected?
What risks were ‘ All 8 What controls
identified & mitigated? questions prevent misuse?
Where is the . need to be How is drift detected
validation evidence? addressed over time?
Who approves changes to ‘ » What atudi_t trail existts ftor .
prompts, models, etc.? - Prompis, Inputs, outputs,

human adjudications?
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The Bounded Assistant Model:
Al is an Assistant, Not an Approver or Decision Maker

What the Al is Enabled To Do What the Al Should Not Do
»Draft content using approved source »Approve regulatory content
materials »Release submission artifacts
»Summarize analysis outputs, »Make decisions with scientific or
narratives, etc. regulatory authority
»Compare artifacts for consistency »Modify datasets unless explicitly
»Flag discrepancies, omissions, and permitted and separately controlled
anomalies »Bypass human review or adjudication
»Support controlled quality checks »Own accountability

across analysis and reporting assets

Qualified individuals are accountable, not the system
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Intended Use as the Validation Boundary

> Validation Boundary: We define strict
limits on what the Al is allowed to do.

> The Architecture: /;,:.. —
o Prompt Builder Agent: Constructs the g PpiiaE
query ( tcndchsc
Y &
o Retrieval Layer: Fetches approved
documents. ot

o LLM: Generates the response based
only on retrieved data.

> Result: The Al is reduced from a "Creative
Writer" to a "Summarization Engine."
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Likelihood

Risk Assessment for LLMs

RISK MATRIX > Key Risks Identified:

Impact

o Hallucinated Efficacy: Inventing
facts or citations

B High Risk . . . _
edium High Ris o Prompt Injectlor?: Users manipulating
Mediom Risk the Al to reveal hidden data
Low Risk o Stochastic Variation: Getting

different answers to the same
question

> Mitigation Strategy: Fit-for-purpose
controls based on the specific risk of the
task (Analysis vs. Search)
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The Validation Test Harness

> Seeded Scenarios: A library of
fixed inputs with known Seeded I e
" " olden Cases :
Golden" outputs. (Gou >‘** o |
> Adversarial Testing: o { ™ Matches
specifically designing inputs to ~ Test a0

break the system (e.g., tricking
the Al into giving medical

vy

~ '

advi Ce) . [r—
A Validation Engine FAIL: Drift /
> COI’IS istency C hecki ng . 2N\ (Automated Harness) Safety Violation

Running the same seeded
scenario multiple times to prove
the output does not drift.
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Traceability and Audit Trails

> Complete Audit Trail: Capturing
not just the answer, but the
process.

O The exact Prompt sent.

O The exact "Context"
(documents) retrieved.

> Citation Enforcement: The Al is
required to cite the reference
source for every claim.

> Verification: Auditors can trace
any output back to the specific
document version it came from.

Retrieved
Artifacts

Generated
Results




What “Good” Looks Like

Five Key Properties

(2=(V
Narrow intended use ; Repeatable test

@:Q harness

0 0 0 =" Continuous
@'@ Role based controls verification and drift
monitoring

Audit trail for prompts,
> inputs, outputs,
adjudications
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Reference Architecture for Validated Al Workflow
LLM a configurable component inside a larger controlled system

Architecture Elements b

» User workflow layer @ Userworktiow Lavet

> Retrieval layer =H===p ==

» Canonical mapping and 5
normallzatlop ) Retrieval Layer =) @ )

» LLM comparison or drafting layer ‘ b= B

» Deterministic validator Canonical Mapping ESY. =p LLM ’W»}_!~—LL—M~" S

» Review and adjudication workflow bl e M e

» Audit and evidence store b

» Monitoring and regression tﬁ? Validator J ‘
harness ‘

Audit & Evidence o— Monitoring & Regression |
Store . MH Harness
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The Validation Test Harness

Test Cases

@
27 Input-Data
v = | Scenarios

Expecied - ‘ T Jr

Valldation Results

’
&

Outputs ) .
|«‘; | Acceptance Test Framework Reports & Analysis
——J Criteria :
L ) @ Test Automation .ll Detalied Metrics
ﬂ Measureinent & Logging @ fseije Diagnioals
. ‘ J

What Gets Tested?
Behavior under different conditions
Failure detection, adverse scenarios

With and Without a Test Harness
Behavior is measurable + Testing is anecdotal
Evidence is consistent « Lack of reproductivity

Boundary enforcement
Traceability of outputs to source
evidence

Stability across repeated runs

Failures are detectable » Dirift is invisible
Validation is repeatable « Validation is indefensible

Proprietary © Sycamore Informatics, Inc. 2013-2026 15 @



Technical Guardrails (Control Settings)

> Enforced Parameters:

O Temperature - 0: E|Im|nateS Deterministic Enforcement Engine
randomness in token selection. . o] Temperaure

o Top_p =1.0: Ensures the model ) —) 10| [P
considers the full probability distribution
before selecting the most likely token.

Enforce Output Schema (JSON)

Aax Tokens 400900

o Max Tokens: Caps the output length = Prevents rambling outputs.
(400-900 tokens) to prevent rambling.

> Output Schema Enforcement: Forcing the
Al to reply in a specific format (e.g., JSON)
to ensure machine readability.
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Security and Data Privacy

Data Leakage Prevention:
The Agent operates within the
user's existing permission

scope. ) i
. : Dngffe &S
Pll Protection: Preventing the ey E b
model from training on or L\)
exposing Patient Health o
Information (PHI). '\f) N
Prompt Injection Defense: ‘\-\/]

Using the "Prompt Builder" to
sanitize inputs before they
reach the LLM.
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Continuous Verification and Drift Detection:
Validation is not an event. It is an operating model.

Drift Detection: Monitoring the
system post-deployment to
ensure the model's behavior
hasn't changed.

Routine Execution: — (e
Automatically running the e =
"Seeded Scenarios" on a -

schedule.

Version Control: If the
underlying model version
changes, the full validation
suite is re-triggered.
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A Key Technical Components and Considerations:

Explicit enforced LLM control settings

ControlCategoryy  Details |  Descripon
Sampling and These settings suppress creative variation

e E e S ol temperature = 0 and constrain the model to the most likely
el top p=1.0 completion paths
STl A seed = fixed per validation Seed-based determinism is treated as best
e iR JIIIWA scenario effort, not a guarantee
max_tokens =400 to 900 Token limits are sized to the expected
ot A Enle i i=lle o explicit stop sentinel volume of structured findings and prevent
(Gl 1i]i enforced uncontrolled or truncated output
HhELA frequency _penalty =0 Novelty is explicitly undesirable in
olpiilelfl=1dle]al] presence penalty = 0 regulated review tasks

Ol e =R Strict JSON schema The system does not permit narrative
hieldeslnl=e enforcement prose intended for direct consumption
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Validate the Process, not the model alone

Scope and Governance

Define Constrain

Intended Bound Al to - |dentify Biases Inputs &

Assistant Role & Controls .
Use Execution

Controlled Execution

s S Human Review
Traceability —> Validation ) [ Adjudication

Oversight and Lifecycle

Audit Trail & Evidence Regression & Drift Monitoring Harness Based Testing
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Summary: Do not trust the model. Trust a controlled
process that constrains, tests, monitors, and evidences
the model’s role.

5 Practical Actions

1. Bound one use case narrowly

Write intended use precisely

Build the harness early

Treat prompts and retrieval as configuration
Design for drift from day one

IS S\

Final Takeaway

When Al is embedded inside a controlled process with
clear boundaries and objective evidence, it behaves lik
any other validated computerized system.
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Come see what is possible today, Booth #31
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