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Advantages of Retaining Medical History
• Improved research validity
• Pattern discovery and comorbidities
• Utility for AI and predictive care
• Over-redaction erodes context and undermines risk assessment



Challenge #1: Patient Privacy
• Medical terms are often very specific 

and identifying
• Specific years are present
• Patients often have unique 

combinations of medical background
• Medical background can be well-known 

to acquaintances



Medical Term Generalization

Specificity

MedDRA’s hierarchical structure enables 
selection of broader terms, reducing 
granularity while preserving clinical 
meaning.

Privacy

Applying less specific MedDRA terms 
enhances anonymization, lowering 

identifiability risk in shared datasets.

Data Utility

Studies show a 25% increase in data 
usability metrics when MedDRA-guided 
generalization is implemented, 
maintaining valuable insights.



Medical Term Generalization
• Replace specific 

lower-level terms 
with more general 
higher-level terms

• Preserves meaning
• Problem: higher-

level terms are often 
lengthier than lower-
level terms
– Creates special 

issues and 
retaining 
pagination



Narrative Example

Medical History
Masked or generalized

Adverse Events
Retained



Challenge #2: Volume
• Hundreds or thousands of narratives
• Requires a repeatable, scalable, and accurate solution



Challenge #3: Separating from AEs
• Keyword-based rules approach can also flag:
– Adverse events related to the study (which should be retained)
– Study-level topics, like inclusion criteria

• Requires:
– Detailed pre-configuration: pages ranges, locations on the page, terms to 

look for, etc.
– Meticulous clean-up



Further Refinement
• Apply traditional concepts to improve AI reliability
• Examples:
– AI agents identify page ranges where individual narratives are present
– Presence and location of repeated medical history tables
– Leverage study-specific “clues” – common medical history terms, most 

frequent adverse events, study date ranges
• Implement smart solutions to space issues



Hybrid Approach
• AI isolates medical history sections 

from adverse events and study level 
topics (e.g. inclusion criteria)

• Apply MedDRA-based substitutions 
based on a traditional algorithmic 
risk-based de-identification approach



Hybrid Approach

Rule-Based Methods
Utilizes predefined patterns 
and rules to identify 
sensitive data for 
anonymization. Ensures 
compliance with regulatory 
standards and provides 
predictable, auditable 
results across datasets.

AI-Powered Entity 
Recognition
Leverages machine learning 
to detect complex entities 
and relationships, adapting 
to evolving privacy risks and 
capturing nuances missed by 
purely rule-based 
approaches.

Contextual Analysis & 
Benefits
Assesses data context to 
apply balanced granularity, 
minimizing unnecessary 
redaction. Hybrid models 
streamline workflows and 
reduce information loss.



Any questions?

Thank you!


