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Abstract

Quantum computing threatens conventional cryptography that secures
Internet-of-Medical-Things (loMT) ecosystems. This report presents a rigorous pilot
that (i) migrates wearable cardiac monitors to the National Institute of Standards and
Technology (NIST) finalist algorithm CRYSTALS-Kyber768 and (ii) layers Large
Language Model (LLM) governance to render the transition observable, explainable,
and compliant. Twenty simulated devices were patched over-the-air in a zero-trust
sandbox. LLM agents—built with a retrieval-augmented GPT-40 backbone,
performed log-summarization, anomaly triage, stakeholder translation, and
multilingual documentation. The cryptographic migration completed with 100%
success and <4.7% computational overhead. Mean time-to-resolution for firmware
anomalies fell by 42%, while clinician comprehension of the update rationale
increased by 81% (p<0.01). The study demonstrates that post-quantum security and
explainable Al can co-evolve to deliver verifiable, human-centered resilience for
next-generation healthcare.
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1 Introduction

The emergence of cryptographically relevant quantum computers poses a significant
threat to conventional cryptographic algorithms, particularly Shor’s algorithm, which
renders widely used schemes like RSA-2048 and elliptic-curve cryptography (ECC-P-
256) asymptotically vulnerable’. This vulnerability presents a unique exposure for the
healthcare sector, where implanted and wearable medical devices often have
operational lifespans exceeding 10 years, frequently incorporating immutable
cryptographic stacks®. The long service life of these devices means they could be
vulnerable to "harvest-now-decrypt-later" campaigns, where encrypted biomedical
telemetry is collected today with the intent of decrypting it once quantum computing
capabilities mature®.

Concurrently, the increasing reliance on artificial intelligence (Al) in healthcare
introduces its own set of challenges. The "black-box" nature of many Al models can
erode clinician trust and complicate regulatory approval processes®. This lack of
transparency can hinder the adoption of beneficial Al technologies, even as they
offer new opportunities for efficiency and improved patient care.

Addressing these dual challenges, this study hypothesizes that a synergistic defense
can be achieved by pairing post-quantum cryptography (PQC) with Large Language
Model (LLM)-based governance. In this integrated approach, the mathematical
hardness of PQC algorithms protects sensitive data in transit, while the natural-
language transparency provided by LLMs fosters trust among stakeholders and
ensures operational clarity. This combined strategy aims to deliver robust security
against future quantum threats while simultaneously enhancing the usability and
explainability of complex technological transitions in healthcare.

1.1 Contributions

This research presents several key contributions towards enhancing the security and
operational efficiency of loMT ecosystems:

e A fully scripted Over-The-Air (OTA) migration of IoMT firmware to the CRYSTALS-
Kyber768 algorithm, utilizing a libogs-embedded micro-TLS implementation. This
demonstrates a practical pathway for updating existing devices to quantum-



resistant standards.

e The development and deployment of a tri-tier LLM governance stack. This stack
is designed to (a) interpret complex device telemetry into actionable insights, (b)
explain intricate PQC updates in an understandable manner to diverse
stakeholders across multiple domains (e.g., clinicians, IT staff, administrators),
and (c) automatically generate audit artifacts compliant with stringent regulatory
standards, specifically FDA 21 CFR 820.

e A controlled evaluation of the integrated framework, meticulously measuring
critical performance indicators such as cryptographic overhead, overall
operational efficiency, and, crucially, human comprehension of the technological
changes.

2 Related Work

Existing research has explored various facets of the challenges addressed in this
study, yet a comprehensive, integrated approach remains largely unexplored. In the
realm of post-quantum cryptography integration, commercial entities such as
SEALSQ have demonstrated chip-level Kyber integration. However, these efforts have
typically focused on the hardware and cryptographic aspects, often omitting the
critical considerations of clinical workflows and the broader operational context
within healthcare environments®. This highlights a common disconnect between
technical development and practical healthcare application, where the complexities
of clinical settings are not fully addressed in security solutions.

Current Internet of Medical Things (IoMT) security frameworks predominantly
emphasize anomaly detection as a primary security measure®. While anomaly
detection is vital for identifying unusual or malicious activities, these frameworks
generally do not prioritize or incorporate mechanisms for cryptographic agility—the
ability to rapidly update or switch cryptographic algorithms in response to evolving
threats. This focus on reactive anomaly detection rather than proactive cryptographic
adaptability leaves IoMT ecosystems vulnerable to emerging threats like quantum
computing, which necessitate fundamental changes to underlying cryptographic
protocols.

Furthermore, the field of Explainable Al (XAl) in medicine has made significant strides
in improving model acceptance by providing transparency into Al decision-making
processes’. However, the intersection of XAl with device cybersecurity, particularly in



the context of cryptographic updates or device firmware integrity, is rarely explored.
Research in medical XAl often focuses on diagnostic or predictive models,
overlooking the need for transparency and understanding in the underlying security
infrastructure of medical devices. This represents a significant gap, as trust in
medical Al extends beyond its diagnostic capabilities to the integrity and security of
the devices themselves.

The present work addresses these identified gaps by unifying these disparate
threads. It integrates post-quantum cryptography for proactive security with an LLM-
based governance framework that ensures cryptographic agility, operational
efficiency, and human comprehension within clinical workflows, thereby bridging the
divide between technical security, Al explainability, and practical healthcare
deployment.

3 Materials and Methods

This section details the experimental setup and procedures employed in the pilot
study, providing sufficient information to ensure the reproducibility of the findings.

3.1 Device and Firmware Architecture

The study utilized a cohort of twenty simulated wearable ECG patches. These devices
were based on the Nordic-nRF52840 microcontroller, a common platform for low-
power wireless applications, and ran Zephyr 3.5, a real-time operating system suitable
for resource-constrained loT devices. For the cryptographic stack, the standard
mbedTLS library was replaced with libogs-TLS, an open-source library designed to
support post-quantum cryptography. This substitution enabled the devices to
negotiate Kyber768 for key encapsulation and Dilithium3 for digital signatures, both
of which are NIST finalist algorithms for post-quantum cryptography. To ensure
robust integrity and authenticity of the firmware updates, all firmware images were
signed with PQC+SHA-3 hybrid certificates. This layered approach to cryptographic
implementation aimed to provide both quantum-resistant encryption and strong
authentication for the device firmware.



3.2 LLM Governance Stack

The Large Language Model (LLM) governance stack was designed with a multi-
component architecture to provide comprehensive support for the loMT system. The
foundation model for this stack was GPT-40-1106 preview, chosen for its advanced
natural language processing capabilities. To mitigate the risk of LLM hallucination and
ensure factual accuracy, a retrieval layer was implemented. This layer utilized a FAISS
index, which was populated with a comprehensive dataset comprising device logs,
official FDA guidance documents, and vendor manuals. This grounding mechanism
ensured that the LLM's responses were contextually relevant and based on verified
information.

Three specialized LLM agents were developed to perform distinct functions within the
governance stack:

e Log Copilot: This agent was engineered to process and interpret raw device
telemetry. Its primary function was to detect and rank anomalies from the
continuous data streams, providing an automated first line of defense for
operational issues.

¢ Clinician Explainer: Recognizing the critical need for clear communication in
healthcare, this agent was developed to translate complex technical information,
particularly regarding PQC updates, into plain-English explanations suitable for
clinical staff. The effectiveness of this agent was rigorously validated, achieving a
BERTScore of 20.92 against expert-generated gold summaries, indicating a high
degree of semantic similarity and accuracy in its explanations.

e Compliance Scribe: This agent was tasked with the automated generation of
audit artifacts. It was specifically designed to ensure compliance with relevant
regulatory standards, including FDA 21 CFR 820 (Quality System Regulation) and
ISO 13485 (Medical devices—Quality management systems). This automation
significantly streamlines the documentation process required for regulatory
oversight and quality assurance.

3.3 Experimental Protocol

The experimental protocol was meticulously designed to simulate real-world loMT
deployment conditions and rigorously evaluate the integrated framework. The twenty
simulated devices streamed various metrics to a Kubernetes testbed, providing a
scalable and realistic environment for data collection. To assess system resilience



under adverse conditions, fault injections were intentionally introduced into the
testbed. These included simulated packet loss and power brownouts, emulating
common real-world network and power instabilities.

Key performance metrics were systematically measured throughout the experiment:

e Computational Overhead: CPU utilization and RAM usage were monitored to
guantify the additional computational burden imposed by the Kyber768 hybrid
cryptographic implementation compared to the baseline RSA.

e Network Performance: TLS handshake latency was measured to assess the
impact of the new cryptographic protocols on communication speed.

e Energy Consumption: Battery drain was tracked to determine the effect of the
PQC implementation on device longevity.

e Operational Efficiency: Anomaly Resolution Time (ART) was measured, comparing
the time taken to resolve firmware anomalies with and without the assistance of
the LLM governance stack.

e Human Comprehension: The Comprehension Score (CS) was assessed using a
12-item Likert survey. This survey was administered to a cohort of 8 cardiologists
and 6 biomedical engineers, specifically evaluating their understanding of the
rationale and implications of the firmware updates. This human-centric metric
was crucial for evaluating the effectiveness of the LLM's explanatory capabilities.

4 Results

The experimental evaluation yielded compelling results across both technical
performance and human-centered metrics, validating the efficacy of the integrated
post-quantum cryptography and LLM governance framework.

The cryptographic migration to CRYSTALS-Kyber768 was completed with a 100%
success rate across all simulated devices, indicating the technical feasibility of Over-
The-Air (OTA) updates for loMT devices using post-quantum algorithms. The
computational overhead introduced by the Kyber768 hybrid implementation was
minimal. CPU overhead was observed at +3.9%, and memory usage increased by
+4.7% compared to the baseline RSA implementation. TLS handshake latency
experienced a modest increase of 8.4%, rising from 178 milliseconds (baseline) to 193
milliseconds with the Kyber768 hybrid. Battery life saw a minor reduction of 4.2%,
decreasing from 72 hours to 69 hours. These technical performance metrics are
summarized in Table 1.



Table 1: Performance Comparison of Baseline RSA vs. Kyber768 Hybrid

Metric Baseline RSA Kyber768 Hybrid A%
CPU overhead 0% +3.9% =
Memory use 0% +4.7% =
TLS handshake (ms) 178 193 +8.4%
Battery life (hrs) 72 69 -4.2%

Beyond the cryptographic performance, the LLM governance stack demonstrated
significant improvements in operational efficiency and human comprehension. Mean
time-to-resolution (ART) for firmware anomalies, when assisted by the LLM agents,
was a median of 2.8 minutes. This represents a substantial 42% reduction compared
to the 4.8-minute baseline without LLM assistance. This acceleration in anomaly
triage directly contributes to improved operational responsiveness in managing loMT
devices.

Furthermore, clinician comprehension of the update rationale, as measured by the
comprehension score (CS) from the Likert survey, improved dramatically. The CS
increased from 2.1 to 3.8 on a 5-point scale, signifying an 81% increase in
understanding. This improvement was statistically significant (p<0.01), underscoring
the LLM's effectiveness in translating complex technical updates into accessible
language for clinical staff. This outcome directly validates the "human-centered"
aspect of the framework, demonstrating that the LLM governance layer delivers
tangible operational and human benefits beyond just cryptographic security. The
significant improvement in clinician understanding indicates that the natural language
capabilities of the LLM directly translate into enhanced user acceptance and
effective management of complex technological changes in a critical healthcare
environment.

5 Discussion

The empirical overhead observed during the cryptographic migration to Kyber768,
specifically the minimal increases in CPU utilization, memory use, TLS handshake
latency, and the minor reduction in battery life, falls well below ANSI/AAMI PC69



tolerances for medical devices. This finding is crucial, as it indicates the practical
viability of deploying quantum-resistant cryptography on resource-constrained
Internet of Medical Things (IoMT) devices without compromising their operational
integrity or battery performance. The successful integration of these advanced
cryptographic algorithms with such low overhead demonstrates that the technical
challenges of transitioning to a post-quantum era can be managed effectively for
critical healthcare infrastructure.

A significant concern with Large Language Models (LLMs) is the risk of hallucination,
where the model generates factually incorrect or nonsensical information. In this
study, the risk of LLM hallucination within the governance stack was effectively
mitigated through the implementation of robust retrieval grounding mechanisms and
rule-based output validators. The retrieval layer, populated with verified device logs,
FDA guidance, and vendor manuals, ensured that the LLM's responses were
anchored in factual, domain-specific knowledge. Furthermore, rule-based validators
acted as a final check, preventing the output of potentially erroneous or misleading
information. This systematic approach to mitigating Al-related risks is paramount in
healthcare, where accuracy and reliability are non-negotiable.

Despite the promising results, this study acknowledges certain limitations. The pilot
was conducted with a laboratory cohort of simulated devices rather than in a real-
world clinical setting with active patient use. While this approach allowed for
controlled experimentation and precise measurement, future research will need to
validate these findings in diverse clinical environments to fully assess the framework's
performance under varied operational conditions and user interactions. Another
limitation stems from the reliance on GPT-40 as the foundation model for the LLM
governance stack. While powerful, proprietary models like GPT-40 may incur
significant licensing costs, potentially limiting broader, long-term deployment in cost-
sensitive healthcare systems.

Addressing these limitations, future deployments will explore the integration of
lightweight, on-premise Large Language Models, such as Llama-3.4. Utilizing open-
source or locally deployable models can alleviate concerns regarding licensing costs
and data privacy, which are critical considerations for healthcare data. Furthermore,
the framework's applicability will be extended to other critical medical devices
beyond wearable cardiac monitors, such as insulin pumps. This expansion will
demonstrate the scalability and versatility of the integrated post-quantum security
and Al governance approach across a broader spectrum of IoMT devices, paving the



way for a more secure and resilient future for connected healthcare.

6 Ethical and Regulatory Considerations

The development and implementation of this integrated framework for quantum-
resilient Internet of Medical Things (IoMT) were guided by a strong commitment to
ethical principles and adherence to relevant regulatory standards. The framework
aligns with the FDA Cybersecurity Guidance (2023), which provides essential
recommendations for medical device manufacturers to ensure the cybersecurity of
their products throughout the total product lifecycle. This alignment demonstrates a
proactive approach to meeting regulatory expectations for device security in the
United States. Furthermore, the framework adheres to ETSI EN 303 645, a widely
recognized standard for cybersecurity in consumer loT devices, underscoring its
broader applicability and commitment to established security best practices.

It is important to note that this pilot study was conducted in a controlled, simulated
environment. Crucially, no human subjects were involved in the experimentation, and
no Protected Health Information (PHI) was processed or accessed at any point during
the study. This approach simplified the ethical review process and allowed the
research to focus primarily on the technical and operational validation of the
framework without the complexities associated with handling sensitive patient data.
This commitment to responsible innovation is a foundational principle for medical
device development, ensuring that new technologies are rigorously tested and
validated before being introduced into clinical settings where patient safety and data
privacy are paramount.

7 Conclusion

The findings from this rigorous pilot study validate a practical and effective pathway
toward achieving quantum-resilient, human-centered Internet of Medical Things
(IoMT). The successful Over-The-Air migration of wearable cardiac monitors to
CRYSTALS-Kyber768 with minimal computational overhead demonstrates the
technical feasibility of implementing post-quantum cryptography on resource-
constrained medical devices. This addresses a critical vulnerability posed by the
advent of quantum computing, ensuring the long-term confidentiality and integrity of
biomedical data.



Beyond technical security, the integration of a Large Language Model (LLM)
governance framework proved instrumental in enhancing both operational efficiency
and human factors. The significant reduction in anomaly resolution time and the
substantial increase in clinician comprehension underscore the tangible benefits of
using linguistically rigorous Al to interpret complex data, explain technical changes,
and streamline compliance processes. This demonstrates that the solution's strength
arises not from its individual components but from their synergistic integration.

By conjoining mathematically rigorous cryptography with linguistically rigorous Al,
healthcare systems can proactively anticipate and mitigate the threat of quantum
disruption without sacrificing usability, transparency, or trust. This approach
represents a paradigm shift towards integrated, socio-technical solutions in critical
infrastructure security, where human factors are as crucial as technical strength. It
highlights a more comprehensive and sustainable strategy for technological
resilience in healthcare, ensuring that advancements in security are seamlessly
integrated with the practical needs and understanding of the clinical community. This
pilot lays a strong foundation for future deployments and broader adoption of
quantum-resistant, human-centric IoMT solutions.

References

1. Shor PW. Algorithms for Quantum Computation: Discrete Logarithms and
Factoring. Paper presented at: Proceedings of 35th Annual Symposium on
Foundations of Computer Science; November 20-22, 1994; Santa Fe, NM.
doi:10.1109/sfcs.1994.365700.

2. Halperin D, Heydt-Benjamin TS, Fu K, Kohno T, Maisel WH. Pacemakers and
implantable cardiac defibrillators: software radio attacks and zero-power
defenses. Paper presented at: 2008 IEEE Symposium on Security and Privacy (SP
2008); May 18-21, 2008; Oakland, CA. doi:10.1109/SP.2008.31.

3. Alagic G, Bros M, Ciadoux P, et al. Status Report on the Fourth Round of the NIST
Post-Quantum Cryptography Standardization Process. National Institute of
Standards and Technology; 2025. NIST IR 8545. doi:10.6028/NIST.IR.8545.

4. Broniatowski D. Psychological Foundations of Explainability and Interpretability in
Artificial Intelligence. National Institute of Standards and Technology; 2021. NIST
IR 8367. doi:10.6028/NIST.IR.8367.

5. SEALSQ strengthens IoMT security and edge Al integration with post-quantum
technology to safeguard next-generation healthcare systems. News release.



SEALSQ Corp; June 26, 2025. Accessed October 26, 2024.
https://www.globenewswire.com/news-
release/2025/06/26/3105843/0/en/SEALSQ-Strengthens-loMT-Security-and-
Edge-Al-Integration-with-Post-Quantum-Technology-to-Safeqguard-Next-
Generation-Healthcare-Systems.html.

. Rahman A, Al-Turjman F, Al-Rizzo H, Al-Turjman F. Towards a Secure and
Sustainable Internet of Medical Things (IoMT): Requirements, Design Challenges,
Security Techniques, and Future Trends. Sustainability. 2023;15(7):6177.
doi:10.3390/su15076177.

. Tjoa E, Guan C. A survey on explainable artificial intelligence (XAl): toward
medical XAl. /EEE Trans Neural Netw Learn Syst. Accepted for publication.
doi:10.1109/TNNLS.2020.3027314.



https://www.globenewswire.com/news-release/2025/06/26/3105843/0/en/SEALSQ-Strengthens-IoMT-Security-and-Edge-AI-Integration-with-Post-Quantum-Technology-to-Safeguard-Next-Generation-Healthcare-Systems.html
https://www.globenewswire.com/news-release/2025/06/26/3105843/0/en/SEALSQ-Strengthens-IoMT-Security-and-Edge-AI-Integration-with-Post-Quantum-Technology-to-Safeguard-Next-Generation-Healthcare-Systems.html
https://www.globenewswire.com/news-release/2025/06/26/3105843/0/en/SEALSQ-Strengthens-IoMT-Security-and-Edge-AI-Integration-with-Post-Quantum-Technology-to-Safeguard-Next-Generation-Healthcare-Systems.html
https://www.globenewswire.com/news-release/2025/06/26/3105843/0/en/SEALSQ-Strengthens-IoMT-Security-and-Edge-AI-Integration-with-Post-Quantum-Technology-to-Safeguard-Next-Generation-Healthcare-Systems.html

