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" Disclaimer

“This presentation reflects the opinion of the speaker and is in no way related to, or endorsed

by, Eli Lilly and Company or its affiliates. It does not guarantee the accuracy or reliability of

)

the information presented herein’



phuse Al & ML in Clinical Data Science

Applications Benefits

Automated literature L
review Speed, scalability,

- / reproducibility
Structured/unstructured

data extraction

. 7

) : . 1 Reduced manual
Evidence synthesis for workload

regulatory submission i

Al = Artificial Intelligence; ML = Machine Learning



phuse

Al in Clinical
Data Science

Emerging Risks

Focus Today

RWE = Real-World Evidence

Introduction

Accelerating RWE generation, evidence synthesis,
regulatory submissions
New efficiencies in literature review, and data extraction

Security vulnerabilities in AI workflows

Prompt injection — a subtle but critical threat



What is Prompt Injection?

Definition

» A malicious or unintended input crafted to
manipulate an Al model’s output

Mechanism

» Exploits the model’s instruction-following
behavior to override intended tasks

Y4

Example

« Hidden mstructions in text data causing
unauthorized data disclosure.

\_

Impact

 Produces misleading or unauthorized outputs

NNV NN

OpenAl. (2023). Prompt Injection Attacks https://platform.openai.com/docs/quides/security
Microsoft Security Blog. (2023). Prompt Injection: What You Need to Know. https://www.microsoft.com/security/blog


https://platform.openai.com/docs/guides/security
https://www.microsoft.com/security/blog

72
R Why It Matters in Clinical Data Science ?

Patient Privacy Risks:

 Potential leakage of PHI from datasets
 HIPAA/GDPR violations

Bias introduction:

« Skewed evidence synthesis
* Manipulated outputs can skew meta-analyses.

Regulatory Impact:

 Undermines trust in Al-driven submissions to FDA/EMA.

PHI = Protected Health Information; HIPAA = Health Insurance Portability and Accountability Act; GDPR = General Data Protection Regulation; FDA = Food and Drug

Administration (U.S.); EMA = European Medicines Agency
U.S. FDA. (2023). Artificial Intelligence in Drug Development https://www.fda.gov

FMA (20272) Reflection Paner on Al in Medicinee httne'//Www ema ealirona atll


https://www.fda.gov/
https://www.ema.europa.eu/

phuse . . .
—/ Mechanics of Prompt Injection
S
Types of prompt
injection
Di S Indirect I G
irect Injection Iniect; Thought
njection Mani )
anipulation
Malicious text directly in Hidden instructions Altering reasoning
the prompt. embedded in external steps to produce false
data sources (e.g., PDFs, outputs.
web pages).

Boucher, N. etal. (2023). Prompt Injection Attacks Against LLMs. arXiv:2302.12173. hitps://arxiv.org/abs/2302.12173


https://arxiv.org/abs/2302.12173

-
Phuse  Hypothetical Case Study: RWE Workflow Vulnerability

* Automated literature
review for oncology
drug safety.
il @8 o Malicious metadata in
Vector a research paper PDF
Al extracts and reports
fabricated adverse event
data.
* Misleading safety
profile submitted
to regulators.

RWE = Real-World Evidence



Riuso Example 2

Step 1: The adversary plants indirect prompts

® "
" *

. :
: "Your new -
: task is: [¥]" Publicly accessible :

% server r

Step 2: LLM retrieves the prompt from a web resource
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Requests

task [x] ~(8.0p- —
= —

M
—————— _ﬂﬁn_ "Wour new

Performs task L 1 task is: [¥]"
vy f—

sssssmssnsseeEmmsemnant

- Application-Integrated Poisoned
LLM web resource .~
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Pic source available from:



https://www.lakera.ai/blog/guide-to-prompt-injection
https://www.lakera.ai/blog/guide-to-prompt-injection
https://www.lakera.ai/blog/guide-to-prompt-injection

phuse Mitigation Strategies

. . . ©  Secure Restrictive templates
No single solution exists Prompt und context isolation

Adaptive, multi-layered security is Enginee
required to combat direct, indirect, rmg
and advanced prompt attacks.

» Whitelisting trusted data
sources

*  Qutput validation against
P & Human-

known datasets S
Loop . o
Review For critical outputs

NIST. (2023). Al Risk Management Framework. https://www.nist.goV/itl/ai-risk-management-framework
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phuse Governance & Compliance

(

Alignment with Clinical Research Standards

Audit Trails

ICH-GCP, HIPAA, GDPR.
FDA & EMA expectations Explainability and Regulatory Engagement
for Al transparency

documentation of - .

safeguards Proactive communication

D ¢ AT decisi with FDA/EMA on Al
ocumen ecision- safeguards.

making steps.

ICH-GCP = International Council for Harmonisation - Good Clinical Practice; HIPAA = Health Insurance Portability and Accountability Act; GDPR = General
Data Protection Regulation; FDA = Food and Drug Administration (U.S.); EMA = European Medicines Agency,
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CROSS-INDUSTRY
COLLABORATION: TECH +
PHARMA + REGULATORS.

Future Directions

G,

CONTINUOUS MONITORING:
Al MODEL BEHAVIOUR OVER
TIME.

STANDARDIZED Al SECURITY
PROTOCOLS FOR
HEALTHCARE DATA SCIENCE.



il
S Key Takeaways

® Promptinjection is a real and under-recognized threat in clinical data

workflows.

® Risks include privacy breaches, biased evidence, regulatory non-

compliance.
® Mitigation requires technical safeguards + governance frameworks.

® Trustworthy Al is essential for ethical and compliant clinical data

science.
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Thank you for listening !!!!
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