
Using USDM  

to Drive Real World Data



➔ Introduction

➔ Reliability and Traceability using cryptography

➔ USDM Content

➔ Step by Step: FHIR to SDTM

➔ Full Lineage & Governance

◆ Data Lineage

◆ Process Traceability

◆ Governance Control 

➔ Conclusions

Content



RWD in Regulatory Submissions

Working Group Poster 

US Connect 2024



Source to Submission

Digital Data Flow - Proof of Concept

➔ LZZT study (Alzheimer indication)

➔ Select from FHIR source 

(Synthea: https://synthea.mitre.org/)

➔ Transform to observational standard

➔ Anonymization

➔ Select patient cohort 

◆ Eligibility

➔ Assess fit for purpose

◆ Matching, windowing, data availability

➔ Transform to SDTM 



Source to Submission

Digital Data Flow - Proof of Concept

➔ LZZT study (Alzheimer indication)

➔ Select from FHIR source 

(Synthea: https://synthea.mitre.org/)

➔ Transform to observational standard

➔ Anonymization

➔ Select patient cohort 

◆ Eligibility

➔ Assess fit for purpose

◆ Matching, windowing, data availability

➔ Transform to SDTM 
Requirements

➔ Standardization

➔ Anonymization
➔ Fit for purpose Assessments
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Reliability and Traceability

Source Data 

(PII)

Anonymized Data

(All Data Sent)

Anonymized Data

(All Data Used)
License Submit

Sponsor 

Transforms

Cryptographic certificates provide tamper-proof verification, creating a trusted chain of custody. Comparing hashes from the Data Vendor 

and Sponsor verifies the data's integrity and any transformation, negating the need to access the underlying data from the vendor.

Data Vendor Sponsor

Compare

Complete Lineage & Traceability

“Without access to the 
vendor’s data, we need to 
verify the provenance of 

sponsor submitted RWD”

Capture Anonymize Curate Filter Aggregate License Capture Data Science Programming DB Lock Analysis

Advancing Real-World 

Evidence Program



Useful USDM Content

➔ Eligibility criteria with 

◆ tags to USDM attributes:

● History timeline

● Biomedical Concepts

● Population characteristics

● Indications

◆ tags to external repositories:

● Contra-Indications

● Contra-Medications

➔ Timelines with corresponding windows

➔ CDISC Biomedical concepts

➔ Study design elements

LZZT Protocol: H2Q-MC-LZZT (2006) provided as example study 
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Step 1: Automated patient selection from the source using USDM

Indication

name: “IND2”
label: “Alzheimer’s disease”

…. 

Code

code: “26929004”

codeSystem: “SNOMED”

decode: “Alzheimer’s disease”

…. 

Code

code: “23026500”

codeSystem: “SNOMED”

decode: “Familial Alzheimer’s....

…. 

FHIR 

JSON files 
per patient

FHIR 

JSON files 
per 

Alzheimer 

patient

USDM



Step 2: Read and Standardize FHIR JSON Data

FHIR JSON 

Files for 
Each 

Alzheimer 

Patient

Standardized Mapping

OMOP like 

database 
(linked to FHIR)



Step 2: Read and Standardize FHIR JSON Data.

OMOP like 

database 
(linked to FHIR)

FHIR JSON 

Files for 
Each 

Alzheimer 

Patient

Lineage & Traceability



Step 3: Anonymization

OMOP like 

database 
(linked to FHIR)

Anonymized

OMOP like 
database 

(linked to FHIR)

Scramble ID variables

Shift date and time variables
Remove potential sensitive information 
(pregnancy, mental health, family conditions

Audit and verification of 

privacy and integrity

Enhanced Privacy via 

Cryptographic Encryption



Step 4: Automated Selection of Eligible Patients

Indication

Indication

name: “IND2”

label: “Alzheimer’s disease”Indication

name: “IND2”
label: “Alzheimer’s disease”
…. 

…. 

name: “IND2”
label: “Alzheimer’s disease”

…. 

StudyDesignPopulation

name: “POP1”

description: “Patients with …”
plannedSex: ….

plannedAge: …

…. 

USDM

Criteria

Tags

parameterMap

Timeline

name: “Medical History Timeline”
mainTimeline: false

…. 

BiomedicalConcept

name: “MMSE”

properties: …
code: … 

….

BiomedicalConcept

name: “MMSE”

properties: …
code: … 

….

BiomedicalConcept

name: “MMSE”

properties: …
code: … 

….

Contra Meds

Contra Events

Anonymized OMOP 

like database 
(linked to FHIR)

Anonymized 

Eligible 
patient cohort



Step 4: Automated Selection of Eligible Patients

USDM: Biomedical Concepts Referenced in Criteria



Step 4: Automated Selection of Eligible Patients

USDM: Specified Biomedical Concepts and Aliases Transformation

OMOP 

concepts

https://athena.ohdsi.org/



Step 4: Automated Selection of Eligible Patients

Automated Selection BC Data from Anonymized Source

Automated Criteria Evaluation
Based On: 

➔ Available measurements

➔ Last value carried forward

➔ Min and max values

➔ Units and unit conversion

➔ Gender

Based On

➔ Source codes and corresponding code 

system used

➔ Defined alias codes aligning with source 

code system used

Note: code children can be used to extend 

the selection for more complete data.



Step 4: Automated Selection of Eligible Patients



Step 4: Automated Selection of Eligible Patients

Patients with Alzheimer’s Diagnosis

Patients with age >= 50

MMSE within accepted values

SGOT within accepted values

ALAT within accepted values

Creat within accepted values

Hb within accepted values

K within accepted values

N within accepted values

Ca within accepted values

159

147

108

105

105

103

97

85

85

85

Attrition Diagram



Patients with Alzheimer’s Diagnosis

Patients with age >= 60

MMSE within accepted values

SGOT within accepted values

ALAT within accepted values

Creat within accepted values

Hb within accepted values

K within accepted values

N within accepted values

Ca within accepted values

159

90

56

56

53

53

49

43

43

43

Attrition Diagram - Changed Eligibility Criteria

Step 4: Automated Selection of Eligible Patients



Step 4: Automated Selection of Eligible Patients

Anonymized OMOP 

like database 
(linked to FHIR)

Anonymized 

Eligible 
patient cohort

Attrition 

Summary

Patient selection 

report



Step 5: Fit for Purpose Assessment

Windowing for RWD

➔ Limit gaps between timings

➔ Rules in case of more visits 

within window

➔ Define minimum of available data 

required

◆ Minimum 6 months data 

after index date

◆ Available endpoint data for 

visit 8-13

Other

➔ Data validation

➔ Bias assessments

➔ Missingness imputations

➔ Matching

Timeline

name: “Ext. Control Timeline”

mainTimeline: true

…. 

Timeline

name: “Main Timeline”

mainTimeline: true

…. 

Timing

name: “TIM4”

Label: “Week 2”

Value: P2W

WindowLower: P3D

WindowUpper: P3D

…. 

Timing

name: “TIM4”

Label: “Week 2”

Value: P2W

WindowLower: P3D

WindowUpper: P3D

…. 

Timing

name: “TIM4”

Label: “Week 2”

Value: P2W

WindowLower: P3D

WindowUpper: P3D

…. 

Timing

name: “TIM4”

Label: “Week 2”

Value: P2W

WindowLower: P3D

WindowUpper: P3D

…. 

Timing

name: “TIM4”

Label: “Week 2”

Value: P2W

WindowLower: P3D

WindowUpper: P3D

…. 

Timing

name: “TIM4C”

Label: “Week 2”

Value: P2W

WindowLower: P7D

WindowUpper: P6D

…. 

Anonymized 

Eligible + 
Selected 
Patient 

Cohort

Anonymized 

Eligible 
patient cohort



Anonymized 

Eligible + 
Selected 
Patient 

Cohort

USDM Trial Design 

Input

BC mapping

Standardized Mapping

SV mapping

Alternative Route

SDTM

l

Step 6: SDTM Mapping



Step 7: Auditable Traceability

rwd_vs.csv measurement.csv
Reversed 

mapping

Reversed 

mapping

Source 

hashing/ 

deanonym

ization

patient.json

SDTM OMOP-like FHIR



Step 7: Auditable Traceability.



USDM and Cryptography Enable a Trusted Solution

◆ Automated Patient Selection from Source

◆ Automated Eligibility / Feasibility Checks

◆ Automated data selection using windowing and BCs 

◆ SDTM Mapping

◆ Automated Documentation and Verifiability

➔ Enables Faster Study Design and SDTM Mapping

➔ Increases Feasibility Assessment Accuracy

➔ Cryptographical Automated Lineage, Process Traceability and 

Governance Controls

➔ USDM can inform RWD Fit for Purpose Assessments, 

ensuring suitability for RWE

Conclusions
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