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Goal and Context
Open-source projects can improve how clinical trials work by making them more transparent and collaborative to solve problems and define a common standard in 
the clinical trial ecosystem.

Successful open source packages such as admiral, tern and as well as collaborative initiatives (Pharmaverse, Transcellerate, Phuse) could greatly standardize and 
harmonize processes for different laboratories as well as allowing for faster deliverable for submission.
However, open source raises inherent challenges in terms of:

Security Legal Operational

- Vulnerability issues
- Confidentiality concerns

- Is the source code under a non-
permissive license?

- Is the package maintained by an 
active community?

- Does it follow good practices?
- Is it sustainable?
- Is the pkg of good quality?

We need to use open-source projects responsibly and safely by adhering to best practices and ensure the reliability of the package being utilized by Sanofi for FDA 
submission.

The ART team is creating a risk validation process that allows programmers to validate packages as they progress through the various stages of development.



Package validation Workflow



risk.assessr R package

For Open-source R package on CRAN

For internal R package or any locally stored .tar R package



Data extraction from source code on CRAN

- Data extraction from .tar package source code



risk.assessr R package
Dependencies Reverse Dependencies

Risk score

Quality metrics



risk.assessr R package



Popularity and package activity

- Data extraction from github repository and CRAN 
download:

- Stars
- Forks
- Last commit
- Number of downloads (Last month, Total)

Internal 



risk.assessr R package

Internal 



risk.assessr R package



risk.assessr R package
CHECK PACKAGE STRUCTURE FOR IMPORTS/SUGGESTS

Internal 

teal.code v0.5.0

risk.assessr results for teal.code v0.5.0 identified 
that cli should be in Imports not Suggests

This issue also was identified and fixed by Roche datanames in vignettes by gogonzo · Pull Request #239 · 
insightsengineering/teal.code and released in teal.code Release v0.6.0 · insightsengineering/teal.code

https://github.com/insightsengineering/teal.code/releases/tag/v0.5.0
https://github.com/insightsengineering/teal.code/pull/239
https://github.com/insightsengineering/teal.code/releases/tag/v0.6.0


QC report generation

risk_report_dplyr_1.1.4.html

Internal 

file:///C:/Users/I0555262/OneDrive%20-%20Sanofi/Desktop/test_report/risk_report_dplyr_1.1.4.html


Package validation Workflow: DB rpackage

Packages.yaml

Github Action



risk.assessr R data

Metadata

Traceability matrix

CMD Check/
Test coverage

Quality 
metric

- R CMD Check (Error, warning, notes)
- Test coverage
- Risk assessment data (has maintainer, has website)
- Traceability matrix
- Dependencies/reverse dependencies
- Metadata 

DB Rpackage



Validation policy rules (ongoing)

Internal 



Risk rules

- Risk label
- Risk level (low, medium, high)
- Value quality metric involved 
- Explanation 

DB Rpackage



Documentation Approval decision 

Decision

DB Rpackage

Next step: text generation



Back up slide



Validation policy rules

Internal 



Risk analysis API data

Community Engagement/Activity

Documentation/
Licensing

Host

- Version available 
- Hosting (CRAN, Bioconductor, Github)
- Documentation/licensing data
- Quality metric
- Community/engagement

DB Rpackage
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