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Disclaimer

The views and opinions presented in the following are those of the presenter and should not be attributed 
to the employer, PHUSE, or its members.

The presenter does not have any conflict of interest.
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Personal Information to be protected
Information about an identifiable individual that is recorded in any form

Direct identifiers

Name

Subject ID

Signature

Social security number

Indirect identifiers

Gender

Geographical location

Participant-related dates

Race
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AI Data Protection
ML in the context of Clinical Data Protection
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AI Data Protection
Focus on efficient protection of personal information

Protection

Automation

Standardization

Protected Clinical Data

Automation

Accurate & Reliable 

Data Protection Model

Clinical Data



C H A L L E N G E C E R T A R A  S O L U T I O N I M PA C T

Variability in personal identifiers 

complicates protection efforts, 

increasing risks of data 

compromise and regulatory 

non-compliance.

Ensuring robust data security is 

critical, as a single breach can 

expose millions of patients.

Disclosure friendly authoring – SMART 

approach

• Robust protection of data privacy

• Consistent process

• Increased regulatory compliance

Safeguard patient data 

to avoid penalties, legal 

action, and reputational 

damage!

Clinical Data Protection
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Transparency
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LIMIT

COMMIT

OMIT

OMIT

Lean writing

LIMIT

Harmonization of formatting to limit variation

COMMIT

Template to expediate writing/linkingStandardization

Omit, Limit, Commit 

Automation

NLP relies on consistent input

Protection

Clinical data anonymization with the highest data utility

Strategic Medical Authoring for Regulatory Transparency (SMART)
Focus on efficient protection of personal information

Public disclosure of clinical documents



13 © Copyright 2024 Certara, Inc. All rights reserved. 

Subject IDs

Approach:

Standardized format: 

[study ID]-[site ID]-[subject ID]

OMIT

COMMIT

LIMIT

Used to identify individuals within the study
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Dates
Subject related dates within the study

Approach:

Standardized format: 

ddMMMyyyy

OMIT

COMMIT

LIMIT
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LIMIT
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Demographics
Subject related dates within the study

Approach:

Standardized format: 

33yo vs 33-year-old vs age of 33

OMIT

COMMIT
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SMART ensures transparency while protecting patient privacy!
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Efficient, consistent 
anonymization

Robust data 
protection with 
enhanced data utility

Regulatory compliance 
and faster approvals

Strategic medical 
authoring allows us to 

leverage AI tools



Thank you

Anaya Rehman, MBBS, MSc

Senior Transparency Specialist

anaya.rehman@certara.com
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