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The Al erais here, and it will determine winners
and losers...

$16 66% 72% $200B

productivity adoption

Trillion gains rate investment
Al is projected Studies show Al tools As of 2024, 72% of Global Al investment is
to contribute an can increase worker organizations have expected to approach
additional $15.7 trillion productivity by up to 66%, adopted Al in at least $200 billion by 2025.
to the global economy equating to decades of one business function (Goldman Sachs)
by 2030 (PWC) natural productivity growth (McKinsey)

(Nielsen Norman Group)
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https://www.goldmansachs.com/insights/articles/ai-investment-forecast-to-approach-200-billion-globally-by-2025?utm_source=chatgpt.com
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai
https://www.nngroup.com/articles/ai-tools-productivity-gains/
https://www.pwc.com/hu/en/pressroom/2017/ai.html

...yet serious data challenges impede organizations from
adopting and succeeding with Al.

Data Privacy &
Regulatory
Compliance

Highly regulated industries
must adhere to strict data
privacy laws, making sharing or
using real-world data difficult.

Incomplete &
Imbalanced Data

Real-world data often

has gaps, missing fields, or
imbalanced representations,
creating biased or
underperforming Al models.

Cost of Data
Collection

Collecting, cleaning, and
labeling high-quality real-
world data is time-consuming
and expensive, particularly for
large organizations handling
massive datasets.

Difficulty in
Data Sharing

Organizations often

face hurdles sharing data
across internal teams and
partners due to privacy
and regulatory constraints.
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Synthetic data helps organizations overcome their data
challenges quickly and securely.

Simplifying Privacy
& Compliance

Anonymized Data for Safe Use:
Mimics real-world patterns
without exposing sensitive
information, ensuring
compliance while enabling Al.

Cross-border Data Sharing:
Allows easier data sharing
across teams, departments,

or even countries without
breaching data residency laws.

Copyright © SAS Institut ights reserved.

Augmenting &
Balancing Data

Fill Data Gaps:

Generate realistic
samples to fill missing
data, enriching datasets.

Balance Data:

Balance rare events (like
fraud or disease outbreaks),
allowing Al models to learn
effectively from all

scenarios.

Reducing Cost of
Data Collection

Cost Efficient:

Can be generated
programmatically, reducing
the need for expensive data

collection and manual labeling.

Faster Al Deployment:
Accelerate data preparation,
allowing your organization
to move from concept to
production more quickly.

Enabling Data
Sharing

Facilitate Collaboration: Share
synthetic datasets that retain
desired statistical properties
without compromising privacy.

Accelerate Innovation
Ecosystems: Ease of data
sharing fosters collaboration
across business units or with
external partners, driving

Al advancements.
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History

EMERGENCE REGULATORY ACCEPTANCE APPLICATIONS

Gsas
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Synthetic Data Market Drivers

Increased Data Demand

Growth in data demands |
associated with machine
learning and model training

Elevated Privacy Risks

< Regulatory demands on data
privacy and protection are
Increasing

Data Monetization

Growing awareness of
opportunities to monetize
and exchange data with
third parties

Key Market
Drivers

Limitations in traditional data
anonymization techniques

. Rise of Generative Al

Data anonymization techniques el = = = = - Nise O agnelative .
often heavily limit the analytical The explosion of innovation in Al
utility of datasets foundation models is boosting

synthetic data creation §SaS
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Characteristics of Synthetic Data

Cost Effective

Balanced

Scalable

Copyright © SAS Institute Inc. All rights reserve d.

Privacy-preserving synthetic data preserves to a high degree the
properties and statistical information of the original data.

Cost-effective alternative to manual processes for collecting real-
world data and third-party data sets to reduce data acquisition
and processing costs

Synthetic data can address data bias challenges by utilizing diverse
data augmentation and generation methods

Compared to rules-based generated data, synthetic data is easier to
create and offers flexibility, scalability and addresses data scarcity.
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Five best practices for generating synthetic data

@ Select the right data generation technique for your business problem

@ Define and address privacy requirements upfront
@ Assess quality of synthetic data

<° Consider combining data augmentation and data generation techniques

©
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Leverage methods and approaches that can scale for your enterprise (such as low code no
code, able to run on cloud and on premise)
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Examples of Success
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Examples of Failure
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The Promise

\

« Can reduce costs associated with conducting clinical trials by
Cost Efficiency < minimizing the need for large-scale recruitment, data
collection, and management.

« Expedite trial design, simulation, and hypothesis testing,

Speed of Research potentially accelerating the pace of drug development.

« Explore sensitive or rare conditions without exposing real
patients to potential risks, addressing ethical concerns around
patient safety and consent.

Ethical
Considerations

« Can model diverse patient profiles and responses to
treatments, facilitating personalized medicine approaches that
tailor therapies to individual characteristics.

Personalized
Medicine

Innovation and
Experimentation

« Explore unconventional hypotheses or scenarios that may not
be feasible or ethical to test using traditional methods.

APy

Osas
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The Concern




Not a Silver Bullet

AL Synthetic data is not a replacement for real data.

|I|l [t can mimic statistical properties of real data to some extent

N o 7 It is inherently a distorted version and should be used as a tool in the research pipeline rather
'@' than the final substitute.

Osas
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Opportunities for Synthetic Data Generation

Constraints on linkage with
(patient) outcomes

Precision/Personalized

. Rare Diseases
Medicine

Privacy Regulations

Disease Prediction Risk Assessment Data Sharing Collaboration

Train and validate machine
learning models

 drug discovery
 disease prediction

« population health

Regulatory Compliance

Osas
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Data Variable
Management Selection

Synthetic Data
Strategy

SDG - Train a
Synthetic Dat...

/

Generate
DEY!

Generate
Synthetic Data

uuuuuu

Assess, Curate and Control

Secure, Govern & Administer

Gsas viya
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Quick Demo

Osas
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Synthetic Data Needs Across Al Life Cycle

Is your model robust to
rare events?

Does your model

generalize well?

s there sufficient I -I
representation among
sensitive groups?

Do decisions make
sense for all
cases/scenarios?

-
i &

MANAGE DEVELOP DEPLOY
Ay ¢, DATA MODELS INSIGHTS

Do privacy issues
prohibit access to or
usage of real data?

Do you have enough data?

X &

Osas
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Pre-generation tasks
Right Data begets Right Data

Data Assessment and Quality Checks

» De-identification
* Imputing missing values
« |[dentifying anomalies

Data Transformation

 Variable transformation and encoding
- Normalisation

'Learning’ the Distribution

« Joint Probability Distributions
 Clustering & ‘right’ number of clusters

Copyright © SAS Institute Inc. All rights reserved.
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— SAS® Studio - Develop Code and Flows

New Options View [ Open @ Save All ©® B GPClDemos
B Steps « [6 StartPage T Synthetic Data Generation - HMEQflw x +
F- T O : > Run W - 5 = | & 8| E|9 Add v View v I [E B :
El S
L Type to filter list Flow  Generated Code = Submitted Code and Results
B
SASSteps :  Shared Connect to CAS (if required)
- E
48 Data (Input and Output)
1 Export =
- =i Create CAS =
: B File Session and...
- ¥ Import Files ~ Baseline
E Table
48 Develop @—h hl
L3 Python Program
- Input data Distribution of
[# SAS Program Target Variable
> 8 Transform Data

1

Generate Synthetic Data using Generative Adversarial Networks (GAN)
> 8 Integrate

o

4 Enrichment Generate Synthetic Data using Synthetic Minority Oversampling TEchnique (SMOTE)

&4 Geocode Data

[¥ Verify with Logate
<8 Visualize Data

Iul Bar Chart

lizi Bar-Line Chart

lii Box Plot

[*s Bubble Map

|&* Bubble Plot

BE& Choropleth Map

25 Heat Map

|4 Histogram

|~ Line Chart

2 Pie Chart

&. Scatter Map

44

Example SMOTE application to boost a class

Assess Generated Data (GAN)

44

19

Assess Generated Data (SMOTE)

14

Persist table

L4

Create Analytical Base Table (ABT)

L

Create Analytical Base Table (ABT) based on SMOTE

14

Wind Down (if required)




Easy access = better user experience

SAS Studio Custom Steps to make functionality available to a larger audience.

X Connect toa CAS (if required)

X Train Synthetic Data Generator
30
—_—) l\-oll
Input Data SDG - Train a Synst;\rit;eDsata
Synthetic Dat...

Genera tor

A Assess Trained Model

@ ”
L n
{e)
ion

Scored
Synthetic Data

—~
@ l\gl
Tra(i::mzlr? In[a;lata Correlation
9 Plot

A Terminate CAS session (if required)

https://github.com/sassoftware/sas-studio-custom-
steps/tree/main/Synthetic%20Data%20Generation

Copyright © SAS Institute Inc. All rights reserve d.
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Easy access = better user experience

SAS Studio Custom Steps to make functionality available to a larger audience.

Original SDG - .
Training Data Generate... C O r I n E OW
A Persist table P

https://github.com/sassoftware/sas-studio-custom-
steps/tree/main/Synthetic%20Data%20Generation

Osas
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Post-generation tasks
['ll still poke it to see if it’s the right data

- Synthetic Data Generation Report @ v O -

. Opened reports (1) #| Synthetic Data Generation Report ® S O Opened reports (1) # | Synthetic Data Generation Report ® S0 - Opensd reports (1)
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. y+ BAD CLAGE CLNO DEBTINC DELINQ DEROG LOAN MORTDUE NINQ VALUE yoJ
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Select the variables you want to compare Synthetic data fia . . . . . . . . . . . . . .
CLAGE LOAN J Y _data_flag
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LOAN
=

Assessment

* |Is my generated data the same as original data?

Leakage (and Leaching)

* |s it still possible to identify a random record?

Human-in-the-loop

* Impose limits and business rules

Copyright © SAS Institute Inc. All rights reserved.
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Algorithms for Generation

Synthetic Minority Oversampling

Technique (SMOTE) Generative Adversarial
Networks (GANS)

New examples from the
minority class

 Relates (draws a line)
examples close together
in feature space

e |dentifies new examples
on the relationship
function (‘line’)

« (Canselectaclassto
augment

« Correlation-preserving
conditional tabular GAN
 (Consists of a “generator” and
a “discriminator” component
» Uses cluster centroids from
encoded input data to learn
the distribution
 (Generates new data which is
then assessed by the
discriminator for the
‘probability of being fake”

Osas
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Let’s play a game!
Cops or Robbers? Match the following

Generator I
—

Discriminator
I
—

Cop? Robber? RobberCop? Copbler?

Copyright © SAS Inst itute Inc . All rights reserved .
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SMOTE

Synthetic Minority Oversampling TEchnique
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SAS Data Maker Demo

Subject to change \/IdeO I’eCOrdIﬂg
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https://sasoffice365.sharepoint.com/:v:/s/SyntheticDataGenerationLaunch/EVyq1uALcvdPgR-zGEv45P4BruQ-iZXc4NUMTChHobMBuA?e=10Glf2

SAS* Data Maker

Create Mew Project

== SAS® Data Maker

.
Your Gateway to Seamless Synthetic Data Generation

PROJECTS

Search Project Name or Source Data Set jo)

Project Name

User activity log

2024 Sales Performance

Sensor data stream

Historical Temperature Data

Product review sentiment

Logistics tracking

Geo Data Locations

Real Time Inventory

Demographic data

Traffic flow data

Credit Card Transactions

Financial Forecast data

Economic risk indicators

Capital flows

Asset price simulation

MNeural Metwork Weights

Copyright © SAS Institute Inc. All rights reserved.

Source data
user_activity_log.dat
sales_performance2024.dat
sensor_data_streamQ3.dat
hist_termp_data.dat
product_review.dat
logistics_tracking.dat
geo_location_data.dat
inventory.dat
demographic.dat
traffic_flow data.dat
cc_transactions.dat
financial_forecast_data.dat
economic_risk_data.dat
capital_flows.dat
asset_price_simulation.dat

neural_network_weights.dat

©
@
@
@
@
@
©
@
®
@
®
©
®
©
@
©

Meodified

Sat Jun 26 2004 23:00:55
SatOct 18 2003 18:43:24
Tue Feb 22 2000 08:40:27
Mon Oct 18 2038 10:11:22
Thu Jan 02 2048 14:12:25
Sat Jun 26 2004 23:00:55
Sat Oct 18 2003 18:43:24
Tue Feb 22 2000 08:40:27
Mon Oct 18 2038 10:11:22
Thu Jan 02 2048 14:12:25
Sat Jun 26 2004 23:00:55
SatOct 18 2003 18:43:24
Tue Feb 22 2000 08:40:27
Mon Oct 18 2038 10:11:22
Thu Jan 02 2048 14:12:25
Sat Jun 26 2004 23:00:55

Modified by
cacook
bjmiller
supope
tjisimmons
prenoyds
cacook
conolan
wawright
sacazi
hjberry
kjharrist
klgarrett
bffrankie
aamills
hjkarry

cacook
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S5AS* Data Maker

CSM2024

Source Data Training Evaluation Generate

—

Select data to use in the project.

Subject to change SSaS
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SAS5® Data Maker

CSM2024

Source Data Training Evaluation Generate

B All Tables Structure EMPLOYEES

Source:

snowflake/EMPLOYEES.cav

B, EMPLOYEES.csv

E. CARS.cav

Table type:

EZ INVENTORY.csv

Core data table

B EMPLOYEES B CARS Primary key:

#) id PK @ viNn - compeound X key X

@ account_id  FK @ account_id  FK )
Foreign keys:

@ districtid  FK @) district id  FK

Key: Target:

account_id ¥ CARS.acc.. v~

 INVENTORY district_id v~ district... v

Date modified:
May 24, 2021 2:51 PM

Date created:

May 24, 2021 2:51 PM

o
|

1Ze:

556KE

Columns:
7

E OWS

Subject to change SSaS
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S5AS* Data Maker

CSM2024

Source Data Training Evaluation Generate

Settings Specify evaluation metrics that will be used to assess the performance of the model.

Evaluation Metrics
Marginal distribution @

Mutual information @
Query utility @
Predictive utility @

Compliance

Presence disclosure @
Density disclosure @
Cross-table mutual information @

Degree distribution @

Subject to change §Sas
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SAS® Data Maker

e i= CSM2024

'EJ Source Data Training Evaluation Generate

Settings
As a Data Controller, | acknowledge that | have configured all requisite settings diligently and correctly as defined in the documentation
Evaluation Metrics X

Start Tra Training Data
Compliance

Training data...

Cancel

Subject to change §Sas



SAS® Data Maker

CSM2024

Source Data Training Evaluation

Generate

CSM2024 Dec 6 2024 1:55PM v

&) Training has completed.

4

SOURCE DATA
EMPLOYEES.csv

Columns Rows Size

40 10K 605.3kb

Location: snowflake/EMPLOYEES.csy hModified: Dec 6 2022 0B:33AM

lul Correlation | Distribution @ Generated Data Sample

Training Settings

Marginal distribution @

Evaluation Metrics

Data Sources Query utility @

Predictive utility @

Mutual information @

Presence disclasure @

Density disclosure ®

Cross-table mutual information @

Degree distribution @

Copyright © SAS Institute Inc. All rights reserved.

SYNTHETIC DATA

Generated Data Sample

Ceolumns Rows Size

40 20K 1MB

Location: snowflake/

% Training Settings @ Log

Anonymity Score

80 30

Evaluation Settings

Subject to change §Sas



SAS"™ Data Maker
i= CSM2024

Source Data Training Evaluation

Generate Synthetic Data

SOURCE DATA
Cutput destination

EMPLOYEES.csv
Local Disk

Columns Size

40 10K 605.3kb

't = o~ - w0
Cutput location:

mylocalfiles/synData/

Location: snowflakefEMPLOYEES.csy Modified: D

EMPLOYEES

Qutput rows per table;

EMPLOYEES
CARS
INVENTORY

Copyright © SAS Institute Inc. All rights reserved.

Generate Data

Cancel

€T
&

CSM2024 Dec 6 2024 1:55PM ~

Evaluation Settings

Utility Score  Anonymity Score

Subject to change §Sas



SAS® Data Maker

& i= CSM2024

g Source Data Training Evaluation Generate ©  €cSM2024 Dec 6 2024 1:55PM v

Evaluation Settings
SOURCE DATA SYNTHETIC DATA

EMPLOYEES.csv

Utility Score  Anonymity Score
Columns Rows Size

40 10K 605.3kb

Location: snowflake/EMPLOYEES.csv Modified: Dec 6 2022 0f

Generate Synthetic Data

Generating data...

Subject to change §Sas
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SAS® Data Maker

{8

&

= (CSM2024

Source Data Training

Evaluation

)

= CS5M2024 Dec 6 2024 1:55PM v

() Data has been generated and can be viewed in the output library.

€T
&

SOURCE DATA

EMPLOYEES.csv

Columns Rows Size

40 10K 605.3kb

Location: myfiles/EMPLOYEES.csv

Schema

Table

EMPLOYEES
EMPLOYEES
EMPLOYEES
EMPLOYEES
EMPLOYEES
EMPLOYEES
EMPLOYEES
EMPLOYEES
EMPLOYEES
CARS

Copyright © SAS Institute Inc. All rights reserved.

Modified: Dec & 2022 08:53AM

id]

name
address
city

state

zip
startdate
district_id
account_id

make

Type
Mumeric
Character
Character
Character
Character
Mumeric
Date
Mumeric
Mumeric

Character

SYNTHETIC DWATA,

MyOutputTable.dat

Columns Rews Size Utility Seore

40 20K 1MB 80

Location: mylocalfiles/synData

Distribution
3,187 values
3,187 values
3,187 values

1

(]

- i

324 values

e

Evaluation Settings

Anonymity Score

30

Synthetic Sample
65789

Alan Samal

334 West Main 5t
Pointpark

WA,

22343
10/06/2020

9
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Conclusion

s Synthetic data is not a replacement for real data.

Accelerate drug development and clinical trial simulations.

[Tm r

Enables research in areas with limited real-world data.

Jo

Enhances privacy protections for sensitive patient information.

]|

@» Enables the early phases of research and development.
@l Final models and decisions should be validated and possibly fine-tuned on real data.

@ Robust validation, strict privacy guarantees, and a careful balance between utility and fidelity are crucial to avoid pitfalls.

T lts success depends on responsible deployment, continuous empirical validation, and close integration with traditional data to ensure accuracy and safety in clinical
"= applications.

Osas

Copyright © SAS Institute Inc. All rights reserved.



	Lead-in
	Slide 1: Synthetic Data Will Save the Day: Fact or Fiction
	Slide 2: The AI era is here, and it will determine winners and losers…
	Slide 3: …yet serious data challenges impede organizations from adopting and succeeding with AI.
	Slide 4: Synthetic data helps organizations overcome their data challenges quickly and securely.

	Why
	Slide 5: History
	Slide 6: Synthetic Data Market Drivers
	Slide 7: Characteristics of Synthetic Data  
	Slide 8: Five best practices for generating synthetic data 
	Slide 9: Examples of Success
	Slide 10: Examples of Failure
	Slide 11: The Promise
	Slide 12: The Concern
	Slide 13: Not a Silver Bullet
	Slide 14: Opportunities for Synthetic Data Generation

	Components
	Slide 15:  
	Slide 16: Quick Demo
	Slide 17: Synthetic Data Needs Across AI Life Cycle
	Slide 18: Pre-generation tasks
	Slide 19
	Slide 20
	Slide 21: Easy access = better user experience
	Slide 22: Easy access = better user experience
	Slide 23: Post-generation tasks
	Slide 24
	Slide 25: Algorithms for Generation
	Slide 26: Let’s play a game!
	Slide 27: SMOTE
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38: Conclusion


