
4 Steps to Revolutionize 

Clinical Data Processes
Harnessing Cryptographic Technology for 
Seamless Interoperability



Challenges

Data Reliability, Data Quality & 

Process Efficiency



The Challenge



Within a system, hash functions and digital signatures 

generate immutable proofs of data and process 

integrity. 

By linking data assets, their metadata, and governance 

records into a verifiable chain of trust, we enable any 

system or application to become a reliable source of 

truth - creating an interoperable verifiable data mesh. 

Utilizing system agents that provide real-time 

compliance monitoring, this approach ensures the 

authenticity of lineage and processes for regulated 

workflows.
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Cryptographic 

Data Authentication



4 Steps…

Control

Attest

Automate

Build Lineage



Control



Risk management 
frameworks

Risk management frameworks, such 
as Databricks AI Security Framework

3

Government legislation

Government legislation, such as 
the EU AI Act

4

Internal Policies

Internal Policies, Standard Operating 
Procedures (SOPs) that align with or 
combine standards to streamline 
processes and minimize compliance 
risks

1Responsible AI 
frameworks

Responsible AI frameworks, such 
as the Responsible Artificial 

Intelligence Institute’s 
Framework

2

Standards and Controls



55

500+

pages of content

Controls for high 

risk systems

Example: The EU AI Act



Original EU AI Act control: “Training, validation and testing data sets shall be 

relevant, sufficiently representative, and to the best extent possible, free of errors 

and complete in view of the intended purpose.”

1 >>>>> 12

“Providers of high-risk AI systems must contain training data sets that are 

sufficiently representative.”

…

Atomizing Controls



➔ Infrastructure Controls

◆ Databricks AI Security Framework

◆ NIST

◆ AWS / Azure / GCP

➔ Digitalized SOPs

◆ DB Lock

◆ Double Programming

➔ Process Controls

◆ RWE 

Other governance controls



Attest



“I have read and understood this SOP”

“I can prove that I implemented the requirements of this SOP”

Weave compliance into your process, do it earlier and prove unequivocally that 

you acted per the SOP. 

Frontline Compliance

Shift your compliance left



➔ Governance Controls

➔ Manual Attestations

➔ Code level Attestations 

➔ Agent Automation

➔ Proactive Management

Proof | Trust | Confidence | Efficiency

Shift Left

Shift your compliance left



Automate



Agents



Build Lineage



A quick primer on integrity.



Integrity = 



So, to capture integrity means:

Hash the subject of interest.
Create a unique fingerprint that represents the subject.

Establish its signing authority.
Identify who is making a statement about the subject

Generate a proof of the statement.
Record when, where, and how the fingerprint was made by the signing authority.



One         on its own doesn’t mean much.



But string just a few together, 

and a story emerges.



Without revealing underlying data, prove data provenance, 
encryption, governance and processes

Interoperable, verifiable lineage and 

governance across disparate systems and  
multiple organizations

➔ Complete verifiable lineage to source

➔ Drill-down to data-point level

➔ Clickable URL into data 

➔ Process transparency and versioning

➔ Visualize privacy and governance

Lineage & Traceability Across Multiple Systems 

Real-Time Visualization of Data and Processes



Case Studies

Data Reliability for Real-World Evidence



Control

Access permission to documents, including raw data and 

data generated during the study, is consistent with roles 

defined in the study protocol.



Control

RWE Study

Access permission to documents, including raw data 

and data generated during the study, is consistent 

with ro les defined in the study protocol.



Attest

Access permission to documents, including raw data and data generated 

dur ing the study, is consistent with roles defined in the study protocol.

RWE Study



Automate

RWE Study



Automate

Governance Studio: RWE Clean Room Automation

RWE Study

RWE Study



Automate

Governance Studio: RWE Clean Room Automation

RWE Study

RWE Study



Automate

Governance Studio: RWE Clean Room Automation

RWE Study



Data Transformation
Build Lineage





Data Transformation
Build Lineage



Data Transformation
Build Lineage



Double Programming
Build Lineage



Primary Program Execution

Double Programming
Build Lineage



QC Program Execution

Double Programming
Build Lineage



Result Comparison

Double Programming
Build Lineage



Full Lineage
Build Lineage



Full Lineage
Build Lineage

RWE Stu dy



Confirm all Controls

RWE Study

Access permission to documents, including raw data 

and data generated during the study, is consistent 

with ro les defined in the study protocol.



Governance Report

RWE Study:

RWE Study.



Governance Report

Access permission to documents, including raw data and data generated during the 

study, is consistent with roles defined in the study protocol.

Message: System declarations and manual declarations indicate 

document access is correctly configured for all study material.

Outcome: PASSED

Passing control based on evidence



Case Studies

Data Quality & Process Improvement



Ali Dootson

alistair.dootson@eqtylab.io

eqtylab.io
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