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Restricted Data

Rare Events

Imbalanced Data

Insufficient Data

• Generate high quality synthetic data • Validate the quality of the generated data • ‘Market’ data downstream

Synthetic Data Generation Algorithms

Synthetic Data 
Generation

Synthetic Data

ID1

ID2

ID3

ID4

IDN

…

Synthetic Data Generation
Enables Analytics Innovation
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Synthetic data can address these challenges

Insufficient
Data

For model training

You have limited or incomplete 
datasets that don’t provide 
enough examples for training 
or testing models effectively.

Imbalanced 
Data

Increasing model bias

Your dataset is imbalanced, 
with some classes or 
categories underrepresented

Rare
Events

Testing edge cases

You need to test how your 
solution handles rare or 
unusual scenarios that are not 
well-represented in your 
existing data.

Restricted Data

Privacy concerns limiting use 

You’re working with sensitive 
or personal data but can’t use 
real data due to privacy 
concerns or regulations.
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Yet, Risks Abound

Data Quality

•Lack of Pre-
processing

•Poor 
knowledge of 
original data

Privacy Risks

•Data Leakage

•Re-
identification 
Risk

Governance 
Risks

•Who gets to 
generate data?

•Who gets to 
use data?

•How secure is 
the data?

‘Throwing an algorithm at data’ is not enough
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A Process Paradigm for Synthetic Data 
Some common steps recommended for synthetic data generation 

Onboard 
original 

data

01

Configure 
generation 
parameters

04

Pre-process 
original data

03

Train 
generation 

model

05

Assess
generated 

data

06

Generate 
synthetic 

data

07

Curate & 
Release data

08

Profile data

02

ProducePreparePlan

Data Steward 
More Privileges

Data Scientist / Business Users 
Less Privileges

Secure, Govern, and Administer
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Is there sufficient 
representation among 
sensitive groups?

Do privacy issues 
prohibit access to or 
usage of real data?

Do you have enough data?

Does your model 
generalize well?

Is your model robust to 
rare events?

Do decisions make 
sense for all 
cases/scenarios?

X

?

Synthetic Data Raises Questions,  Across the Life Cycle!
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Pre-generation tasks

• De-identification 

• Imputing missing values

• Identifying anomalies

Data Assessment and Quality Checks

• Variable transformation and encoding

• Normalisation

Data Transformation

• Joint Probability Distributions

• Clustering & ‘right’ number of clusters

'Learning' the Distribution

Right Data begets Right Data
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Screenshot For Illustrative Purposes

A PROJECT-CENTRIC structure is crucial.
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Subject to change
Screenshot For Illustrative Purposes
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Post-generation tasks
I’ll still poke it to see if it’s the right data

• Is my generated data the same as original data?

Assessment

• Is it still possible to identify a random record?

Leakage (and Leaching)

• Impose limits and business rules

Human-in-the-loop
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A Process Paradigm for Synthetic Data 
Some common steps recommended for synthetic data generation 
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To Summarise,

• Analytical tasks are rarely one-switch activities;  upstream and downstream considerations require 

treatment

• User Personas are important considerations while designing a synthetic data generation process

• Governance mechanisms help mitigate risks.

• Security and Protection-first

A Process Paradigm is required for Synthetic Data Generation
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Thank You.
Questions?
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