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Synthetic Data Generation

Enables Analytics Innovation
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Synthetic Data Generation Algorithms

e Generate high quality synthetic data ¢ Validate the quality of the generated data ¢ ‘Market’ data downstream

0sas

Copyright © SAS Institute Inc. All rights reserved.



Synthetic data can address these challenges

Imbalanced
Data

Increasing model bias

Your dataset is imbalanced,
with some classes or
categories underrepresented

Copyright © SAS Institute Inc. All rights reserved.
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Rare
Events

Testing edge cases

You need to test how your
solution handles rare or
unusual scenarios that are not
well-represented in your
existing data.

Restricted Data

Privacy concerns limiting use

You're working with sensitive
or personal data but can’t use
real data due to privacy
concerns or regulations.
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Insufficient
Data

For model training

You have limited or incomplete
datasets that don’t provide
enough examples for training
or testing models effectively.
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Yet, Risks Abound

‘Throwing an algorithm at data’ is not enough

: : : Governance
Data Quality Privacy Risks

eLack of Pre- eData Leakage \Who gets to
processing oRe- generate data?
ePoor identification \Who gets to
knowledge of Risk use data?
original data eHow secure IS
the data?
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A Process Paradigm for Synthetic Data

Some common steps recommended for synthetic data generation

. Data Steward Data Scientist / Busines.s .Users .
- More Privileges Less Privileges

Curate &
Release data

=

=7 07

Onboard Profile data
original
data

Configure Assess Generate
generation generation generated synthetic
parameters model data data

Pre-process
original data

Plan | Prepare Produce

Secure, Govern, and Administer
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Synthetic Data Raises Questions, Across the Life Cycle!

Is your model robust to
rare events?

Does your model

Is there sufficient III

representation among Do decisions make

sensitive groups? sense for all
cases/scenarios?
T
I’
. .
\ANTAYEl= DEVELOP DEPLQOY
o ¢9 DATA MODELS INSIGHTS

Do privacy issues
prohibit access to or
usage of real data?
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Pre-generation tasks
Right Data begets Right Data

Data Assessment and Quality Checks

e De-identification
e Imputing missing values
e [dentifying anomalies

Data Transformation

e \ariable transformation and encoding
e Normalisation

'Learning' the Distribution

e Joint Probability Distributions
e Clustering & ‘right’ number of clusters
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SAS* Data Maker

PROJECTS

Search Project Mame or Source Data Se
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Project Name

User activity log

2024 Sales Performance

Sensor data stream

Historical Temperature Data

Product review sentiment

Loqistics tracking

Geo Data Locations

Eeal Time Inventory

Demographic data

Traffic flow data

Credit Card Transactions

Financial Forecast data

Economic risk indicators

Capital flows

Asset price simulation

Neural Network Weights

Source data
user_activity_log.dat
sales_performance2024.dat
sensor_data_streamQO3.dat
hist_temp_data.dat
product_review.dat
logistics_tracking.dat
geo_location_data.dat
inventory.dat
demographic.dat
traffic_flow_data.dat
cc_transactions.dat
financial_forecast_data.dat
economic_risk_data.dat
capital_flows.dat
asset_price_simulation.dat

neural_network_weights.dat

Modified

Sat Jun 26 2004 23:00:55
Sat Oct 18 2003 18:43:24
Tue Feb 22 2000 08:40:27
Mon Oct 18 2038 10:11:22
Thu Jan 02 2048 14:12:25
Sat Jun 26 2004 23:00:55
SatOct 18 2003 18:43:24
Tue Feb 22 2000 08:40:27
Mon Oct 18 2038 10:11:22
Thu Jan 02 2048 146:12:25
Sat Jun 26 2004 23:00:55
Sat Oct 18 2003 18:43:24
Tue Feb 22 2000 08:40:27
Mon Oct 18 2038 10:11:22
Thu Jan 02 2048 14:12:25
Sat Jun 26 2004 23:00:55

Modified by
cacook
bjmiller
supope
tjisimmons
prenoyds
cacook
conolan
wawright
sacazi
hjberry
kjharrist
klgarrett
bffrankie
aamills
hjkarry

cacook

Screenshot For lllustrative Purposes
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SAS® Data Maker

CSM2024

source Data Training Evaluation

B All Tables
B EMPLOYEES.csv
B CARS.csv

B INVENTORY.csv

Screenshot For lllustrative Purposes
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Generate

Structure

H EMPLOYEES

@ id PK

Columns

@ account_id  FK

@ districtid  FK

H INVENTORY

EMPLOYEES
Source:

snowflake/EMPLOYEES. cav

Table type:

Core data table

FPrimary key:

compound *  key x

Foreign keys:

Key: Target:

account_id v CARS.acc..

'

district_id ~ district...

T’

Date modified:
May 24, 2021 2:51 PM

Date created:

May 24, 2021 2:51 PM

5
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556KE

Columns:

Subject to change
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— SAS® Studio - Develop Code and Flows

New Options View [0 Open [ Save All ©® B GPClDemos
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SASSteps :  Shared Connect to CAS (if required)
-~ E
48 Data (Input and Output)
1 Export =
& S Create CAS =
: B File Session and...
- ¥ Import Files ~ Baseline
E Table
48 Develop @—r hl
L {3 Python Program
— Input data Distribution of
[# SAS Program Target Variable
> 8 Transform Data

14

Generate Synthetic Data using Generative Adversarial Networks (GAN)
> 8 Integrate

48 Enrichment
& Geocode Data
[¥ Verify with Logate
48 Visualize Data
Iul Bar Chart
lizi Bar-Line Chart
l#i Box Plot
[*s Bubble Map
|#* Bubble Plot
2 Choropleth Map
%5 Heat Map
l& Histogram
|~ Line Chart
2 Pie Chart
& Scatter Map

(14

Generate Synthetic Data using Synthetic Minority Oversampling TEchnique (SMOTE)

i

Example SMOTE application to boost a class

Assess Generated Data (GAN)

{{

14

Assess Generated Data (SMOTE)

14

Persist table

14

Create Analytical Base Table (ABT)

14

Create Analytical Base Table (ABT) based on SMOTE

L

Wind Down (if required)




SAS* Data Maker

— . . (R
Source Data raining Evaluation Generate WL Draft Model

HELP GLOSSARY

Adjust parameter settings that impact the model training process.
Random state:

Controls the random number generator used to

Description: shuffle the data before splitting it

Generator type:
Random state: Natahas . :
! ormstae Database subsetting: Type of generative model to use for generating

OFF data.

Generator type: MNetwork sample rows:

Privbayes Sets the number or rows to sample for the

network building step. A small value will create a
. " less accurate model but will reduce training time.
Jetwork sample rows:

Number of parents:

Numnber of parents: Sample parents: Nu_rnlf:erof parents per node to use in network
building.
3 25

Sample parents:
Differential pri

Sets the number of parents to consider for each
D ON node during the network building step. A small

value will create a less accurate model but will

———— ) reduce training time.

Greater privacy Greater acc

Differential privacy:

» Bin Settings Privacy budget parameter. Use small values such

as 0.01 for extremely high privacy guarantees,
> Advanced Settings around 1-25 for standard privacy guarantees and

large values such as 10000 for low privacy but
Start Training

greater accuracy.

Bin Settings:

Customize the bin settings used in the model.

Advanced Settings:

Evaluation magnitude, Strip strings, seguential
model, custom handlers.

Screenshot For lllustrative Purposes .
P Subject to change , )
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SAS® Data Maker

CSM2024

Source Data Training Evaluation Generate

settings Specify evaluation metrics that will be used to assess the performance of the model.

Evaluation Metrics
Marginal distribution @

Mutual information @
Query utility @
Predictive utility @

Compliance

Presence disclosure @
Density disclosure @
Cross-table mutual information @

Degree distribution @

Screenshot For lllustrative Purposes ol o e Ssas
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SAS® Data Maker

= CSM2024

Source Data Training Evaluation Generate

EMPLOYEES

Columns Rows Size

40 10K 605.3kb

Location: AZURE Date Modified: January 2, 2025 2:22:45PM

Assessment Metrics Generated Data Sample Log Compliance

Marginal Distribution Mutual Informatian Cross-table Mutual Information Degraee Distribution

Marginal Distribution 73% fable:  EMPLOYEES + districtid (73%)

Density disclosure

Y axis label

a0

B C (B E F G

Axis label

Screenshot For lllustrative Purposes
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SYMTHETIC DATA

Generated Data Sample

Columns Rows Size Utility Score

40 20K 1MB 80

Location: AZURE

Presence disclosure Cueary utility

Mutual Information (9?%)

Source data

Anonymity Score

30

Predictive disclosure

Synthetic data

Subject to change
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SAS”Y Data Maker

i= CSM2024

Source Data Training Evaluation Generate

EMPLCYEES

Columns Rows Size

40 10K 605.3kb

Location: AZURE Date Modified: January 2, 2025 2:2

Assessment Metrics Generated Data Sample

—~

) Differential Privacy is on
7) Retaining empty bins
16 columns marked as containing sensitive data

7) All location columns using combination modelin

Screenshot For lllustrative Purposes
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History

Name

CSM2024
CSM2024.dat

& CSM2024 dat
CSM2024.dat

CSM2024.dat

Last Modified

Dec 6 2024 04:43:55
MNov 24 2024 04:33:15
Nov 24 2024 04:23:20
Mov 24 2024 04:13:44

Nov 24 2024 04:03:11

"y
-

[y
&
[y
W)
()
)

SYNTHETIC

Generated Data Sample

Columns

40

Rows

20K

Size

1MB

Utility Score

80

Anonymity Score

30

& CSM2024 Dec

Subject to change
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Post-generation tasks
I’ll still poke it to see if it’s the right data

- Synthetic Data Generation Report [ONEP 10

« Opened reports (1) ,‘ Synthetic Data Generation Report ® S @ Opened reports (1) #  Synthetic Data Generation Repart @ S @ Opened reports (1)
Synthetic Data Generation overview i  Distributions Correlation Synthetic Data Generation overview Distributions i Correlation Synihetic Data Generstion overview Distributions Correletion | |
) y+ BAD CLAGE CLNO DEBTINC DELINQ DEROG LOAN MORTDUE NINQ  VALUE YoJ :
s 3 Select the variables you want to compare.
elect the variables you want to compare Synthetic_data_fla . x . . r ‘ r r . r r . R r
CLAGE . L i S
BAD
Value by Synthetic Data Flag E» Original Data Mean Median CLAGE
3 Frequency Percent
50 1 9 K cLNo
12.5% DEBTINC
- 10.0% Skewness:  2.0237807117 DELINQ
7.5%
. Generated Data DEROG
0% Skewness Kurtosis
2.5% LOAN
0%y 20000 40000 60000 80000 2 : Lt 6 - 9 MORTDUE
Val
= alue NINQ
VALUE
Generated Data Mean Median YoJ
Frequency Percent
BAD
19K 17K
. CLAGE
10% CLNO
(] . Original Data
p4 5% Skewness Kurtosis 9 DEBTING
Generated Data Original Data DELINQ
Value M Vale -25000 o 25000 50000 75000 100000 ° ° DEROG
Value LOAN

e |s my generated data the same as original data?

Leakage (and Leaching)

e |s it still possible to identify a random record?

Human-in-the-loop

e Impose limits and business rules

Copyright © SAS Institute Inc. All rights reserved.
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A Process Paradigm for Synthetic Data

Some common steps recommended for synthetic data generation

. Data Steward Data Scientist / Busines.s .Users .
- More Privileges Less Privileges

Curate &
Release data

=

=7 07

Onboard Profile data
original
data

Configure Assess Generate
generation generation generated synthetic
parameters model data data

Pre-process
original data

Plan | Prepare Produce

Secure, Govern, and Administer
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To Summarise,

A Process Paradigm is required for Synthetic Data Generation

* Analytical tasks are rarely one-switch activities; upstream and downstream considerations require

treatment
* User Personas are important considerations while designing a synthetic data generation process
* Governance mechanisms help mitigate risks.

e Security and Protection-first

0sas
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Thank You.
Questions?

SAS

2
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