( @e
)saama  Rhuss

Ensuring Al Reliability:
Addressing Hallucinations in
Healthcare and Life Sciences

Aditya Gadiko

Phuse SDE @ SAS Inc
Cary, NC

November 21, 2024



Aditya Gadiko

Senior Director,
Clinical Al

Product Management



http://linkedin.com/in/AdityaGadiko

What is a hallucination?

A phenomenon where the model generates text that is incorrect,
nonsensical, or not real.

Examples of large language model (LLM) hallucinations include...

e Answering confidently when asked for the weather forecast
in a fictional city

e Providing fabricated references in an academic context
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Types of hallucinations

1. User input Types of hallucinations

O Can you recommend a delicious Input-conflicting

| ;::“ _/ recipe for dinner? hallucination

2. LLM response

Context-conflicting
hallucination

Yes;-here is a delicious recipe for
lunehd So how about fried chicken
with mashed potatoes? In addition,
tomatoes are also an excellent
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The user wants a
recipe for dinner
while LLM provide
one for lunch

Steak has not been
mentioned in the
preceding context

pairing for this this-asthey are rich Fact-conflicting Tomatoes are not rich in
m Enjby-this-stbak! hallucination calcium in fact
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Examples of hallucinations

New York lawyers sanctioned for using
fake ChatGPT cases in legal brief

Sara Merken

N Aa

| © 2023 Saama



Examples of hallucinations )

Type Turn Example
Input-conflicting User  Please summarize the following content: My friend Hill and I'love play-
Hallucination ing basketball together. We spend hours on the court, dribbling, shoot-

ing, and competing against each other. Our passion for this game brings
us closer as good friends.

Model Lucas and I love playing basketball and this makes us good friends.
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Examples of hallucinations

Context-conflicting
Hallucination
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User

Tell me something about the NBA Commissioner.

Model

In the world’s most popular basketball league, the NBA, Commissioner
Adam Silver has long been regarded as a leader and decision-maker.
Firstly, Silver has claimed his dedication to maintaining fairness and
competitiveness in the game. Secondly, Silver has repeatedly empha-
sized his concern for player health and well-being. In this case, Stern’s
words and actions clash with his stated goal of caring for player welfare.



Examples of hallucinations

Fact-conflicting User Who was the mother of Afonso II, the third king of Portugal?

Hallucination Model  The mother of Afonso I was Queen Urraca of Castile.
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Examples of hallucinations
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Measuring

Hallucinations




FaCt S C O re Give me a bio of Bridget Moynahan )

v .

ChatGPT Stable LM

Bridget Moynahan is an American filmmaker and writer. She is best
known for her work on the soap opera General Hospital, which she co-
created with husband Charles Kelly. Moynahan was raised in a middle-
class family in Los Angeles.

Bridget Moynahan is American Bridget Moynahan is American 1 Q/ -
n & 2 - '~

Bridget Moynahan is an American actress, model and producer. She is best
known for her roles in Grey’s Anatomy, |, Robot, and Blue Bloods. She
studied acting at the American Academy of Dramatic Arts, and...

Bridget Moynahan is an actress Q Bridget Moynahan is a filmmaker

|
Bridget Moynahan is a model Q Bridget Moynahan is a writer Q W
Q Bridget Moynahan is a producer Q She is best known for her work on R %
. . , General Hospital
Q She is best known for her roles in Grey’s Anatomy N

Q General Hospital is the soap opera
€3 Sheco-created General Hospital
€ she co-created General Hospital with her husband

She is best known for her roles in |, Robot
She is best known for her roles in Blue Bloods.
She studied acting

€3 she studied at the American Academy of Dramatic Arts € Her husband is Charies Kelly
Q Moynahan was raised in a middle-class family

Q Moynahan was raised in Los Angeles
W Precision | F Text G .
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Med-HALT: medical domain hallucination test

for large language models (LLMSs)

The Med-HALT framework proposes a two-tiered approach to evaluate the presence and impact of hallucinations in

biomedical generated outputs of LLMSs:

Reasoning Hallucination Tests (RHTS)

False confidence test (FCT) None of the above (Nota) test
Involves presenting a multiple-choice medical The model is presented with a
question and a randomly suggested correct multiple-choice medical question
answer to the LLM, tasking it with evaluating correct answer is replaced by 'None
the validity of the proposed answer, and of the above', requiring the model to
providing detailed explanations for its identify this and justify its selection.

correctness or incorrectness, in addition to
explaining why the other options are wrong.

‘ Memory hallucination tests

Fake question test

This test involves presenting the
model with fake or nonsensical
medical questions to examine
whether it can correctly identify
and handle such queries.

Tests the memory of LLMs to retrieve factual information from a biomedical corpus like Pubmed
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Med-HALT: medical domain hallucination test
for large language models (LLMSs)

Table 2: Evaluation results of LLMs on Reasoning Hallucination Tests

| Ressoming FCT Reasoning Fake Reasomlng Nota Avg
Madel | Accurscy Score | Accaracy Score | Accurascy Score | Accuracy Soore | IR PmidITide IR Titke2Pubsscdlink IR AbstraciZPubmedlisk IR Pubmoedlink 2 Titke g
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Llsma-2 TOB Chat Tﬁ: 1570 | sS40 a3y 14':: 188 | 1126 .03 eI e I Ll = or- oy
: oh = - B : sas Liama-2 TOB Chat 08l -1.79 28T 7450 1750 -1.29 05 BRI 1305 437
Falcon 408 1866 -3.17 A 1856 5872 91 Hoe 3857 Faloos 408 4046 1157 o 1257 o 1257 oo REEL] 036 63T
Faloon #H-instruct LIl =4 55 ¥3s 1843 5569 BT 5205 1935 Falicos 30H-instruct 4046 1257 046 1287 8044 1156 .08 JIETS W M
Llzma-2 138 1.72 =431 W45 1613 T438 12825 5518 3376 Lk 2138 05Y L1197 10:86 4,80 470 .40 nn 179 88 &7
ppma 2 -chat o e BY e e s gy Lamadi38-cha 138 -Bl4d | 3EES 1189 e 1126 LT -l W7 o
Ll 5 . : g - - = - Liama-2-TH 000 1229 ATE -InD 036 1213 oo -2 1 -1168
Llzma-2-7B-chat 042 4617 96 046 L 2619 1783 631 Llama 2 T-chat 000 1229 3052 6.71 1280 -4 4% [T R ] 109 547
Mpt 7B 085 4513 4849 662 19858 <028 2307 124 Mpt TR 2008 0.05 i 1257 &0 1231 o «IrE PN TN
Mpt 7B instruct [N A% 0% 4 1034 1565  -11.54 Mpt TH e oo <1237 LTET] 1z 8044 1247 0.0 BEE) 19689 009
Med-HALT: Medical Domain Hallucination Test for Large Lan Model
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Controlling

Hallucinations




Retrieval augmented generation (RAG)

Some of the reasons for hallucinations:

4 P

LLMs are static LLMs lack domain-specific knowledge
LLMs are “frozen in time” and lack up-to- LLMs are trained for generalized tasks,
date information. meaning they do not know a company’s

private data.
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Retrieval augmented generation (RAG)

Documents

Doc Em?eddings

Query ——  Query —> Vector DB —— Query+Doc — | LM — Generations
Embeddings Contest




Retrieval augmented generation (RAG)

These features of RAG help reduce the hallucination:

4

RAG makes LLMs dynamic

Ability to augment LLMs with updated and
unavailable information (incl. private data)
for generation

© 2023 Saama

4

Offloads factual information from LLM
RAG offloads the factual information to the
retrieval system and LLMs only have to curate
the response from the contexts provided



Chain-of-Verification (CoVe)
Query

Name some politicians who
were bornin NY, New York

e Where was Hillary Clinton born?

e Where was Donald Trump born?

e Where was Michael Bloomberg born?
...<questions continue>

Baseline response
Here are some politicians who were Execute verifications

born in NY, New York:

1. Hillary Clinton — former secretary Hillary Clinton was born in Chicago, lllinois,
of state and former Democratic United States on October 26, 1947.
presidential nominee

2.Donald Trump — former BomaldTrompwas bormomJdure— 14,1946,
president of the United States Queens, New York City, New York, United

3. Michael Bloomberg — former States.

Mayor of New York City and

former Democratic presidential MichaetBioomberg-wasbornonftebruary—
candidate 14,1942, in Boston, Massachusetts,
...<list continues> United States.

Final verified
response

Here are some politicians who
were born in NY, New York:
1.Donald Trump — former
president of the United States
2. Alexandria Ocasio-Cortez —
Democratic member of the
U.S. House of Representatives
...<list continues>
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Chain-of-Verification (CoVe)
4 4 4 r

Generate baseline Plan Execute Generate final

response: verifications: verifications: verified

Given a query, Given both query Answer each response: Given

generate the and baseline verification question the discovered

response using response, generate in turn, and hence inconsistencies (if

the LLM a list of verification check the answer any), generate a
questions that could against the original revised response
help to self-analyze response to check incorporating the
if there are any for inconsistencies verification results
mistakes in the or mistakes

original response
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Chain-of-Verification (CoVe)

Wikidata Wiki-Category list

(Easier) (Harder)
LLM Method Prec. () Pos. Neg. Prec. (1) Pos. Neg.
Llama 2 70B Chat Zero-shot 0.12 055 3.93 0.05 0.35 6.85
Llama 2 70B Chat CoT 0.08 0.75 8.92 0.03 030 11.1
Llama 65B Few-shot 0.17 0.59 295 0.12 0.55 4.05
Llama 65B CoVe (joint) 0.29 041 0.98 0.15 0.30 1.69
Llama 65B CoVe (two-step) 0.36 0.38 0.68 0.21 0.50 0.52
Llama 65B CoVe (factored) 0.32 038 0.79 0.22 0.52 1.52

Table 1: Test Precision and average number of positive and negative (hallucination) entities for
list-based questions on the Wikidata and Wiki-Category list tasks.
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Other methods:

B

Human in the loop: Human reviewers add domain
expertise to the process, evaluate generated content,
and ensure the outputs meet the desired criteria.
Eventually this could be used to improve the LLM.

Input
documents

h © 2023 Saama
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Verified/corrected
generation
Feedback Training

V

Limit the
outcomes:
Wherever possible,
if the outcomes can
be limited to a
certain fixed
outcomes. For
example, Ina
classification
problem - the LLM
can be prompted
only to generate the
class label instead of
a free form text.

V

Specificity of
prompts: Being
very specific about
the expected
generation and what
is not expected from
the model. Example,
We could prompt
the model to say “
don’t know”, if the
answer is not
present in the
retrieved context (in
a RAG system).



Conclusions

e There are many types of Al hallucinations, as
well as multiple techniques to measure and
control hallucinations

e Al systems must be designed in a
responsible manner

e Al is not a replacement for humans, rather, it
augments human intelligence
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Want to learn more?

Read our paper on Follow our Get a personalized
limiting demonstration
hallucinations
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