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/k-anonymity is a property possessed by certain anonymized data. The concept of k-anonymity was first introduced by Latanya Sweeney and Pierangela Samarati N
in @ paper published in 1998. A release of data is said to have the k-anonymity property if the information for each person contained in the release cannot be
distinguished from at least k - 1 individuals whose information also appear in the release. According to Health Canada k should be 11. A public sharing threshold
\of 0.09 indicates that a person’s information cannot be shared unless it cannot be distinguished from at least 10 other individuals within the same release.
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Data Facilitating Participant Re-identification

Any variable or
combinations of
variables which leads
to a non-zero count
(n) of <11 participants
in a clinical study
having this mix of
characteristics must
be considered as a
risk to re-
identification.
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[ RULE: For all potentially identifying categorical variables, all non-zero cells within a table must have n > 11. In addition, for continuous variables, the standard deviation must he > 0. J

De-identification

Disclaimer: All study data included in this poster is fictitious. Any resemblance to real study data is purely coincidental.

Non-ordered Categorical Variables Ordered Categorical Variables Continuous Variables
(Sex, Race, Ethnicity, Region/Country, Site) (Age) (Age)
Step 1: Combine all categories for which at least 1 cell : ithi _r
) pO 11 and label th'g i od caf Step 1: It 0<n<11 for any cell within a category, then Step 1: If standard deviation=0 for a treatment group
as u<n< and lapel this new, combined category as ' ' ' 2
De-identi d ’ JOry combine the youngest category for which this occurs (all values the same) then do not report any statistics for
e-laentiried . i : :
with the next category (older age group) and update the that treatment group (with the exception of n).
Step 2: If all cells within the de-identified category have range of the combined category. If n<11 in the oldest .y
. . . . . . Step 2: If standard deviation>0, but n<11 for a treat-
n=211, then stop. Else combine the de-identified catego- age group, then combine with the previous (younger) . . .
. . . ment group, then do not report minimum, median, maxi-
ry with the category with the lowest overall n (n>0). This category. . .

: : - e 1 | | | mum, quartiles or percentiles for that treatment group.
new combined category is labelled ‘De-identified’. In the Step 2: Repeat the process described in Step 1 until all Step 3. | i ) uded
case of 2 or more categories having equal lowest total non-zero cells have n=11. te.p - It any summary statistics have been exclu e
n, combine with the category that is ordered last within Example: during steps 1 and 2, add a footnote to the table stating,

' ‘Summar Isti re not presented where th I
the table. e Ty Summary §t§t stics are o_t.p e.se,ted ere they could
c 1. (N=100) (N=100) lead to participant re-identification’.

Xamp el Age Group E |
0 - 27 days 2 ( 2%) 15 (15%) :
oTioo Tio0) 28 days - 23 months 18 (18%) 15 (15%) Xampie
2 - 11 years 20 (20%) 15 (15%) Treatment A Treatment B
Race 12 - 17 years 6 ( 6%) 15 (15%) (N=10) (N=2)
American Indian or Alaska Native 2 ( 2%) 15 (15%) 18 - 64 years 24 (24%) 30 (30%)
Asian 18 (18%) 15 (15%) 65 - 84 years 15 (15%) 8 ( 8%) Age (Years)
Native Hawaiian or Pacific Islander 20 (20%) 15 (15%) >= 85 years 15 (15%) 2 ( 2%) n 10 X
Black or African American 15 (15%) 15 (15%) mean 20.1 20
White 15 (15%) 20 (20%) Combine youngest category that has at least 1 cell with - 1223 0
More than one race 15 (15%) 18 (18%) 2 g gaoly min 7 20
Unknown or Not Reported 15 (15%) 2 ( 2%) n<11 (highlighted in red) with the next age group (or pre- median 19 20
v vious age group for oldest category) max 28 20
Cqmpine all .categories that have at least 1 cell with n<11
v (highlighted in red) Tr?ﬁiTSS;A Tr?,ﬁ‘iTg{,‘)t ® Standard deviation=0 for Treatment B therefore remove
v summary statistics (except n).
Treatment A Treatment B AgeOG(;gup 23 th 20 (20% 30 (30%
N=100) (N=100) ys - 23 months (207%) (307%)
‘ 2- 11 years 20 (20%) 15 (15%) TreatmentA  Treatment B
Race 12 - 17 years 6 ( 6%) 15 (15%) (N=10) (N=2)
Asian 18 (18%) 15 (15%) 18 - 64 years 24 (24%) 30 (30%)
Native Hawaiian or Pacific Islander 20 (20%) 15 (15%) 65 - 84 years 15 (15%) 8 ( 8%) Age (Years)
Black or African American 15 (15%) 15 (15%) >= 85 years 15 (15%) 2 (2%) n 10 -
White 15 (15%) 20 (20%) mean 20.1
More than one race 15 (15%) 18 (18%) Sq 12.23
De-identified 17 (17%) 17 (17%) Combine youngest category that has at least 1 cell with m'”d. 1;
: n<11 (highlighted in red) with the next age group (or pre- median
STOP: All cells have n > 11 v vious age group for oldest category) max 28
Example 2: Treatment A Treatment B N<11 for Treatments A & B, so if not already removed, remove
o iy (N=100) (N=100) minimum, median and maximum (and any quartiles/
r?ﬂﬂ%%) "fﬁ,‘:r?gg) Age Group v percentiles if present). Add footnote if required.
0 days - 23 months 20 (20%) 30 (30%)
Race 2 - 11 years 20 (20%) 15 (15%)
American Indian or Alaska Native 2 ( 2%) 15 (15%) 12 - 64 years 30 (30%) 45 (45%) Treatment A Treatment B
Asian 18 (18%) 15 (15%) 65 - 84 years 15 (15%) 8 ( 8%) (N=10) (N=2)
Native Hawaiian or Pacific Islander 40 (40%) 26 (26%) >= 85 years 15 (15%) 2 ( 2%) Age (Years)
Black or African American 4 ( 4%) 4 ( 4%) n 10 2
White 15 (15%) 20 (20%) mean 20.1
More than one race 19 (19%) 18 (18%) Combine youngest category that has at least 1 cell with sd 12 23
Unknown or Not Reported 2 ((2%) 2 ((2%) n<11 (highlighted in red) with the next age group (or pre- min
v vious age group for oldest category) median
Combine all categories that have at least 1 cell with n<11 max
(highlighted in red)
v Tre(ﬁltgzrét)A Tr((afl’;rqggt) B No_te: Sg_mm_ary statistics are not presented where they could lead to participant
Treatment A Treatment B Age Group re-identification.
(N=100) (N=100) 0 days - 23 months 20 (20%) 30 (30%)
Race 2 - 11 years 20 (20%) 15 (15%)
Asian 18 (18%) 15 (15%) 12 - 64 years 30 (30%) 45 (43%)
Native Hawaiian or Pacific Islander 40 (40%) 26 (26%) >= 69 years 30 (30%) 10 (10%)
White 15 (15%) 20 (20%)
Mor_e thap_one race 19 (19%) 18 (18%)
De-identified 8 (8%) 21 (21%) Combine youngest category that has at least 1 cell with
n<11 (highlighted in red) with the next age group (or pre-
De-identified category still has a cell with n<11 (highlighted in v vious age group for oldest category)
red). Combine this with category with lowest total n (highlighted Note: Data in scope of deidentification is not limited
\ |Ingreen) Treatment A Treatment B to demographic characteristics. Authoring teams
(N=100) (N=100) ) :
Treatment A Treatment B P should consider whether any other variables could
(N=100) (N=100) J Oday§_23 months 20 (20%) 30 (30%) potentially increase this risk of re-identification
R 2 - 11 years 20 (20%) 15 (15%) : - ot
aCEative Hawaiian or Pacific Islander 40 (40%) 26 (26%) >=12 years 60 (60%) 35 (55%) e pUbIIShe(.j' for @Emple, .dlsease char.ac.terlstlcs
White 15 (15%) 20 (20%) or other baseline/demographic characteristics, and
More than one race 19 (19%) 18 (18%) i 1
De-identified 26 (26%) 36 (36%) STOP: All cells have n > 11 de-identify as necessary.

STOP: All cells have n > 11




