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The views, thoughts and opinions expressed in this
presentation and on the following slides are solely those of the
presenter and not necessarily those of ICON.

ICON does not guarantee the accuracy or reliability of the
information provided herein.
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Information is
recorded in a block.
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Once the block is
full, it's chained to the
rest of the blocks in
the database.
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An empty block is
added to the end of
the chain to record

new information.
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shuse - Unblocking the chain

The transaction is The block is broadcasted to Let me
simplify
blockchain

] Awants to send money to B E represented online as a block 3 every party in the network
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p@e The evolution of Blockchain

1991 1992 2000 2004 ( 2008
@ L o L L J
Theory for Concept of a Distributed

Stuart Haber and W. Scott Merkle Trees was cryptographically secured

Hal Finney introduced a -
Blockchain was documented

St‘:r;::tit:,c ;:;1:::’99!::: :\t;?ir included chains was published digital Cash system by Satoshi Nakamoto
2017 2016 2015 ( 204 ) 2009
*— e ) o -

Bitfinex got hacked, and
120,000 bitcoins were
stolen in the process

Vitalik Buterin created and
launched Ethereum
Frontier Network

Electro-Optical System
(E0S) was launched

2018 2019 2020

Satoshi Nakamoto
released the white
paper for bitcoin

Birth of
Blockchain 2.0

2021 2022
@ L
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Ethereum network
exceeded a total of 1
million transactions per

day

Ethereum launched
Beacon Chain for
Ethereum 2.0

Bitcoin turned ten
years old in 2018

Metaverse saw a
rising popularity

Non-Fungible
Tokens (NFT) saw
a rising popularity
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2021 Healtheare Data Breach Costs

According to areport released by IBM Security, there was a
29.5% increase in the costs associated with a data breach in 2021.

¢ Miscommunication - 80% of medical errors

*  30% of visits do not have patient charts

The average cost

of a healthcare EHLE ofth bl
. . . b s b € COst O e
*  20% of malpractice claims involve missed or delayed diagnosis geta reach rose _ kil
igcidéntml onper I—I Oo| atributed to
. lost business
*  $250-$1000 per breached healthcare record sold in black-market
e ) Compliance
* Save upto $100-$150 billion per year by 2025 in data breach- BNl
related, IT, operations, support function costs, and through a e of breaches targeted sensitive
. . . information such as
reduction in frauds and counterfeit products. protected health information
1010
00142 Breaches involving
001 stolen login

credentials lasted

In 2021, it took an average of
212 days to identify and 75 days
to contain a data breach
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Patient Generated Data
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p@e Current Applications

» Electronic Health Record - Monitor accounts accessing data and give patients control over their data.

@Medica'mai“ patien’t‘oryinc. /[’ medibloc

» Supply Chains — Reduce time delays and human errors. Also, track authenticity of products since origin.

BE")CHRONICLED /1 Block N modum

» Genomic Market — Create virtual black box of the gene-sequenced data.

XEnarypGen (Y Nebula

Sources:
Medicalchain - https://medicalchain.com/Medicalchain-Whitepaper-EN.pdf Patientory - https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8080150/
Medibloc - https://www.frontiersin.org/articles/10.3389/fbloc.2022.844834/full#B19 Encrygen and Nebula - https://doi.org/10.1093/jamia/ocy 149

Blockpharma - https://arxiv.org/ftp/arxiv/papers/2004/2004.06795.pdf
Modum and Chronicled - https://blog.chronicled.com/modum-and-chronicled-collaborate-on-opportunities-to-bring-value-to-the-pharmaceutical-supply-b14327af5767



https://medicalchain.com/Medicalchain-Whitepaper-EN.pdf
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8080150/
https://www.frontiersin.org/articles/10.3389/fbloc.2022.844834/full
https://doi.org/10.1093/jamia/ocy149
https://arxiv.org/ftp/arxiv/papers/2004/2004.06795.pdf
https://blog.chronicled.com/modum-and-chronicled-collaborate-on-opportunities-to-bring-value-to-the-pharmaceutical-supply-b14327af5767

p@e A case study in healthcare

{"UserID":"vr1r0gTal9f4lpgHRpptnriGDIF2","LogID":1
LogType":"ProjectStart","LogData":"{(\"\":
W I'HashChain": 'd55t374tafb702cfcb20304dc4fb70896283c62c6930507eam
3dfOc3acaef0')
‘0 vr PqHRpptn og oglime™: M|
Type": “TestScoro" "LogData": "(\"namo\" \"EQ-SD\" \"score\": ]l
i'11111\ ",'HashChain": 'uueuorcbsczrmwuowuuuum1m.sasua/cwc
e25af15c92e13c2b45"}
"UserlD":"vrirOgTal9f4lpqHRpptnriGDIF2","LogID":3,"LogTime":1567686723,"
Type":"TestScore","LogData":"{\"name\":\"GPAQ\",\"score\":
"420\"}","HashChain":"16ed11c4ab8eda6355c5f954083548da777b9134c436908
5285¢1d1d3ba558")

"LogTime":1559887461," "

{"UserlD":"vrirOgTal9f4lpqHRpptnriGDIF2","LogID":14,"LogTime":1574421483,
"LogType":"TestScore","LogData":"{\"score\":\"33\",\"name\":
\"CFS\"}","HashChain":"8cbae9ab944e6f9510c6ee6b40952df1c467191fc0028307
9774df9111b69657"}
{"UserlD":"vrirOgTal9f4lpqHRpptnriGDIF2","LogID":15,"LogTime":1581653016,
"LogType":"TestScore","LogData":"{\"name\":\"GPAQ\",\"score\":
200\"}","HashChain":"d333af6987424071743b4e2c1413fc75fa48a38d609e845¢
7dabb58a791a5f48")
{"UserlD":"vrirOgTal9f4lpqHRpptnriGDIF2","LogID":16,"LogTime":1581653048,
"LogType":"ProjectEnd","LogData":"{\"key\":
\"iq4YI0YNu3w1oTUAdqAJ\"}","HashChain":"e2282988b701a7%acad637b13b0e2

HashChal
S value
|

(ii) HashChain
value
iii) Next HashChain
value ....

db6a7e6939652ede535108ae911b690d1d")

This subject's secret hash key is sent to the blockchain network.
We can make HashChain Value in each JSON records by using this key.

hash
key

Clients

Subjects’

smartphone
appiication

[

Blockchain Network
(a) All communications to peers and orderer
node is restricted to relay servers by using AWS
security group IP restriction.

&
Gateway Lambda sas Ec2 |\
BC ciant

Relay Server 1

Relay Server 2 e
e
Gatewny sas c2 \ e
BC client node , A AZc
Org2 VPC
B . peert-ong2

Relay Server 3

(b) All communications
between clients and relay

servers are encrypted by
HTTPS. g

"~ (c) All communications between relay
servers and blockchain network are
encrypted by Hyperledger Fabric SDK.
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