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Disclaimer

The opinions expressed in this presentation and on 
the following slides are solely those of the 

presenter and not necessarily those of Novartis.

Novartis does not guarantee the accuracy or 
reliability of the information provided herein. 
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Do we know what is RESTful APIs?

q HTTP protocol

q REST server provides access to “resources” 
identified by URIs/Global Ids

q JSON is the USP for REST APIs

Most common HTTP methods used in the REST 
architecture viz:

1) GET
2) POST
3) DELETE
4) PUT



From where we are currently....
§ Some known facts.....
1) DB Go-Live getting delayed due to 

DTS not being final...(really 
annoying... L) 

2) Ripple effect on timelines, resource 
and above all, cost of the trial conduct

3) Average time to get clean data since 
the data entry: approx.30 days

4) 3rd party data Vendor reconciliation is 
the rate limiting step

5) DB unlocks
6) MAP/SAP not defined as per 

program/protocol due to oversight 
leading to amendments

7) Recalculation of study power, sample size and 
recruitment timelines
8) Delayed analysis- jeopardizing safety & efficacy data 
analysis
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Applications / Use-cases in Clinical Trials(CT) and 
programming for RESTful API 

Data Exchange:

• Reduces DTSs dependency and 
enhances operational efficiency

• EDC system- patient level àCTMS

• 3rd party data reconciliation on the fly 
with validation

• Internal data interoperability( GxP 
compliant standards)



Use-cases....
Querying Data:

• Query through specific data 
elements - - - -> clean data

• EDC system – query patient 
level data - - standard 
responses

• Pre-defined data elements--- 
clean real-time 3rd party 
vendor data reconciliation

      



Use-cases...
Patient 
Recruitment:

• Integration with ext. 
platforms (PRD-
recruitment 
databases/ CT listing 
services)

• Noises are eliminated

• Filtering I/E criterions

• Increase ~50% 
recruitment rate



Use-cases....
System 
automation/interoperability:

• Endpoints- [programmatic 
access]-CT systems

• Custom applications/ 
workflows

• Eliminates manual 
intervention

• 40% efficiency gain- 
programming



Any blockers in using REST APIs for CT and/or 
Programming delivery?

Data Security and Privacy 
Concerns: 

       

        REST APIs require robust 
encryption, authentication, and 
authorization mechanisms for 
security

Regulatory Compliance: 
complex 

          implementation for clinical trials

Interoperability Challenges: 
  overcoming mismatched formats,   

varying standards etc 
 
               

Legacy Systems: challenges in 
integrating legacy systems with 

modern REST APIs

Data Volume and 
Scalability: 

Inadequate scalability could 
lead to performance issues
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Clinical Study Protocol – Digitization & Data Flow
Enabling Downstream Automation and Analytic Insights
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Exploration by technology 
solution providers, sponsors, CROs 
welcome

Visit the DDF GitHub site by 
scanning the QR code 

Phase 2 of development 
Q4 2022 – Q2 2023

FOR MORE INFORMATION


