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HTTP protocol

REST server provides access to “resources”
identified by URIs/Global Ids

Q JSON is the USP for REST APIs

U

Most common HTTP methods used in the REST
architecture viz:

1) GET
2) POST
3) DELETE
4) PUT

Sr.No.

what is REST API?

Google

InJava  Images

Function  InPython  Videos

About 50,70,00,000 results (0.43 seconds)

Red Hat

hitps://www.redhat.com » topics > what-is-a-rest-api  §

What is a REST API?

In Spring Boot

X & & Q

08-May-2020 — A REST API (also known as RESTful API) is an application programming

interface that conforms to the constraints of REST architecture.

REST vs. SOAP - APIs - Stateful vs stateless

People also ask :

What do you mean by REST API?

What is the difference APl and REST API?

Why is REST API called REST API?

What is REST APl and its types?

URI
/UserService/users
/UserService/addUser

/UserService/getUser/:id

HTTP Method

GET

POST

GET

v
v

v

Feedback

POST body
empty
JSON String

empty

Characteristic  Testing

Do we know what is RESTful APIs?

Payload Allfilters ~ Tools

. l‘“'_‘ - ﬁ]«-.

;%
=== Q 1=
Q More images

Representational state <
transfer

Intemet protocol

Representational state transfer is a software
architectural style that was created to guide the design
and development of the architecture for the World
Wide Web. REST defines a set of constraints for how

the archi of an Int le distributed
hypermedia system, such as the Web, should behave.
Wikipedia

Result

Show list of all the users.

Add details of new user.

Show details of a user.



shuse From where we are currently....

= Some known facts..... , 1. CRF data » - | 2.Tev data
1) DB Go-Live getting delayed due to : o
. . Checks
DTS not being final...(really |7 Update cue ot © o progmneds ik Updted e T
annoying... ®) 1 ‘ ‘
. . . Site/s l T — { Vendor/s |
2) Ripple effect on timelines, resource I — \
and above all, cost of the trial conduct | Rspore 10 the oy cones 10, Response 0 the query/ comment
3) Average time to get clean data since |8 Reiew o ueres by
the data entry: approx.30 days gouplnCOME
4) 31 party data Vendor reconciliation is Enes— we? T ender
the rate limiting step R — BT

5) DB unlocks

6) MAP/SAP not defined as per
program/protocol due to oversight
leading to amendments

7) Recalculation of study power, sample size and
recruitment timelines

8) Delayed analysis- jeopardizing safety & efficacy data
analysis




suse To where we want to be....
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APIlIs and telehealth solutions

API providers Remote
REST APIs

Web .
< Online
services 2
doctor visits

=i Lab test
Sysienis ordering

HIPAA compliance
Knowledge FHIR layer Remote
bases monitoring

Medtech Billing
companies

services

Scheduling

E-prescribing

Asynchronous
interactions

Patient
engagement
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~  Applications / Use-cases in Clinical Trials(CT) and

phuse

— programming for RESTful API

REST APIINACTION

REST clients

REST request

HTTP method + URI

GET
POST
PUT
DELETE

REST response

Resource
representation
inXML/JSON

REST server

Data Exchange:

* Reduces DTSs dependency and

enhances operational efficiency

+ EDC system- patient level >CTMS

+ 3" party data reconciliation on the fly

with validation

+ Internal data interoperability( GxP

compliant standards)



shuse | Jse-cases....

National Research Council

Querying Data:

Administrator Office Staff
Researcher i l Chairman
* Query through specific data Raleoian Ricion
elements - - - -> clean data - D

Mobile/web apps (Clients)

+ EDC system — query patient
level data - - standard
responses gotiost Syac
* Pre-defined data elements--- S e
clean real-time 3 party I o o arae j B Timesiampe are recorded
vendor data reconciliation P AP FAPI
=== s Throughput, CPU Load
E RESTful Services GraphQL Services and Memory Usage are
Y= — =TT recorded
query Server Side Apps

A single database engine
hosts two identical and
isolated schemas.

Single
DB Engine
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Patient Apps
Recruitment: \ /W/ Apps
« Integration with ext. API Abstraction Layer
platforms (PRD- Source Data

recruitment
databases/ CT listing

services) — ‘

« Noises are eliminated ~ ~ ~ ~
S -_—

(I

»  Filtering I/E criterions

EHR Claims Social Determinants| Epigenetics Genomics
* Increase ~50% — — —
recruitment rate L q — [—
—ay ey

Med Adherence Wearable Patient Reported
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System
automation/interoperability:

« Endpoints- [programmatic
access]-CT systems

» Custom applications/

A

Amazon A1

4

hl Gateway

Amazon OpenSearch Amazon Sa
Amazon CloudWatch T

Amazon Imeractive Video = é{f\%
WorkﬂOWS Patients
 Eliminates manual e
inte rvention Monitors, Data Managers
+ 40% efficiency gain- -~

Central Laboratory

programming

@ ¢

Amazon SNS Amazon SES  Amazon SQS AWS Lambda



—~. Any blockers in using REST APIs for CT and/or

Rhuse Programming delivery?

Data Security and Privacy
Concerns:

g REST APIs require robust

encryption, authentication, and
authorization mechanisms for
security

Regulatory Compliance:
complex
implementation for clinical trials

., INTEROPERABILITY _*.

lDH
{2

Interoperability Challenges:
- overcoming mismatched formats,

varying standards etc

Legacy Systems: challenges in
integrating legacy systems with
modern REST APls

Data Volume an

Multidimensional scalabil ity

Scalability: p—

L.

Inadequate scalability could
lead to performance issues




’ TransCelerate our soLutions

BIOPHARMA INC.

EVENTS NEWS CENTER BLOG OURIMPACT E

(A Overview EJ Repositories 5

Popular repositories

ddf-sdr-api

Digital Data Flow - AP

@ BACK TO OUR SOLUTIONS

Digital Data Flow

®ct s ¥

ddf-sdr-ui
Digital Data Flow - User Interface

@HML W2 ¥s

& cdisc-org / DDF-RA ' public

generated from cdisc-org/COSAHackathonTemplate

cdisc

TransCelerate BioPharma, Inc.

Ax29 followers @ United States of America &2 https://www.transceleratebiopharmai,

[ Projects @ Packages A People
Public ddf-sdr-platform Public
Digital Data Flow - Platform Terraform Scripts
®HCL Ws ¥7
Public ddf-home Public

Digital Data Flow - Public Docs

oHML Y1 ¥2

<> Code O Issues 31 19 Pull requests ) Discussions ® Actions B3 Projects @ Security I~ Ins
% main ~ $° 8 branches  © 18 tags
Home / Digital Data Flow
£ drewcdisc Merge pull request #128 from cdisc-org/sprint-3-1 - paen
. .
Digital Data Flow o Deiverables Updated USDM AP
B8 Documents Updated examples
Bm HowTos Initial commit
Overview Participate Webinar Release Information Fil B images Initial commit
. _gitignore Update gitignore to ignore DS_Store files
Published Date: 27 June 2023 0O gt ° ome & -
) CODE_OF_CONDUCT.md Updated the enforcement contact
CDISC is collaborating with TransCelerate as a part of TransCelerate’s Digi
() CONTRIBUTING.md Initial commit
standard model for the development of conformant study definition techr
) . . . [ LICENSE Update copyright holder
Implementation. Additional information can be found on the TransCelerat
) README.md Update README.md

Digital Data Flow - Phase 1 (July 2021 - July 2022)

Short stint on CDISC/Transcelerate DDF initiative

People
This organization

must be a membe
organization.

Top languages

@HTML @C#



~  Short stint on CDISC/Transcelerate DDF initiative

The Digital Data Flow Initiative (DDF) aims to catalyze digital transformation;

breaking the document paradigm to enable seamless flow of the data within

Digitized Protocols Connectivity of Data and Processes

Enabling traceability, automated flow of content
to key clinical documents, and automation to
clinical & operational systems (e.g.. EDC, CTMS)

Enabling the use of technologies that
identify and assemble study elements
allows industry to move to digital protocols

Open and Flexible Solution

Better enabling the use of advanced
analytics such as Artificial Intelligence and
Machine Learning to improve study designs

Developing a dynamic, fully automated solution
that is vendor agnostic, open and flexible

@ Open Source ‘ Vendor Agnostic @ Agile Development
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The Global Healthcare
Data Science Community

Contact Channels Social Media
UK +44 1843 609600 @phusetwitta
office@phuse.global /phusebook
phuse.global /phusetube
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7~ Clinical Study Protocol — Digitization & Data Flow
p®e Enabling Downstream Automation and Analytic Insights

Document

Flow - - —

Protocol
Document

(‘—
\
Study Team S\

Design & P I
Aﬁfrlu%rr‘ing rotece Study Definitions Repository (SDR)

s 2
S — '
1 II
manas 1 1 <
OEE— . 11 .
= | ) cdisc
1 1 -
11 '
11
11
1=
]

Today

[l

Tomorrow

Digital R
Flow .
Unified Study API Controlled
Definitions Model Spec Terminolog
(USDM) s y

> Tran

Study Builder, Protocol
and/or Content Authoring -
Tools
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& cdisc-org / DDF-RA ' public 508 Mode
13th April 2023
generated from cdisc-org/COSAHackathonTemplate ~Phase 2 Sprint 1, End ofinteral review,pro public roview:

<> Code (© lssues 31

[0 Code

# main
Q Gotofile

v @ Deliverables
| v & an
[ USDM_APLjson
[ USDM_APLyaml
v imc
[ USDM_CTxIsx

Short stint on CDISC/Transcelerate DDF initiative

For nformation Only

19 Pullrequests €Y Discussions ) Actions [ Projects @ Security |~
DDF-RA / Deliverables / APl / (3

- Q 2 jared-schreibman-cdisc Updated USDM API

Name

= e J/‘L\““

[ USDM_APIjson

[ USDM_APLyaml

Schedule
Timeline

“This link has been
added during public
review. Replaces the

‘sequence number and
provides an explicit

¢ "ACTIVITY",
@ onull,
winceTimings": [...],
inceTimelineId": null,
lonId": "ScheduledActivityInstance_2",
idyEpoch_1",
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___________________________________

Definitions

Definitions

...........................

Downstream Systems

___________________________________

SDR Repository for Study

— -
Legend: Data Flow (one-way)

R ——
Data Flow (bi-directional)

| s compatnts syt | l = muluple systems




FOR MORE INFORMATION | .

. _.. e Exploration by technology
F’ solution providers, sponsors, CROs
welcome

| ..;;-

Visit the DDF GitHub site by

ﬂl .F:Tm scanning the QR code

Phase 2 of development
Q4 2022 - Q2 2023




