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Disclaimer

The presentation below discusses a proposed privacy methodology
developed by TransCelerate for use with clinical trial data.

Nothing in the methodology or this presentation should be construed
to represent or warrant that persons using the methodology have
complied with all applicable laws and regulations.

All individuals and organizations using this methodology bear
responsibility for complying with the applicable laws and regulations
for the relevant jurisdiction.
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6 BioCelerate

‘DataCelerate

Member
Companies

Contributing
Individual
Members

Solutions &
Implementation
Tools

Focus on
Preclinical
Research

v,

Our Commitment
to Data Sharing

TransCelerate : A Catalyst For Industry-Wide Collaboration

Our Strategic Priorities Guide Us In Achieving Our Goals

Harmonize Process Improve the Enhance Sponsor
& Share Pafient & Site Efficiencies & Drug
Information Experience Safety

>

©2023 TRANSCELERATE BIOPHARMA INC., ALL RIGHTS RESERVED. TransCelerate ‘

BIOPHARMA INC.




4 »

B JransCelerate

BIOPHARMA INC.

Initiative Overview:
Privacy Methodology
for Clinical Data
Sharing

©2023 TRANSCELERATE BIOPHARMA INC., ALL RIGHTS RESERVED.



TransCelerate Solutions in Data Privacy / Transparency

2015 - Publication 2019 -TransCelerate begins to discuss the possibility of
“De-Identifying and Anonymization of developing potential methodology to be used to
Individual Patient Data in Clinical protect parficipant privacy while increasing usability
Studies — A Model Approach” 9 of donations to DataCelerate®

Reuse: Secondary Data Use in the

. . Pharmaceutical Industry” framework
JAN 2.(.)22 — Educational Toolkit for Consent paper and resources intended to
Specific to Data Reuse @
I

2020 - Framework Paper
“A Privacy Framework for Clinical Data

: — : : increase the potential reuse of clinical
Provides Institfutional Review Boards/ International data in the R&D ecosvstem
Ethics Committees, Health Authorities, and clinica Y

trial participants with an explanation of how de-
identification/anonymization works at a @
SEP 2023
Nov 2022 — March 2023 Public Review ”ﬂlunch Privacy
Privacy Methodolo DRAFT) launched for Public Review Methodology (FINAL)

participant-friendly level.

Paper further articulates the problem statement and provides incorporating
recommendations on areas where change and fransparency would comments
benefit quality and utility for data reuse »
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http://www.transceleratebiopharmainc.com/wp-content/uploads/2015/04/TransCelerate-Data-De-identification-and-Anonymization-of-Individual-Patient-Data-in-Clinical-Studies-1.pdf
http://www.transceleratebiopharmainc.com/wp-content/uploads/2015/04/TransCelerate-Data-De-identification-and-Anonymization-of-Individual-Patient-Data-in-Clinical-Studies-1.pdf
http://www.transceleratebiopharmainc.com/wp-content/uploads/2015/04/TransCelerate-Data-De-identification-and-Anonymization-of-Individual-Patient-Data-in-Clinical-Studies-1.pdf
https://www.transceleratebiopharmainc.com/assets/interpretation-of-clinical-guidances-regulations-solutions/
https://www.transceleratebiopharmainc.com/assets/interpretation-of-clinical-guidances-regulations-solutions/
https://www.transceleratebiopharmainc.com/assets/interpretation-of-clinical-guidances-regulations-solutions/
https://www.transceleratebiopharmainc.com/wp-content/uploads/2022/11/Public-Review_Proposed-Methodology_FINAL.docx
https://www.transceleratebiopharmainc.com/assets/privacy-methodology-for-data-sharing-solutions/
https://www.transceleratebiopharmainc.com/assets/privacy-methodology-for-data-sharing-solutions/
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Solution Overview:
What is the Privacy
Methodology Solution?
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The Privacy Methodology Solution tackles key data privacy
challenges in clinical data reuse

Today’s Challenge Goal of the Privacy Methodology Solution

* Regional and local data privacy laws Enable Greater Data Utility to support complex
cross-study analysis, deepen insights in cross
population disease profiling, and reduce patient
burden

and regulations are varied and
constantly evolving

« Emerging technologies (Al, ML) present
opportunities for efficiencies but also
support greater customization in
ways that reduce data utility.

Reduce Variations that hamper cross-study
analysis across the ecosystem by reducing
variability of the data privacy measures applied
during anonymization

Increase Transparency to data users and

* Lack of visibility and confidence in researchers of data protection approaches
shared data is limiting reuse of clinical leading fo greater confidence in the
data for scienftific advancement, applicability of the data
reducing potential patient benefit >
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Privacy Methodology Solution

Website:https://www.transceleratebiopharmainc.com/assets/privacy-methodology-for-data-sharing-
solutions/#educational-toolkit-carousel

(<) PRIVACY METHODOLOGY FOR DATA SHARING: LEARN MORE

Privacy Methodology for Data Sharing - APPENDIX 2: DATA TRANSPARENCY CHECKLIST

Solutions CLINICAL DATA SHARING —

PART 1. privacy Approach Appiied

A PROPOSED e
METHODOLOGY TO ENABLE[JlIER
DATA PRIVACY WHILE

‘Please elaborate on the Common Questions from IRB/Ethics Committees About Informed
e e ot | ¢ Tansceerate's approach applied, e Consent Language Specific to Data Reuse
ible v = -
IMPROVING DATA UTILITY e i o -
NOVEMBER 2022, DRAFT VERSIO| e stgesros e sepey oo st

removed, herotionleshoui be

Gescred

ooter

Privacy
Methodology

DATA PRIVACY &
TRANSPARENCY

SUPPORTING MATERIALS FOR

Study Site What your data may ) CONSENT SPECIFICTO
look like at the Study Site Your data is
1. JohnDoo collected by.he CLINICAL DATA REUSE
2 C Study Site. They
2. 898 High Street, reland
3 JD@example.com are not the same Supporting Materials for Use & FAQ
4 Male organisation as the
5. 43yoars o Sponsor.
6. Blood Pressure: 145138

Sponsor Site What your data may

look like at Sponsor Site Your data is

transformed by the
1. remon .
™! @ 2. iroland Study Site so as
@ 3 “remow not to share your
& '® e identity with the
N 43years o
Y 6. Blood Pressure: 145/98 Sponsor.
7. Participant Number: 576

>>> Transcelerate DISCLAIMER  PRIVACY POLICY  TERMS OF USE

BIOPHARMA INC.

Beyond What your data may look like
" Beyond the Sponsor Site
00 -
rope

Changing element
of your data, suct

as the Participant
Number, makes it
very difficult to

TransCelerate n
BIOPHARMA INC.
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Core Components of the Privacy Methodology Toolkit

APPENDIX 2: DATA TRANSPARENCY CHECKLIST

the Data’

Privacy
Methodology
Paper
CLINICAL DATA SHARING - ) e s | et
A PROPOSED . | Compaesppescn | e
METHODOLOGY TO ENABLE %%i%u
DATA PRIVACY WHILE :’:”
IMPROVING DATA UTILITY vabain/re st
NOVEMBER 2022, DRAFT VERSION :m'""'w —
pe— Data
e esen e Transparency
— Checklist

How were these tools developed?

These tools are a result of a three-year collaboration involving
members from more that 20 Sponsor Companies willing fo share best
practices and develop the privacy methodology and transparency
checklist.

>
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The Methodology provides recommended and compatible
approaches to aid anonymization of 14 key variable types

12 Common Variable Types

To increase the usability of the Methodology whilst
honoring data privacy and preserving data ufility,
each variable type has a recommended approach
and a compatible approach.

Compatible approaches present alternatives, where
available, fo the recommended approaches.

« Study Unigue |dentifiers
« Dates

» Verbatim / Free Text

» Banding of Variables

« Records of Patients Who Have Died

« Patient Demographics (sex, race, ethnicity)

« Sensitive Information

« Data with Low Frequencies

« Adverse Events & Medical History

Use of the methodology is voluntary — each
organization must decide on its own what, when,
and how to implement it.

« Medications

« Geographic Location

» Information Collected Under Copyright

Structure of the methodology enables flexible

Licenses

implementation — adopters may implement one or 2 Novel Areas

more of the suggested approaches to drive .

tfowards greater consistency.

©2023 TRANSCELERATE BIOPHARMA INC., ALL RIGHTS RESERVED.
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Each variable type includes detailed context and examples to
help one apply the recommendations

Background description to
contextualize the variable type

Table 1. Example of scrambling study unique identifiers

4.1 Study Unique Identifiers BEFORE AFTER BEFORE AFTER NO CHANGE'
During a clinical trial there may be a significant amount of collected data or events that patentially could uniguely $TUDYID ususJID UsusJID SPDEVID SPDEVID BERER
identify a study participant, either an their awn or in combination with other data values, and thus present a re- | E———— T oo ;
identification risk. Hence, the identification potential of all variables within a structured clinical duracat (i a 10001 1011 A

tabular format) should be assessed on a study-by-study basis to determine if they are

Recommended Approach detailing a preferred e e e R e |

These study unigue identifiers can be splitinto two categories:

® ° o oo ono 1234.5678 12345676 1000-0010-00301 JBDDCGO- AMAAAA-0074 4
N . . N 10002 1013
v e - s oo STHO that will help increase scientific utilit
participant. Direct identifiers could include Unique Subject 1D (USUBJID), seri
2. Indirect Identifiers [also known as quasi-identifiers), i.e., data values that, in 4.1.2 Considerations

participant or by patentially praviding a fink to additional information about the trial via ather sources, e.g., trial
data variables. registries. Across the industry there is a comman understanding that direct identifiers should not be left in the

. . . o . y
the dataset make it possible to uniquely identify & study participant. Indirect Wh I | e S 'I'I | | S O fe l | O rd I n 'I' h e O r'I'I ( : I O n 'I' S d O 'I'O Studying unique identifiers will increase the likelihood of re-identification, either by being unique to an individual
demographic information, site identifier, vendar identifier, batch/lot numbe; .

dataset, e.g., PHUSE [9] guidance paints to the remaoval of direct identifiers, except for the Investigator Identifier, if

Non-identifiers are another categary which may exist within a clinical dataset ers are data variables of this is needed for investigator analysis. However, pseudanymized direct identifiers are often needed as 3 key to
values that are either not finked to an individual trial participant or do nat - < to participant re- link data values to a specific subject or when comparing different values, they can also be relevant for further

- ) ) research. Therefore, it is recommended to scramble rather than remove the direct identifiers to enable this type of
identification, examples include trial code/study ID, EUDRA or IND num’ T number.

use. This may not be possible for all data variables e.g., outliers, which will likely need to be removed from the

411 T A Example of the variable type “Before”

For direct identifiers, the recommended approach is to replace the original values with scrambled values of the As with other indirect identifiers, an assessment of re-identification risk shauld be performed for study unique
same length, type, and format to enable consistency between datasets and document g (13 LR b indirect identifiers. The risk associated with retaining the study unique indirect identifier versus the relative utility
M Atico/anonymization. Please sse Yable 1 for an example. O n e r O OWI n g e of the indirect identifier, should be cansidered after ather indirect identifiers have been transformed. It is
— impritant to ako consider if from a scientific or medical perspective there could be any specific requirements that
For indirect identifiers, the recommended spproach is to assess if ananymization is needed on a study-by-study | “tessitate the retention of indirect identifiers. To the extent possible indirect study unique identifiers should be

basis; if it is not needed, the indirect identifier should be retained (as exemplified in Table 1 for gSEQ). f it is not r’e C O m m e n d e d O r'o O C h retained, if the risk or re-identification is taa high, then the indirect identifier should be scrambled rather than
passible to retain the indirect identifiers, they should be scrambled rather than redacted/suppressed, if possible.

removed.

For example, derived ientifiers can be retained after checking if they are only for intemal study administrative . )
purposes and present no re-identification risk or if the data value can be linked to other data that may increase re- 1.3 Compatible Approach
identification risk. The compatible approach is to redact, remove or averwrite all unique identifiers except the Participant ID (e.g.,
USUBJID in Table 1), which is considered a primary key variable and must be maintained in scrambled form. The

Variabl walues classified -dentifiers should be retained. : ) :
AraDIES Or tmique values chssified as hon-tentiers ShouldBe retae ratianale far redaction should be described in the supporting documentation.

Considerations providing additional
insights and factors of importance

1ewecen

Compatible Approach offering an alternative method
that may enhance data utility less than the
recommended approach but may have a preferable s
pp . .y P TransCelerate
risk-benefit profile BIOPHARMA INC.

atifier and as such left as-is.




Methodology Example: Section 4.6 Data with Low Frequencies

BEFORE | AFTER BEFORE | AFTER Table §. Example of Redacting
Low Frequency Sex and Race
USUBJID zOMA' SEX SEX RACE RACE 9 Y
1234-5678-
UsA003.10001 | PM F - Redacted -- | WHITE WHITE
1234-5678-
PoL002.10003 | PM M - Redacted -- | WHITE WHITE
1234-5678-
GER002-10004 DM F -- Redacted -- | UNKNOWN | -- Redacted --
BEFORE AFTER
USUBJID 3°MA' AEDECOD AEDECOD
138355678_POL002_ AE Oligospermia -- Redacted --
Table 6. Example of Redacting 1934-5678-POLO0D- e . e
Additional Information Revealing Trial | 10003
Participants’ Sex Through a Rare Event | 1234-5678-POL002- AE e e

(e.g., Event of Oligospermia)

10003
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Additional Tools

Educational Toolkit, Poster and FAQs

Educational Toolkit

This educational toolkit can be
used by study sponsors to help
clinical trial participants better
understand the data protection
measures that will be applied to
their personal data.

SUPPORTING MATERIALS FOR
CONSENT SPECIFIC TO
CLINICAL DATA REUSE

Supporting Materials for Use & FAQ

Educational Poster
The editable educational tool will

provide a visual, consistent,
succinct, easy-to-understand
breakdown for the clinical trial
participant outlining how patient
privacy is protected by study
sponsors. The tool can be edited by
a sponsor as necessary to reflect
the process it uses.

3tudy Site

Y

3ponsor Site

= ®

3eyond

@
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FAQ for Ethics Committiee

The educational tool and can aid

study sponsors in
answering common
guestions asked by IRBs and
Ethics Committees.

4
TransCelerate
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ions from IRB/Ethics Committees About Informed
anguage Specific to Data Reuse
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https://www.transceleratebiopharmainc.com/wp-content/uploads/2023/08/FAQ-from-IRB-Ethics-Committees-About-Informed-Consent-Specific-for-Data-Reuse-February-2022.pdf
https://www.transceleratebiopharmainc.com/wp-content/uploads/2023/08/FAQ-from-IRB-Ethics-Committees-About-Informed-Consent-Specific-for-Data-Reuse-February-2022.pdf
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What are the key take
aways from the Public
Review?
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Diverse Participation to the Public Review
Privacy Methodology

* More than 40 comments were received from
6 different stakeholder groups across the
clinical research ecosystem

% of Responders per Stakeholder Group

7%

7%

* The feedback received was positive and

- Usefulness of having a solution like this in the

industry
- Readability and comprehensibility of the
variables
- Usefulness of the Data Transparency
Checklist
Academia
® Data sharing platform
® Biopharma/Pharma Companies
® Trade Association/Industry Consortia >
Vendor ©2023 TRANSCELERATE BIOPHARMA INC., ALL RIGHTS RESERVED. ﬁ‘gggg%ﬁe;[cate ‘
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Comments Review Outcome
Privacy Methodology

% of comments that resulted in an edit in the Draft

Privacy Methodology Document , o
* No major conflicting conceptual or structural

feedback was part of the comments received

* Most edits contributed to enhancing the
robustness and the clarity of the draft Privacy
Methodology document

* The full responses to the comments and the
revised Privacy Methodology toolkit were made
publicly available on the TransCelerate Privacy
methodology website in 3Q2023

mTotal comments resulting in no edit

= Total comments resulting in an edit

>
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Additional References

TransCelerate Data Privacy Website

2015 - Publication: “De-ldentifying and Anonymization of Individual Patient Data in Clinical
Studies — A Model Approach”

2020 - Framework Paper: “A Privacy Framework for Clinical Data Reuse: Secondary Data Use in
the Pharmaceuvutical Industry”

Jan 2022 - Educational Toolkit for Consent Specific to Data Reuse

Nov 2022 - March 2023 Public Review: Privacy Methodology (DRAFT) launched for
Public Review

Data Privacy Education poster: TransCelerate Privacy Page Educational Poster final
(tfransceleratebiopharmainc.com)

>
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https://www.transceleratebiopharmainc.com/assets/interpretation-of-clinical-guidances-regulations-solutions/
https://www.transceleratebiopharmainc.com/assets/interpretation-of-clinical-guidances-regulations-solutions/
http://www.transceleratebiopharmainc.com/wp-content/uploads/2015/04/TransCelerate-Data-De-identification-and-Anonymization-of-Individual-Patient-Data-in-Clinical-Studies-1.pdf
http://www.transceleratebiopharmainc.com/wp-content/uploads/2015/04/TransCelerate-Data-De-identification-and-Anonymization-of-Individual-Patient-Data-in-Clinical-Studies-1.pdf
https://www.transceleratebiopharmainc.com/assets/privacy-methodology-for-data-sharing-solutions/
https://www.transceleratebiopharmainc.com/wp-content/uploads/2022/11/Public-Review_Proposed-Methodology_FINAL.docx
https://www.transceleratebiopharmainc.com/wp-content/uploads/2022/11/Public-Review_Proposed-Methodology_FINAL.docx
https://www.transceleratebiopharmainc.com/wp-content/uploads/2022/01/TransCelerate-Privacy-Page-Educational-Poster_final.pdf
https://www.transceleratebiopharmainc.com/wp-content/uploads/2022/01/TransCelerate-Privacy-Page-Educational-Poster_final.pdf
https://www.transceleratebiopharmainc.com/assets/privacy-methodology-for-data-sharing-solutions/

Thank youl
Any questions?

For further information, please contact us at:
feedback@iransceleratebiopharmainc.com
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