
See no data, hear no risk.

Cathal Gallagher
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Potential Title

I got 99 problems, but measuring risk of 
reidentification of patients in public 
release documents when you don’t have 
access to data… ain’t one
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Disclaimer
The opinions expressed in this presentation and on the 
following slides are solely those of the presenter and not 
necessarily those of d-wise/Instem.  
d-wise/Instem do not guarantee the accuracy or reliability 
of the information provided herein.
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k-anonymity

k-anonymity is a property possessed by 
certain anonymized data. The concept of k-
anonymity was first introduced by Latanya 
Sweeney and Pierangela Samarati in a paper 
published in 1998.

A release of data is said to have the k-
anonymity property if the information for each 
person contained in the release cannot be 
distinguished from at least k - 1 individuals 
whose information also appear in the release.
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Quasi Identifiers
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k-anonymity Rules

k=11

A public sharing threshold of 0.09 indicates 
that a person’s information cannot be shared 
unless cannot be distinguished from at least 
10 other individuals within the same release.
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k-anonymity Rules

Age
• No Change
• 5 Year Age band
• 10 Year Age Band
• 15 Year Age Band
• 20 Year Age Band
• 25 Year Age Band
• 30 Year Age Band
• Child 10s 65+ Band
• Child Adult 65+ Band
• Drop

Country
• No Change
• Low Frequency 40
• Low Frequency 50
• Low Frequency 60
• Drop

Sex
• No Change
• Drop

100 Possible combinations



8

k-anonymity Rules
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Process
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Conference Meetings
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Health Canada Submission – No Data

16.2 Listings out of scope
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Python Script
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Mined Data - Notepad

Regular expression
Subjid Age/Sex/Race
“\d\d\d\d\d-\d\d\d \d\d/\w/\w”

Regular expression
Subjid
“\d\d\d\d\d-\d\d\d”
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Result

Rules
• Age – Numeric Band
• Race– Low frequency
• Sex – Keep
• Dates – Subject date offset

All patients on the trial were from a single country.  There were no mentions of ethnicity, height, weight or BMI.
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Mining issue Problems

• REGEX
• PDFs are not always what the look like
• Getting a complete dataset
• Setting a precedent
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Contact me

Cathal Gallagher
Delivery Lead, Transparency
C: (+44)7786.967.185
Cathal.Gallagher@d-wise.com

d-wise an Instem Company
www.d-wise.com

http://www.d-wise.com/

