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Agenda

• Introduction to Authentication and Authorization in Clinical Data 
Repository (CDR)

• Audit trail in CDR.
• Create a local drive mounts of CDR and Cloud for Data Exchange.
• Bring the logs in CDR. 
• Confirm audit records in CDR.
• Create traceability check and visualize.
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Authentication and Authorization in Clinical Data Repository

• Authentication
– Internal 
• Authentication mechanism controlled by application

– Active Directory 
• Authentication passed o AD

– Single Sign-on
• SAML



Copyr ight © SAS Inst i tute  Inc .  Al l  r ights  reserved.

Authentication and Authorization in Clinical Data Repository

• Authorization
– Groups – Collection of principals
– Roles – Privileges controls what 

actions user can perform in 
application

– Permissions – controls what objects 
user can access in application
• Current

• Default
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Audit trail in CDR

• Audit Trail – Tracks all editable actions
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Create a local drive mounts of CDR and Cloud for Data Exchange
Mounting CDR as local drive

• Using SAS Drive Map 
tool.
• Configure URL and 

credentials
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Azure – Mount Storage account as local drive

• An Azure service principal is an identity 
created for use with applications, hosted 
services, and automated tools to access 
Azure resources. 
– Access is restricted by the roles assigned to the 

service principal 

– For security reasons, it's always recommended to use 
service principals with automated tools rather than 
allowing them to log in with a user identity.

Reference: https://docs.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal

Create a local drive mounts of CDR and Cloud for Data Exchange

https://docs.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal
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Azure – Mount Storage account as local drive

• Setup using RClone - command line program to manage files on cloud storage (https://rclone.org/)
• Follow the instructions - https://rclone.org/azureblob/
• Configuration file for Rclone is located  - C:\Users\<userid>\AppData\Roaming\rclone

Create a local drive mounts of CDR and Cloud for Data Exchange

https://rclone.org/
https://rclone.org/azureblob/
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Mount Azure storage as drive

• Insert video

Create a local drive mounts of CDR and Cloud for Data Exchange
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Azure Audit Trail
• Audit Records

Create a local drive mounts of CDR and Cloud for Data Exchange
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AWS – Mount S3 as local drive

• Go to SSO website and login - https://<fedauth 
server>.com/adfs/ls/IdpInitiatedSignon.aspx

• For e.g. –
https://fedauth.sas.com/adfs/ls/IdpInitiatedSignon.aspx

• Reference you tube video –
https://www.youtube.com/watch?v=ACWRmFjG9V8

Create a local drive mounts of CDR and Cloud for Data Exchange

https://fedauth.sas.com/adfs/ls/IdpInitiatedSignon.aspx
https://fedauth.sas.com/adfs/ls/IdpInitiatedSignon.aspx
https://www.youtube.com/watch?v=ACWRmFjG9V8
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AWS – Mount S3 as local drive

• Setup using RClone - command line program to manage files on cloud storage (https://rclone.org/)
• Follow the instructions - https://rclone.org/s3/
• Configuration file for Rclone is located  - C:\Users\<userid>\AppData\Roaming\rclone

Create a local drive mounts of CDR and Cloud for Data Exchange

https://rclone.org/
https://rclone.org/s3/
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AWS – Mount S3 as local drive
Create a local drive mounts of CDR and Cloud for Data Exchange
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AWS Audit Trail

• Using IAM user to mount drive
– Obscured Audit Trail

• Using AD User to mount drive
– Concise Audit Trail

Create a local drive mounts of CDR and Cloud for Data Exchange.
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Bring the logs in CDR. 
Azure Storage account to CDR

• test

Reference:
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Bring the logs in CDR
AWS S3 To CDR

• Data Exchange between cloud storages using drive mounts
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Confirm Audit records in CDR
CDR Audit Records

• Audit Records
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Create Traceability check and visualize
Data Traceability across cloud Environments

• Combining Audit Data across Cloud Environment provides data traceability 
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Create Traceability check and visualize
Data Traceability across cloud Environments

• Combining Audit Data across Cloud Environment provides data traceability 
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sas.com

Questions
Contact: Ben.Bocchicchio@sas.com

& 
Pritesh.Desai@sas.com

Special thanks to Sandeep Juneja for the contribution to core work!
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