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Trends in Life Sciences

On Being and Becoming 
a Data Science Company

RWE Alliance Aims to Boost Policies 
and Practices Around 
Real-World Evidence

How Real World Data Are Changing
the Pharmaceutical Industry

Pfizer: Putting the Patient at the Center 
of its Drug Development Universe

UCB: Patient-Centricity Should Move 
a Business Forward

Janssen Works to Develop More 
Patient-Centric Method

Patient EngagementData Sciences
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Trends in Life Sciences Moving in Opposite Directions

Patient EngagementData Sciences
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Promise of Real World Data in Clinical Trials

Study Design
& Planning

Recruitment
& Screening

eSource
& Data Capture

Synthetic Arms
& Trials

Engagement
& Data Return
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Aggregated Deidentified Data vs Protected Health Information

HIPAA defines Protected Health Information to include:

1. Name
2. Region (smaller than a state)
3. Date
4. Phone #
5. Fax #
6. Email address
7. Social security #
8. Medical record #
9. Health insurance #
10. Account #
11. Certificate / license #

12. Vehicle identifiers
13. Device identifiers
14. Web URLs
15. IP address
16. Biometrics 

(finger, retinal, voice print)
17. Full face photo
18. Any other unique # or 

characteristic 
(other than a unique code)
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Permissions and Patient Data

Consent
Deidentify

Use cases for prospective clinical trials and research are 
uniquely positioned to leverage consent & permissions
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Data Deidentification: Technology vs Policy

Mid-1990’s Massachusetts Group Insurance Commission released 
anonymized hospital data for state employees for research purposes

MIT graduate student Latanya Sweeney spent $20 to buy the voter 
roles for the city of Cambridge, and combined these data sets to 

quickly reidentify Massachusetts Governor Weld’s health data

In 2000 Sweeney showed that 87% of Americans could be reidentified 
using only 3 bits of information (zip code, birth date, sex)
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Data Deidentification: Technology vs Policy

10.6% of Vermont hospital data can be reidentified using newspaper data

99.98% of Americans can be reidentified in any data set using 15 demographics

>94% of adults and >85% of children reidentified using activity data
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Data Deidentification: Technology vs Policy

Department of Health & Human Services (HHS) Office of Civil Rights (OCR) handles enforcement of HIPAA
Fines range from $100 to $50,000 per violation (varying based on willful neglect / effort to correct)

State Attorneys General can also issue HIPAA-related violations
Fines range from $100 to $25,000 per violation

Department of Justice handles criminal enforcement
Penalties span 1-10 years in jail (varying based on personal gain / malicious intent)

https://www.hipaajournal.com/what-are-the-penalties-for-hipaa-violations-7096/
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Learning from the Immortal Life of Henrietta Lacks

1951
Cervical Cells

2020
Personal Health Data

Available as a by-product of care

Retained without awareness

Positive impact on research

No transparency with the source

Available as a by-product of care

Retained without awareness

Positive impact on research

No transparency with the source
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Henrietta Lacks 2.0
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Blurred Lines Between Deidentified Data and PHI
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Opportunities for Use of Permissioned Health Data

Not all RWD use cases require high volumes of deidentified data
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Using Real World Data for Good Should be Celebrated
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Should Patients Be Able to Sell Their Health Data?
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Begin With Transparency and Permission

Transparency

Share openly when 
using my health data

Permission

Ask permission before
using my health data
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Health Data : Credit Data

Ability
to verify

Ability to “see” 
who has accessed

Data is
accessible

Ability to
“lock” access
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Begin With Transparency and Permission
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Permission and Sharing Data for Prospective Studies

Patient 

Portals

FHIR/EHR 

Connectivity

HIPAA Right 

of Access

Tokenization of

Aggregated Data
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Patients are the Ideal Aggregators of their Diverse Health Data

out of 
Electronic Health 
Records

Imaging/Diagnostic

Self-Reported Data

Self-Tracked Data
(Wearables/Sensors)

Molecular Profiles

Consumer Data

Environmental Data

Social Determinants

people with access to their 
health data will share their 
data to support research as 
long as privacy preferences 
are maintained
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Patients are the Ideal Aggregators of their Diverse Health Data
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How might we…

How might we use transparency and bilateral data sharing

to support participant retention and engagement strategies?
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Post-Study Deliverables to Participants

90% 93% 98%
of participants want 
to know the results 
of their clinical trials

of participants never 
learn study results from 
study staff or sponsor

of study staff support 
providing results to 

participants

PLoS Medicine 2008;5:714-720
British Medical Journal 2006; 332: 206-210
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Post-Study Deliverables to Participants

Multi-Regional Clinical Trial (MRCT) Center Return of Individual Results to Participants Recommendations, 2017
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Post-Study Deliverables to Participants
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Data Return to Participants: Attributes

Temporal

Interoperable

Study vs. Patient Portals

Global
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Industry Collaboration



Patients in full control of their 
PERSONAL HEALTH DATA 
will be a
KEY DRIVER
of the future of
medicine development.
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Transparency & Inclusion Are the Critical Enablers

Are the Critical Enablers for the Sustainable Future of Access 
to Real-World Data

Transparency 
and Inclusion



@craiglipset 32

Future Road Map

Lead with 
Transparency

Seek Bilateral Data 
Sharing with Patients

Prioritize 
Permissioned Data

Encourage Data-
Enabling Patients
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