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Agenda

• Background on Risk Modeling

• Background on Anonymization

• RLS’ Metrics Driven Data Utility Optimization (MD-DUO) Framework

• Key Takeaways
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“The difficult part of anonymization isn’t 
only mitigating the risk – it’s mitigating 
the risk while maximizing data utility”
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Risk Modeling: Qualitative vs. Quantitative Approaches

• QUALitative Risk Modeling 
• Where we’re at / we’ve come from…

• Anonymization Rules are typically…

• Developed identifier by identifier and 
independent from one another…

• QUANTitative Risk Modeling
• Where we’re going / need to be…

• Anonymization Rules are…

• Developed by combining all identifiers 
together…

Age Gender Weight BMI

Based on Opinions Based on Data

Age Gender Weight BMI
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Quantitative Risk Assessments1 help 
you generate all possible 
anonymization options across all
patients and all combinations of 
identifiers2

1 you also need the right [automation] tools/software
2 this is incredibly difficult (or time consuming) to do with a qualitative approach
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Quantitative Risk Modeling and Anonymization is About Grouping Individuals

[15] Unique Subjects
Individually Distinguishable 

AGE_35 YRS; 
SEX_female; 
GEO_Buffalo, NY

[4] Non-Unique Subject Groups*
Non-Distinguishable 

*one subject 
removedPROTECTED!

Group
Females 
Aged: 30-40 YRS
Geo: Redacted

Outliers
Only one male and only 
one individual aged 78
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The recipients of disclosures can help determine your ‘Group Size’…

Age

Gender

Weight

BMI

Groups are based 
on combinations of 

identifiers

• ‘Group Sizes’ and Risk Thresholds are inextricably linked…

Group Size = ‘Equivalence Class’ = 
The number of individuals in each group
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Anonymization helps reduces suppression of identifiers by grouping

Example: Age Transformation Options in Datasets 

5 YR, 10 YR, 20 YR, 40 YR and Suppress
Example: Transformed Age 
Values in Documents

Original 
Age

Transformed 
to Age Group

Original 
Values Transformation Options Suppress 40 YR Age Band Transformation Option
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1 2 3 4 5
Generate 
Possible 

Transformations

Risk of 
Reidentification 

(ROR)

Clinical Utility 
(CU)

Information Loss 
(IL) 

Optimal Approach 
Based on 
Tradeoffs

…across all QIs 

Transformations must  
meet the minimum risk 

threshold.

Transformations which 
allow for higher granularity 
are preferred over outright 

redaction/suppression.

…across all possible 
transformation 

scenarios 

The ROR metric is used 
to filter transformation 

scenarios that meet the 
risk threshold.

…for independent 
review of transformation 

options across QIs

Internal sponsor teams  
prioritize QIs and evaluate 
the clinical utility (CU) of 
anonymization. Clinical 

and Operational 
Complexity may also be 

taken into account.

…across all possible 
transformation 

scenarios 

IL metric was used to rank 
the different 

transformation scenarios 
in terms of data utility / 

data loss.

…using optimal ROR, IL, 
and CU tradeoffs

If new information is found 
that was previously 

missed, the process may 
be updated to incorporate 

new measurements if 
necessary.

RLS’ Metrics Driven Data Utility Optimization (MD-DUO) Framework…
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1. Generate All Possible Transformations Across all Quasi-Identifiers

Source/Input Data AGE Transformation Options 

ETHNICITY Transformation Options 

BMI Transformation Options 

COUNTRY 
Transformation Options 
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2a. Generate Transformation Options Based on Combinations of Identifiers

Identifier Level Transformation

Age 4 40 YR BANDS

Gender 0 RETAIN

Ethnicity 2 SUPPRESS

Weight 4 40 KG BANDS

BMI 4 SUPPRESS

Country 1 SUPPRESS

Identifier Level Transformation

Age 3 20 YR BANDS

Gender 0 RETAIN

Ethnicity 0 RETAIN

Weight 5 SUPPRESS

BMI 4 SUPPRESS

Country 0 RETAIN

Example 
Group 1

Example 
Group 2

All Combinations of Transformations (160+)

ANONYMOUS WARNING: NON-ANONYMOUS
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2b. Reduce Transformation Options to Only Anonymous Transformations

Note: Cannot retain original AGE values –
anonymous options require transformation 

All Combinations of Anonymous Transformations (39)
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3. Refine Anonymous Transformations Based on Clinical Utility (CU)

Why this can be helpful/necessary:
• Secondary research into Gender discrepancies

• Studying Elderly vs. Younger Subpopulations

All Combinations of Anonymous Transformations (5) that allow Age Transformation (vs 
Suppression) and Retaining Gender
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NOTE: Researchers often request rules with NON-ANONYMOUS groupings!

Options the requester might want/request…

ANONYMOUS Transformations (5) NON-ANONYMOUS Transformations (15)
The only options you can provide 
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4. Ranking Information Loss (Quantitatively)

Highest % = 
Higher IL

List View: 
Transformation Groups

• Apply Quantitative Data 
Utility models such as 
Information Loss (IL) 

• Shows how much 
information is lost per 
each Grouping

• Helps you select options 
that remove the least 
amount data

Lower % = 
Lower IL
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5. Making the Trade Off and Bringing it All Together

Identifier Level Transformation

Age 4 40 YR BANDS

Gender 1 SUPPRESS

Ethnicity 1 CAUCASIAN / NON-CAUCASIAN

Weight 5 SUPPRESS

BMI 4 20 UNIT BANDS

Country 1 SUPPRESS

1. Filter Transformation Levels 

2a. Select Desired Option 
Based on Clinical Utility

3. Generate Final Transformation Rules 

2b. Select Desired Option Considering 
Information Loss (IL)
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Summary Remarks and Key Takeaways

• Quantitative Risk Modeling is critical to generating anonymous transformation 
options that can meet data utility objectives 

• RLS’ Metrics Driven Data Utility Optimization (MD-DUO) Framework provides a 
structured, high efficiency way to incorporate quantitative methodologies

• The quantitative approaches can take subjectivity out of the equation and provide a 
definitive set of guidelines from which to base disclosures 

• Some important considerations…
• Vast majority of data sharing today uses the qualitative approach
• Quantitative risk assessments often demonstrate non-anonymous results when evaluating 

qualitative rules
• Data sharing agreements can give you a false sense of security and there is a tendency to reduce 

conservatism
• Qualitative approaches are not wrong but quantitative approaches underpinning anonymization 

efforts serves as a more robust, repeatable and defensible approach 
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