“Privacy is not something that
I’'m merely entitled to, it’s an
absolute prerequisite”

Marlon Brando
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Today, approximately 30% of the world’s data volume is being generated
by the healthcare industry.

By 2025, the compound annual growth rate of data for healthcare will
reach 36%. That’s 6% faster than manufacturing, 10% faster than financial
services, and 11% faster than media & entertainment.

https://www.rbccm.com/en/qib/healthcare/episode/the healthcare data explosion
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Number of clinical trials
conducted world-wide per year

600,713
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httos://www.who.int/observatories/qglobal-observatory-on-health-research-and-development/monitoring/number-of-trial-reqistrations-by-year-location-disease-and-phase-of-development

Confidential. Privacy Analytics Incorporated. 2021.




Confidential. Privacy Analytics Incorporated. 2021.




Without effective re-use of trial data, it’s clear that no
organization, no matter how large, has enough or the right data
across all the therapeutic areas that they work in. And ethically,
we owe it to the patients who donate their time and their data in
the trial process, to use that data to the fullest. ”

Aaron Mann

Senior Vice President
Data Science, Clinical Research Data Sharing Alliance
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Why use trial data for secondary purposes?

R&D, Advanced i
Analytics, Trial . Data Sharing . Transparency

Design
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“Privacy is not something that
I’'m merely entitled to, it’s an
absolute prerequisite”

Marlon Brando

_ Confidential. Privacy Analytics Incorporated. 2021.



Anonymization?
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Privacy Analytics, an IQVIA company

Guidance Regarding Methods for
De-identification of Protected Health
Information in Accordance with the Health
Insurance Portability and Accountability Act
(HIPAA) Privacy Rule

November 26, 2012

oratefuly the signitcant contriout
10 the cevelopment ofthis guicnce by Bracley Main, PhD,
{hough both organizing the 2010 workshop and syrthesiang the
concepts and perspecties nthe cocument tsefl. OCR dso
thanks the 2010 workshop panefsts fo generously providingtheir

xperise and recommendtions o the Degartmert

managing data
protection risk

2016

THE ANONYM ISATIa
DECISION-MAKING FRAMEWORK

Mark Elliot, Elaine Mackey
Kieron O’Hara and Caroline Tudor
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De-Identification Framework
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De-identification Guidelines
for Structured Data

June 2016

2018

pdpc

EUROTEAN MEDICINES AGENCY

xteral guidance on the implementation of the Luropoan
Wedicings Agency policy on the publication of cinica data
for medicial prodcts for human use.

2020

INTERNATIONAL




By the Numbers

9 of the top 10 global pharma Sets of clinical data Helped a global drug
companies listed on anonymized manufacturer deliver over
PharmExec’s Top 50 have 100 compliant studies in
trusted our services under 2 months
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Consulting Services Software
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Custom advisory services Anonymization as-a-service Anonymization licenses
» Expert advisory services * PIll and PHI anonymization » Eclipse modular platform
» Safe data strategies, programs * Clinical trial transparency « Add-ons (e.g., Linguamatics
« Training « Expert data opinions / reviews for unstructured data)
« Motivated Intruder Testing * Workbench for data sharing
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Privacy Analytics Eclipse — Trials Module

Transformation Results

Compliant Field Details for: quas

o orms < crtn | ommtn | 3o |

n CMSTDTC Aomamuanee Shiftin
S Quasiidentifier 9

0.00%

Acquaintance
cm CMENDTC Y Shifting

Quasi-Identifier 0.00%
Acquaintance Shifting

cm CMENTPT
Quasi-ldentifier 0.00%

Report: Comprehe

Acquaintance

Project and Results JSON ae AESCONG None
/ \ Quasi-ldentifier 0.00%
Acquaintance
N
s Quasi-Identifier one 0.00%
Tranefoarmatio CSOTMM 4
lransformation: SDTM ™ Pl Gy None
0.00%
C i Grotin
..-h]fll g Group Acquaintance
- pTC Shifting
Quasidentifier 0.00%
S(lﬁc‘ Typc bTC Acqualmance Sh\llmg
Quasiidentifier 0.00%
“»\ ; l“' o “\“L TPT Acquaintance Sh\flmg
Quasiidentifier 0.00%

PHUSE Properties
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Evidence-Based Statistical Anonymization

Data Risk Context Risk Overall Risk

»
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Breach
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Key Eclipse Trial Features

Project Summary EMR- Oncology - 4/8/2021 @ 12:26:00

v' PHUSE date shifting

v Format-preserving encryption

) 2 g
v’ Autoclassification for standardized data o . . 100.000008%
such as SDTM / AdAM, with native
support for key-value pairs
DATA RELEASE CONTEXT THRESHOLD
v Consistent Pseudonymization . . coes
RECIPIENT TRUST PRIVACY & SECURITY INVASION OF PRIVACY
v Native support for many data sources e e 3
(SAS files, Parquet files, Oracle DB, etc.)
v" Enterprise-grade security e el g SO
e e RunTime 0:01:08
et Report Generated On Oct 28, 2021 1:20:51 AMUTC
v Rich reports for auditable proof of the " | Report Genrat
anonymization process
1cology - 4/8/2021 @ 12:26:00 | Oct 28, 2021 1:20 AM UTC [10f20]
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Demo Recording
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Take-aways

O
®
®

Reusing structured trial data can drive value to
businesses and society

Value is maximized through the richest
possible data while protecting privacy

Eclipse Trials: Fast, Safe, Scalable
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Thomasin Element

Head of Software Implementations and Software
Customer Success at Privacy Analytics

telement@privacy-analytics.com
privacy-analytics.com
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