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Ensuring Distributed Data custody on Cloud Platforms
Use-case(s)

* Data stored in one cloud solution needs to be merged with data stored in
another cloud solution

* Analyses completed in one cloud solution needs to be posted to another
cloud solution

* Audit Trails tracking data exchange between cloud solutions are required
to maintain chain of custody
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Ensuring Distributed Data custody on Cloud Platforms
Introduction

* Governance is the oversight role and process by which companies manage
and mitigate business risk

* Compliance ensures that an organization has the process and internal
controls to meet the requirements imposed by governance body

e Data Custody

Authentication
Authorization ( Permissions )
Audit Trail
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Ensuring Distributed Data custody on Cloud Platforms
AWS - Authentication
? A

1AM

* AWS Identity and Access Management (IAM)

Allows to centrally manage users, security credentials 'dent-ﬂes " Pe;'jj;fj”“fw
such as access keys, and permissions that control which
resources Users can access A F& @D

* Federated sign-in through AD and ADFS

streamline identity management by sourcing and
managing all your user identities from Active Directory

Reference:
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https://aws.amazon.com/blogs/security/aws-federated-authentication-with-active-directory-federation-services-ad-fs/

Ensuring Distributed Data custody on Cloud Platforms
AWS - Authorization

* S3 evaluates the policies in 3
context to authorize or deny
request

User context —access policies attached
to user

Bucket context - access policies owned
by the bucket owner

Object context - access policies owned
by the Object owner Reference :
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https://shunliz.gitbooks.io/aws-certificate-notes/content/s3/s3-permissions-overview.html

Ensuring Distributed Data custody on Cloud Platforms
AWS - Audit Trail

* Server Access Logging

managed service that records access
attempts made against objects in your
bucket

S3 Log Bucket

B . Use Athena query editor for
Server Access logs

Reference:
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-s3-access-logs-to-identify-requests.html

Ensuring Distributed Data custody on Cloud Platforms
AWS - Audit Trail

* Object Level Logging
central auditing and logging in CloudTrail

Ability to control what buckets, prefixes,
and objects will be audited, and what
types of actions to audit.

CloudTrail Process Flow u.2

., Optional — Optional - Optional -
Encrypt :> Notifications -~ Enable
for log log files of new log ~—— log file
Create a storage with KMS files S’ yalidation
Trail

Trail created

b

Optional > Optmnal Configure Optional - Deliver )

Add Event Selectors CloudTraif logs to POSt.creat'.on

Any required (Ma,,ageme nt/ CloudWatch for configuration
tags Data) monitoring

It’s recommended to use AWS CloudTrail data events instead of Amazon S3 access logs. CloudTrail data events
contain more information Q.Sas
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Ensuring Distributed Data custody on Cloud Platforms

AWS — Mount S3 as local drive

* Go to SSO website and login - https://<fedauth
server>.com/adfs/Is/IdplInitiatedSignon.aspx

* Fore.g.

* Reference you tube video —

E¥ Windows PowerShell

PS C:\Users\sajune\Downloads> aws sts assume-role-with-saml

arn:aws:iam: :617292774228:role/sandbox
arn:aws:iam: :617292774228:saml-provider/SASADFS |

3600

"Credentials”: {

"AccessKeyId":
"SecretAccessKe
"SessionToke
"Expiration

TIAY70MEHNKDGDUCIPE",
XgDgEK22+ADKAX14ZYYqalLiEZOf76wrUIv2cAyl”,
IQoJb33pZ21uX2VIEBIaCXVzLWVhc3QtMSIIMEYCIQDIWVBRgXb+H105iuPGB2v125+d4
2021-08-15T702:18:00+00:00

"

medRoleId":
"arn:aws:sts::

"AROAY7OMEHNKKXPZDROA3 : Sandeep . Juneja@SAS.com”,
:assumed-role/sandbox/Sandeep. Juneja@SAS. com”
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SAMLResponse: J1 IE1EPSIFZIE! 'y 175
IE1zc3) udD@iMjAy [joyNC43MjFali j0iaHROCHM6!
@vC2FtbCIg029uc 3 i GViall

b2FzaXM6bmFtZXM6dGMEUBFNTDoyL jA6cHIvdGIjb2wiPjx] c3N1ZXIgeG1sbnMIInVybjpvYXNpczpu'
Rpb24i i 52YXMuY29tL2FkZnMvc2Vydml jZXMvdHI1c3Q8L01zc3V1cja8c2|
(dXNDb2R1IFZhbHV1PSI1cma6b2F t Y2N1c3MiIC8+
1vbiBIRDOiXzFjYWUZOWUSLT1mMDgtNDFhMS1hOTdhLTE3YTJ] |
voiIFZ1cnNpb2491jIuMCIgeGlsbnM9InVyb]jpvYXNpczpuYWllczp@YzpTQUIMOFIuMDphc3N1cnRpl

NTDoyL j:



https://fedauth.sas.com/adfs/ls/IdpInitiatedSignon.aspx
https://fedauth.sas.com/adfs/ls/IdpInitiatedSignon.aspx
https://www.youtube.com/watch?v=ACWRmFjG9V8

Ensuring Distributed Data custody on Cloud Platforms
AWS — Mount S3 as local drive

* Setup using RClone - command line program to manage files on cloud storage (
* Follow the instructions -
» Configuration file for Rclone is located - C:\Users\<userid>\AppData\Roaming\rclone

ans], rclone.conf x

ype = s3

provider = AWS

access_key_id = ASIAY7OMEHNKMQWMVRSV

secret_access_key = qd5gvVCq6pYv8dWEntQmXywo [aws] e

session_token = IQoJb3JpZ2luX2VjEBEaCXVzLWV| type.= 53

dWByK+3j8/KRBEUDIN+AX1ZC20MI8KUYCCDOQAhOMNIE provider = AWS

WmWQn5zd5G85LANAIXIULE/XxXpKB8XCNrIMVRwW]jqt+Di access_key_id = ASIAY7OMEHNKMQWMVRSV
KVFcvBIZzznKOKF5ZYv7Cg2ufezQDEg58jKenQ/raL jz! secret_access_key = qdSgVCq6pYvBdWEntQmXywo/oqorbBAIDQpc/Isg
2Eeov0Y06aJg7ddOVsquidZyf/rYazsXMKT3jfnK3s3i session_token = IQoJb3JpZ21luX2VjEBEaCXVzLWVhc3QtMSIIMEYCIQCjS2m

WZ5ERSheaGt30SW88xrWk8Mj7ZRDKkjDZz+GIBjqiAX8
wW1l+RbeEEc9zKEqQlif3Hnmsqe jMLFDVEQUB/mj515G
+UmcBHas8BHFwhlqcg==

y) Yes this is OK (default)

e) Edit this remote

d) Delete this remote o o E
y/e/d> | Computer is 110e704 aws (S) > hisdata folder1

rganize

B39 athena.csv

.\rclone.exe mount aws: s:
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https://rclone.org/
https://rclone.org/s3/

Ensuring Distributed Data custody on Cloud Platforms
AWS Audit Trail

* Using IAM user to mount drive * Using AD User to mount drive
Obscured Audit Trail Concise Audit Trail
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Ensuring Distributed Data custody on Cloud Platforms
Azure Authorization

 Storage account access key

Access key used to access data from the
Storage Account

* Azure AD Account

Users have identities in a centralized
ldentity and Access Management system
and use their own identity to access the
data in the Storage Account

hence accurate audit trail can be captured

Reference:

container

1 Overview

aM Access Control (IAM)

Settings
Access policy
Properties

O Metadata

#" Editor (preview)

container

1 Overview
M Access Control (IAM)
Settings
Access policy
Properties
O Metadata

# Editor (preview)

«

T Upload O Refresh n Change access level

Authentication method:|Access
Location: container

NAME MODIFIED

testfile.txt 2/28/2019, 3:48:15 PM

T Upload O Refresh n Change acces:

Authentication method: |Azure AD User Acco
Location: container

NAME MODIFIED

testfile.txt 2/28/2019, 3:47:05 PM
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ACCESSTIER  BLOB TYPE SIZE

Hot (Inferr... Block blob 125 B

ACCESSTIER  BLOB TYPE SIZE

Hot (Inferr... Block blob  125B

LEASE STATE

Available ...

LEASE STATE

Available ...



https://docs.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal

Ensuring Distributed Data custody on Cloud Platforms
Azure Authorization

* Azure Storage (Data Lake Storage Gen2) supports the following authorization
mechanisms

e Shared Key authorization « Shared access signature (SAS) authorization

* Role-based access control (Azure RBAC) e Access control lists (ACL)

How permissions are evaluated - During security principal-
based authorization, permissions are evaluated in the e
following order. Lty T“

1. Role Assignments

C
Yes
2. ACLs l
ACL
Operation Has the required No Access denied
- permission? -
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Ensuring Distributed Data custody on Cloud Platforms
Azure Audit Trail

* Azure Monitor Logs - consolidates logs and metrics from multiple services and other data sources

create a Diagnostic setting to collect platform metrics, activity log, and resource logs into a
in Azure Monitor.

Diagnostic setting

Storage account Event hub Log Analytics workspace

logworkspace

ne ®e 2 &

*  Log Analytics allows you perform advanced
analysis of log data using a fully featured query
language

Reference: h : Gsas

Copyright SAS Institute Inc. All rights reserved.

used to configure streaming export of platform logs and metrics for a res e to the de: of your choice. You may create up to five different diac


https://docs.microsoft.com/en-us/azure/azure-monitor/essentials/monitor-azure-resource

Ensuring Distributed Data custody on Cloud Platforms
Azure — Mount Storage account as local drive

== |saf service = -
Il'

* An Azure service principal is an identity =
created for use with applications, hosted _ ot o ol v e ek Mt ety o
services, and automated tools to access ' Itegrston asistant
Azure resources. Manage

B Branding

Access is restricted by the roles assigned to the
service principal

D Authentication

For security reasons, it's always recommended to use
service principals with automated tools rather than
allowing them to log in with a user identity.

azure.json X rclone.conf

{
"appId": "3es

"password": "vedeg
"tenant": ¢

3
J

Reference:
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https://docs.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal

Ensuring Distributed Data custody on Cloud Platforms
Azure — Mount Storage account as local drive

* Setup using RClone - command line program to manage files on cloud storage ( )
* Follow the instructions -
» Configuration file for Rclone is located - C:\Users\<userid>\AppData\Roaming\rclone

azure.json b4 rclone.conf

[azure] {
type = azureblob . T~
yp "appId":
account = lsafadls2 m B
| service_principal_file = C:\Users\sajune\AppData\Roaming\rclone\azure. json "P gy
=1 S tenant™:
w y) Yes this is OK (default) =
B e) Edit this remote ]
@ d) Delete this remote
- - <« 37 I s -file- 1 A
PS C:\Users\sajune\Downloads\rclone-v1.56.0-windows-amdé4\rclone-v1.56.0-windows-amd64> .\rclone.exe lsd azure: /T\ azure (B) v temp fl|& |0C3tl0n ’ ADSL—tESt
-1 2021-08-11 09:43:29 -1 $root
-1 2021-01-22 ©8:15:04 -1 emptyl
-1 2021-08-02 16:54:35 -1 sas-test A I"Jarl‘l&
-1 2021-07-13 13:19:20 -1 temp-file-location
-1 2021-02-28 20:05:08 -1 test3
PS C:\Users\sajune\Downloads\rclone-v1.56.0-windows—-amd64\rclone-v1.56.0-windows-amd64> .\rclone.exe mount azure: b: tESt fi'E tXt

The service rclone has been started.
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https://rclone.org/
https://rclone.org/azureblob/

Ensuring Distributed Data custody on Cloud Platforms
Azure Audit Trail

* Audit Records

w= New Query 1*

»

19] |14 pUB WY IS

Isafadls2
3

Results
Completed
8/17/2021

8/17/2021

8/17/2021,

8/17/2021

8/17/2021

8/17/2021,

8/17/2021

8/17/2021

8/17/2021,

8/17/2021,

TR e o Setinquery

StorageBloblogs
where TimeGenerated > ago(6h)

CallerlpAddress
Correlationid
SchemaVersion
OperationVersion
AuthenticationHash
RequesterObjectld
RequesterTenantld
RequesterAppld
RequesterAudience
RequesterTokenlssuer
RequesterUpn
UserAgentHeader
ReferrerHeader

ClientRequestid

https://Isafadls2.blob.core.windows.net:443/temp-file-location/readme.txt
149.173.8.108:18554

072898b3-e01e-008a-57b4-93bb4f000000

1.0

2020-08-04
DB27F71C18B5945C48E8BE7B1CD2CC668986E77013F47B206F349911E75F45DE
7f884736-46f6-46da-b8db-c2078bd7e3b8
b1c14d5c-3625-45b3-a430-9552373a0c2f
691458b9-1327-4635-9f55-ed83a7f1b41c

hnps://storage.azure.(om/
https://sts.windows.net/b1c14d5¢-3625-45b3-a430-9552373a0c2f/
Sandeep.Juneja@SAS.com

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
https://portal.azure.com/

9a06d0ab-ef90-4286-8a09-3f1a5a8110c2

CallerlpAddress
Correlationid
SchemaVersion
OperationVersion
AuthenticationHash
RequesterObjectid
RequesterTenantld
RequesterAppld
RequesterAudience
RequesterTokenlssuer

UserAaentHeader

https://Isafadls2.blob.core.windows.net:443/temp-file-location/readme.txt?timeout=31536001

149.173.8.108:44567

592fc727-801e-008c-0eb6-9388f0000000

1.0

2019-12-12

2921E5177CBCY9A395EECE063879F4E892183AF0741083918ACE036C8B7917679
1854a4d8-cc19-41ec-9844-2e6f133¢245c¢
b1c14d5c-3625-45b3-a430-9552373a0c2f
342fafc7-ac06-448d-982b-62488b68c794

https://storage.azure.com/

https://sts.windows.net/b1c14d5¢c-3625-45b3-a430-9552373a0c2f/

rclone/v1.56.0
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Ensuring Distributed Data custody on Cloud Platforms
SAS Life Science Analytics Framework (LSAF) Authentication

SYSTEM ACCESS
o Authent|cat|on ast login Aug 19, 2021, 9:08 AM GMT-04:00
| nte rnal Authentication type Single Sign-on
Internal
Authentication mechanism controlled by application S ED-NdERINICE:S Single Sign-on

VSP AD Account

Active Directory

Authentication passed o AD SYSTEMACCESS
Single Sign-on Last login Aug 19, 2021, 9:24 AM GMT-04:00
SAML

Authentication type Single Sign-on

Single sign-on identifier: * Sandeep.Juneja@SAS.com
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Ensuring Distributed Data custody on Cloud Platforms
SAS Life Science Analytics Framework (LSAF) Authorization

Context

Details

e Authorization

Groups Name

Admin

Groups — Collection of principals Roles

Shared Folder

CRO

Roles — Privileges controls what SE———
actions user can perform in Users
application

Il Study001 =] Clinical Development x

Permissions — controls what objects [

user can access in application -
Current S rame

Admin N
Shared Folder Permissions @
CustomerPreview

Default

Users or Groups

Users Privilege
& Owner
Administer Pro

i Members

## SASAdmin (Business Unit)
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Ensuring Distributed Data custody on Cloud Platforms

SAS Life Science Analytics Framework (LSAF) Audit Trail
» Audit Trail — Tracks all editable actions

Object Location Action Acted On By (Display Na... Date Acted On
QUERY PARAMETERS
sajune2 Juneja
(any object)
Nar

p Juneja

Juneja

Juneja

andeep Juneja

sajune2 (Sandeep Juneja

leep Juneja

Attribute

E

B Find
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Ensuring Distributed Data custody on Cloud Platforms
Mounting SAS Life Science Analytics Framework (LSAF) as local drive

* Using SAS Drug
Volume name: |Isafdemol
D eve | O p m e nt D e S kto p Full URL:  https://lsafdemo.ondemand.sas.com/lsaf/webdav frepo
C O n n e Ct Server Folder: /lsaf/webdavirepo

e Configure URL and
credentials

https:/lsafdemo.ondemand.sas.c...

P Advanced Options

is 110e704 > Isafdemo (\\SDDDC) (D:) » Users »
= Name

athena.csv

&
&

athena2.csv

| readme.txt
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Ensuring Distributed Data custody on Cloud Platforms

AWS S3 To LSAF Repository
e Data Exchange between cloud storages using drive mounts

v] ~ | sajune2

Share View
41 New item ~

T | Easy access
Copy Delete Rename New

to 0 v folder
Clipboard

=

Pin to Quick Copy Paste
Organize

17 New item
Delete Rename
access
> Computeris 10704 > aws (S:) > hisdata > folderl

v

Clipboard Organize

3 v 4 > Computeris [10e704 > Isafdemo (\\SDDDC) (D:) > Users
Name )
l,‘.l] athena.csv

> sajune
s Quick access

A
Name

Desktop

I:!_j athena.csv
m athena2.csv
4 Downloads

% Documents

| Pictures

temp

@, OneDrive - SAS
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Ensuring Distributed Data custody on Cloud Platforms
Azure Storage account to LSAF Repository

| | = S < | sajune2

d]

Cut " New item v
‘ , T TR 5 D Copy path T | Easy access ¥
Pin to Quick Copy e . - ove Copy Delete Rename  New | pjntg Quick Copy Paste love Copy Delete Rename New
access 0 hd folder access "| Paste shortcut 0 to - folder

Clipboard Organize Ne Clipboard Organize New

1) <« azure (B:) > temp-file-location > ADSL test v 4 > Computeris 110704 > Isafdemo (\\SDDDC) (D:) > Users > sajune2

A
logs Lo

Name jajfiles & Name
| test filetxt pgp £33 athena.csv

@, OneDrive - SAS £33 athena.csv
Personal s e

logs
Profiles for 110e704

Microsoft Teams Chat Files
Office Lens

Microsoft Teams Chat Files

Recordings
Office Lens

SAS
Personal

3 Computer is 110e704 Profiles for 110e704
J 3D Objects Recordings
. amd (sso.vsp.sas.com) SAS
Desktop

= Documents

[ Computer is 1106704
3D Objects
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Ensuring Distributed Data custody on Cloud Platforms
LSAF Audit Records

e Audit Records

Object Name Location Action Acted On By (Display Na... Date Acted On
| User Folder sajune2 /Users File added sajune2 (Sandeep Juneja S Aug 17, 2021, 6:20:00 PM
User Folder sajune2 /Users File added sajune2 (Sandeep Juneja S Aug 17, 2021, 5:03:33 PM
anyiobiec User Folder sajune2 /Users File added sajune2 (Sandeep Juneja S Aug 17, 2021, 2:51:24 PM
Name: User Folder sajune2 /Users File added sajune2 (Sandeep Juneja S Aug 14, 2021, 9:12:54 PM
User Folder sajune2 /Users File added sajune2 (Sandeep Juneja S Aug 14, 2021, 9:07:13 PM
User Folder sajune2 /Users File added sajune2 (Sandeep Juneja S Aug 14, 2021, 6:27:25 PM
User Folder sajune2 /Users File added sajune2 (Sandeep Juneja S 3 Aug 14, 2021, 6:25:04 PM
Action
File added
on by
sajune2 (Sandeep Juneja SAML)
Mode
(any mode)
From:
Jul 19, 2021, 12:00:00 AM ; Attribute To
To File readme.txt

Aug 19, 2021, 11:59:59 PM
B Find O Reset

Copyright © SAS Institute Inc. All rights reserved.




Ensuring Distributed Data custody on Cloud Platforms
Data Traceability across cloud Environments

* Combining Audit Data across Cloud Environment provides data traceability

4 userAgent & source & action & userid 4 sourceLocation 4 sourceName

[rclone/v1.56.0] AWS GetObject AROAY7OMEHNKKXPZDROA3:Sandeep.Juneja@SAS.com (AssumedRole) hisdata.s3.us-east-1.amazonaws.com athena2.csv
[rclone/v1.56.0] AWS GetObject AROAY7OMEHNKKXPZDROA3:Sandeep.Juneja@SAS.com (AssumedRole) hisdata.s3.us-east-1.amazonaws.com athena2.csv
[rclone/v1.56.0] AWS GetObject AROAY7OMEHNKKXPZDROA3:Sandeep.Juneja@SAS.com (AssumedRole) hisdata.s3.us-east-1.amazonaws.com athena2.csv
[rclone/v1.56.0] AWS GetObject AROAY7OMEHNKKXPZDROA3:Sandeep.Juneja@SAS.com (AssumedRole) hisdata.s3.us-east-1.amazonaws.com athena2.csv
AzCopy/10.11.0 Azure- Azure GetBlob Sandeep.Juneja@SAS.com https://Isafadis2.blob.core.window 000000.log
rclone/v1.56.0 Azure GetBlob 342fafc7-ac06-448d-982b- https://Isafadis2.blob.core.window 000000.log
rclone/v1.56.0 Azure GetBlob 342fafc7-ac06-448d-982b- https://lsafadis2.blob.core.window 000000.log
Mozilla/5.0 (Windows Azure PutBlob Sandeep.Juneja@SAS.com https://lsafadis2.blob.core.window test_file.txt
Mozilla/5.0 (Windows Azure PutBlob Sandeep.Juneja@SAS.com https://Isafadis2.blob.core.window readme.txt
rclone/v1.56.0 Azure GetBlob 342fafc7-ac06-448d-982b- https://lsafadis2.blob.core.window readme.txt
rclone/v1.56.0 Azure GetBlob 342fafc7-ac06-448d-982b- https://Isafadis2.blob.core.window readme.txt
rclone/v1.56.0 Azure GetBlob 342fafc7-ac06-448d-982b- https://lsafadis2.blob.core.window readme.txt
rclone/v1.56.0 Azure GetBlob 342fafc7-ac06-448d-982b- https://isafadis2.blob.core.window readme.txt
rclone/iv1.56.0 Azure GetBlob 342fafc7-ac06-448d-982b- https://lsafadis2.blob.core.window readme.txt
created sajune (Sandeep.Juneja@SAS.com) Users/sajune athena.csv
created sajune (Sandeep.Juneja@SAS.com) /Users/sajune athena2.csv

created sajune (Sandeep.Juneja@SAS.com) /Users/sajune readme.txt
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Ensuring Distributed Data custody on Cloud Platforms
Data Traceability across cloud Environments

* Combining Audit Data across Cloud Environment provides data traceability
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Questions
Contact: Sandeep.Juneja@sas.com

Sas.com

6Sas
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