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Disclaimer

The opinions expressed in this presentation and on the
following slides are solely those of the presenter and not
necessarily those of d-wise/Instem.

d-wise/Instem do not guarantee the accuracy or reliability
of the information provided herein.



k-anonymity

k-anonymity is a property possessed by
certain anonymized data. The concept of k-
anonymity was first introduced by Latanya
Sweeney and Pierangela Samarati in a paper
published in 1998.

A release of data is said to have the k-
anonymity property if the information for each
person contained in the release cannot be
distinguished from at least k - 1 individuals
whose information also appear in the release.

Race Rirth Gender 1P Prohlem
t1|Black 1965 m 0214* |short breath
t2{Black 1965 m 0214* (chest pain
t3|black 1905 I UII53%  [hypertension
t4|Black 1065 f 0213* |hypertension
t>(Black 190= I V15" [obesity

Black f chest pain

t7|White 1064 m 0213* |chest pain

t8| White 1064 m 0213* |obesity

tOIWhite 1064 m 0213* [short breath
t10|White 1067 m 0213* |chestpain

White

chest pain




Quasi Identifiers

1 oMM

Height Weight Country
e White e Hispanic e 174
o Black e Non-Hispanic e 199
e Asian e 27.2
e Pacific Islander ¢ B2
BMI

Race Ethnicity
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k-anonymity Rules

k=11

A public sharing threshold of 0.09 indicates

that a person’s information cannot be shared
unless cannot be distinguished from at least
10 other individuals within the same release.

What is you Population Size?

Population to Consider

» Given Clinical Trial

All Similar Sponsor Clinical Trials

—| All Similar Clinical Trials

TA/Indication Population




k-anonymity Rules

Age

* No Change

* 5Year Age band

« 10 Year Age Band

« 15 Year Age Band

« 20 Year Age Band

« 25 Year Age Band

« 30 Year Age Band

« Child 10s 65+ Band
« Child Adult 65+ Band
 Drop

Country

* No Change
 Low Frequency 40
 Low Frequency 50
 Low Frequency 60
 Drop

Sex
* No Change
 Drop

100 Possible combinations



Single Dimension Rule Selection

Numeric Band (Adult Child 65+) Low Frequency No change 011 516

Numeric Band (10 Integer Band) Drop Drop .019 .259 0 Ru IeS

Numeric Band (15 Integer Band) Drop Drop 019 222 0 ° Age - 1 0 year age band

Drop Low Frequency Drop 019 125 0 (] COU ntry — Drop

Numeric Band (30 Integer Band) Drop Drop 019 111 0 ° SeX —_ NO Change

Numeric Band (20 Integer Band) Low Frequency ... No change 021 664 0

Drop Low Frequency Drop 024 .188 0 Rl Sk

Numeric Band (5 integer Band) Drop Drop 026 296 0 .

Numeric Band (25 Integer Band) Drop Drop 3 0 O 038 . .

| e : _ * 26 Patients with the same

Numeric Band (Age Child 10s 65.. Drop Drop 026 074 0 . .

characteristics

Drop No change Drop .030 250

(1]
(=]

Numeric Band (15 Integer B

)

nd) Drop No change 038 639

W
[
(0]
-]

Numeric B:

[}

nd (30 Integer Band) Drop No change .038

Numeric Band (10 Integer Band) Low Frequency Drop .040 322

Numeric Band (15 Integer Band) Low Frequency Drop 040 285 0

)

Numeric Band (30 Integer Band) Low Frequency Drop .040 174
Drop Low Frequency No change .048 .542 0

Drop Low Frequency No change 053 604
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Rules applied in Excel Dataset
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4 1195 FRA M 44 40 M40 90

5 1178 ITA M 45 40 M40 90

6 1145 CAN M 43 40 M40 90

7 1902 FRA M 47 40 M40 90
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9 1057 SWE M 45 40 M40 90
10 1808 SWE M 41 40 M40 90
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Multi Dimension Rule Selection - Primary
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Rules
= « Age — 5Year age band
B « Country — No change

« Sex — No change

Covers 509 out of 1001 patients




Multi Dimension Rule Selection - Secondary

©
w

(30 Integer Band)
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590 30 Rules

- Age - 5year age band
Country — drop

- » Sex — No change

Covers 473 out of 1001 patients




Multi Dimension Rule Selection — Final Dimension

Rules

- Age - Drop Covers 19 out of 1001 patients
« Country — Drop

« Sex — Drop

Summary

Primary Rules Secondary Rules Final Rules Single Dimension Rules
Age - Gyearageband < Age - Syearageband - Age - DiGH Age — 10 year age band
Country — No change « Country — Drop « Country — Drop Country — Drop
Sex — No change « Sex — No change « Sex - Sex — No change
Covers 509  Covers 473 « Covers 19 Covers 1001

Overall Max Risk 0.09. 11 Patients



Multi Dimensional Rules applied in Excel Dataset
Primary Rules
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Multi Dimensional Problems

« Referential integrity

» False negatives in Docs

« Tracking in General

* Description in Anonymisation reports

« QC




Conclusion

Multidimensional models will usually produce higher quality results and will always produce which are at least

as good as a single dimensional model from a data utility perspective. E.g. less redactions in the overall
dataset and less perturbations.

However, multidimensional models can be difficult to understand and even more difficult to track through
multiple tables or even through documents.
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