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Why Patient Privacy is important?
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Ø To protect individual control 

over their personal health 

information

Ø To protect from Identity theft

Ø To protect from data breach

Ø To protect Patient information 

by keeping it safe and 

confidential
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Unlike CSR (clinical study report) result disclosure, 
data disclosure has the high risk for patient privacy
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HIPAA rules require healthcare organizations to adopt
processes and procedures to ensure the highest
degree of patient confidentiality
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How do we ensure to protect patient 
privacy?

By implementing data de-identification process with 

metadata approach using SAS®
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Process Flow:

Global
Metadata

Local 
Metadata

Review
action item

Process action item 
for each elementOutputCompare de-identified

data with actual data
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Sample Metadata:
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Classification of Elements:

ØDirect

ØIndirect

ØOutlier

ØFree text

Element
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ØNone

ØMerge

ØGroup

ØDate

ØMissing

ØDrop

Action 
Item

Classification of Action item for each 
element:



www.vitadatasciences.com               3/13/20 12

Output?

SITEID INVID INVNAME USUBJID AGE AESTDTC AEENDTC AETERM AEDECOD
2125 1254 James ABCD_2343 65 18Dec2019 19Dec2019 Stomach ache Abdominal pain upper
2125 1254 James ABCD_2344 78 13Dec2019 15Dec2019 Worsening of headache Headache
2125 1254 James ABCD_2345 84 08Dec2019 08Dec2019 Right eye pain Eye pain
4254 1651 Samuel ABCD_2346 91 09Dec2019 28Dec2019 Common cold  Nasopharyngitis
4254 1651 Samuel ABCD_2347 55 04Dec2019 Fever Pyrexia
4254 1651 Samuel ABCD_2348 95 15Nov2019 08Dec2019 Knee pain Arthralgia

SITEID INVID INVNAME USUBJID AGEGRP AESTDTC AEENDTC AETERM AEDECOD
1011 412 ABCD_51285 <90 17Mar2020 18Mar2020 Abdominal pain upper
1011 412 ABCD_62289 <90 12Mar2020 14Mar2020 Headache
1011 412 ABCD_73590 <90 07Mar2020 07Mar2020 Eye pain
1114 515 ABCD_84615 >=90 08Mar2020 27Mar2020  Nasopharyngitis
1114 515 ABCD_98845 <90 03Mar2020 Pyrexia
1114 515 ABCD_99586 >=90 13Feb2020 07Mar2020 Arthralgia

Before:

After:

Site, Investigator and Subject identifiers are re-assigned with random values

Age values have been categorized per HIPAA guidelines

Onset of 3 months applied AETERM set to missing
AEDECOD is retained
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What does guideline say?

HIPAA

Expert 
Determination

Safe Harbor

Two methods to achieve data de-identification in accordance with the HIPAA Privacy Rule: 
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The following 18 identifiers of the individual or of relatives, 
employers, or household members of the individual, are 
removed:
Ø Names
Ø All geographic information
Ø All elements of dates
Ø Telephone numbers
Ø Vehicle identifiers and serial numbers, including license plate 

numbers
Ø Fax numbers
Ø Device identifiers and serial numbers
Ø Email addresses
Ø Web Universal Resource Locators (URLs)
Ø Social security numbers
Ø Internet Protocol (IP) addresses
Ø Medical record numbers
Ø Biometric identifiers, including finger and voice prints
Ø Health plan beneficiary numbers
Ø Full-face photographs and any comparable images
Ø Account numbers
Ø Any other unique identifying number, characteristic, or code
Ø Certificate/license numbers
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Important points to be considered:

Genetic 
data

Geographic 
Information 

Comments 

Extreme 
Values 

Identifiers 

Dictionary 
Coded terms

Operational 
Variable
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Challenges:

Legacy data

Data in 
Non-

standard 
format

To deal with:
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Data de-identification vs Data 
Anonymization?
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Conclusion:

Ø Protection of patient privacy is equally important as
patient safety in clinical trials. Hence, implementing
efficient steps while adhering to the applicable
guidelines is important before sharing the trial data.

Ø Process discussed here is one of the multiple ways
to de-identify the data in order to protect patient
personally identifiable information.
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