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Identify source data, specifications, formats

Pre-process study datasets to create standard input data (special care when dealing with non-
CDISC datasets):
+ensure each variable name has unique data type,

+remove SAS formats,

+convert d numeric variables to ct

+convert numeric dates to character IS0 variables

+ replace noj dard values with lled inology values.

Use Phuse De-ID SDTM dard (spreadsheet) to cross-check all variabl

Bringing

the document

to life

Find date variables
Find demog variables based on standard values

Find free-entry (comments) variables

Find values (sex, age, race, dates) within result ("STRESC"STRESN), free-entry fields,
Find i of itive info (p bortions, mental health, family, etc.)
Identify gender specific laboratory analytes

Identify rare diseases reported in Adverse event & Medical History data f medications for rare

Best age aggregation (optimal age bands)

AGE>89: redact AGE (and YOB)

Countries to regions aggregation

Pool low freq values f change any values with <n% frequency to "OTHER"

Date of birth: date offset then YOB transformation

"REFID?*SPID!"LINKID variables: common deid transformation (linking records across datasets)

Date of death
Low frequency events { outliers (unusual LBIYStete. Results)

Selecting quasi-identifiers for the calculation

Calculate risk of successful re-identification. Test all combinations of Qis.
Select reference population
(within dataset or using bigger dataset)

Assess risk of attempt being made (based on relationship with requestor)
Calculate risk of inadvertent re-id

Calculate risk of data breach

Quantify overall risk of de-id, combining all risk ingredients

Assess k-anonymity and uniqueness

Assess km-anonymity and uniqueness
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Task Name:

Rule: OFFSET (dates)

Description:

Offset date values by a certain number of days.
This must be applied consistently, so that dates within any
shifted by the same number of days, to preserve relationsh

Variations
of the problem:

Dates can be offset by a random number (e.g. -30 / +30 da
or they can be shifted to one starting point (as if all subject

9
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Pitfalls

Partial dates need special consideration
Dates imputed from partial dates need special consideratio
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Other comments:

SDTM Date Offset specification provides further guidance o
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13

Resources:

(link)
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Length of the process

Data Anonymisation and Risk Assessment Automation

Data Prep

Thresholds

Risk of Attempt

e Direct & Quasi-identifiers
Rulesets

Variable Rules

Risk of Success
K-anonymity

Optimal scenario
Packaging
Anonymisation Report




Code examples

£ Example SAS® code

%macro AGE_BANDS(ds, var, size, start);
data &ds(drop=&var _lo _hi rename=(_&var=_8&var));

set &ds;

_IO= ﬂoor((&v-_ A _s_ A\ fBa__ _Nan_*__ . B8 _x_ s

_hi=_lo + &si:
_&var = comp
run;
%mend;
%AGE_BANDS(out,

AGE AGE
47

£ Example R code

age bands <- function(var, size, start) {
return(paste((((var - start) %/% size

) * size) + start, "-", ((((var - start) %/% size)
+ 1) * ciza) + atart))

+ 46-5| & Example Python code

import math

def age_bands(age, size, start):
lo = math.floor((age - start) / size) * size + start
hi = lo + size - 1
return *({} - {})".format(lo, hi)




Automation




Automation vs Languages Datastep-oriented
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Use rule to transform value

function rulel (var) :
return round(var, 10)

gmacro rulel (var) ;
&var = round(&var, 10) ;
smend;




Apply rule to variable

smacro apply rule(var,rule);
s&rule (&var) ;

rule = find rule (var) smend;

return var.map (rule, *args)

data DS; set DS;
DS.Varl = apply rule (DS.Varl) %apply rule(Varl,Rulel);
run;




Apply ruleset to dataset

Rule1

Rule?

Rule3

for var 1n ds:
var = apply rule(var)
DS.Varl = apply rule (DS.Varl)
DS.VarZ = apply rule (DS.VarZ)
DS.Var3 = apply rule (DS.Var3)

data DS;
set DS;

$apply rule(Varl, Rulel);
$apply rule(Var2, Rule2);
%apply rule (Var3, Rule3);

run;

data null ;

set RULESET end=last;
if N eq 1 then do;
call execute(‘data ‘|l|dataset]||’;");
call execute (' set ‘|l|dataset||’;’);
end;
call execute(
' %apply rule('||var|]|',"||lrule||");"

) ;

if last then call execute(‘run;’);

run;




Test multiple rulesets

function test ruleset (ds,ruleset):
for var 1in ds:
var = apply rule(var, ruleset)
return calc risk(ds)

Riskl test ruleset (DS,RuleSetl)
Risk2 = test ruleset (DS,RuleSet2)
Risk3 test ruleset (DS, RuleSet3)




Languages: sas !".pgthon
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Availability

Logic

Native Data Files

Working with Other Files
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Options, options, options...
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