
Integrated Data & Document 
Anonymisation for efficient data 
sharing





Understanding 
Risk



• How sensitive is the information?
• Sensitive
• Unsensitive

• How Identifying is the information?
• Highly
• Somewhat
• Unlikely

What is a qualitative Risk Assessment?

How identifying? How sensitive? Overall Risk
Unlikely Unsensitive Low
Somewhat Unsensitive Medium
Highly Unsensitive High
Unlikely Sensitive Medium
Somewhat Sensitive High
Highly Sensitive High



Risk Assessment Example



Do you Understand your Risk?



Population 
Determination



A larger population means more patients are going to share similar characteristics.

Population determination



Data 
Anonymisation



Sex Age Country Height Weight

Race

•White
•Black
•Asian
•Pacific Islander

Ethnicity

•Hispanic
•Non-Hispanic

BMI

•17.4
•19.9
•27.2
•35.4

What is an identifier?



Gender Age Country Weight Height Race Ethnicity BMI

Male 40 Ireland 99KG 191cm White Non-
Hispanic

27.1

Female 43 USA 68KG 172cm White Non-
Hispanic

23

Male 44 USA 97KG 184cm White Hispanic 28.7

Male 38 Ireland 91KG 185cm White Non-
Hispanic

26.6

Male 41 USA 107KG 194cm Black Non-
Hispanic

28.4

Female 43 Ireland 77KG 184cm White Non-
Hispanic

22.7

Male 43 USA 87KG 184cm White Non-
Hispanic

28.7



Data Anonymisation



SubjID Sex County Age
1001 M USA 21
1002 F Spain 22
1003 M USA 28
1004 F USA 34
1005 F Ireland 39
1006 F USA 21
1007 M USA 33
1008 M Spain 34
1009 M Ireland 25
1010 F Ireland 25
1011 M Ireland 26
1012 F Spain 38
1013 M Spain 37
1014 F USA 37
1015 F USA 22
1016 M Spain 20
1017 M Ireland 30
1018 F Ireland 29
1019 M USA 29
1020 F Ireland 21
1021 M Spain 27
1022 M Spain 38
1023 M Ireland 33
1024 M USA 36
1025 F USA 26

Data Anonymisation



SubjID Sex County Age
1005 F Ireland 30 to 39
1017 M Ireland 30 to 39
1023 M Ireland 30 to 39
1012 F Spain 30 to 39
1008 M Spain 30 to 39
1013 M Spain 30 to 39
1022 M Spain 30 to 39
1004 F USA 30 to 39
1014 F USA 30 to 39
1007 M USA 30 to 39
1024 M USA 30 to 39
1010 F Ireland 20 to 29
1018 F Ireland 20 to 29
1020 F Ireland 20 to 29
1009 M Ireland 20 to 29
1011 M Ireland 20 to 29
1002 F Spain 20 to 29
1016 M Spain 20 to 29
1021 M Spain 20 to 29
1006 F USA 20 to 29
1015 F USA 20 to 29
1025 F USA 20 to 29
1001 M USA 20 to 29
1003 M USA 20 to 29
1019 M USA 20 to 29

Data Anonymisation



SubjID Sex County Age
1010 F Europe 20 to 29
1018 F Europe 20 to 29
1020 F Europe 20 to 29
1002 F Europe 20 to 29
1009 M Europe 20 to 29
1011 M Europe 20 to 29
1016 M Europe 20 to 29
1021 M Europe 20 to 29
1006 F USA 20 to 29
1015 F USA 20 to 29
1025 F USA 20 to 29
1001 M USA 20 to 29
1003 M USA 20 to 29
1019 M USA 20 to 29
1005 F Europe 30 to 39
1012 F Europe 30 to 39
1017 M Europe 30 to 39
1023 M Europe 30 to 39
1008 M Europe 30 to 39
1013 M Europe 30 to 39
1022 M Europe 30 to 39
1004 F USA 30 to 39
1014 F USA 30 to 39
1007 M USA 30 to 39
1024 M USA 30 to 39

Data Anonymisation





Data Sharing



Document 
Anonymisation



Risk & CSR Anonymization

Risk Assessment 
based on IPD

Definition of 
Anonymization 

Rules

Parsing and 
Anonymizing 

CSR
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Document Anonymisation
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Document Sharing



Integrated Data 
and Document 
Anonymisation







Integrated Data and Document Anonymisation

•Add value to anonymised artefacts
•Consistent “scrambling” through data and documents 
•Greater use of anonymised data and documents for 

researchers
•Avoid risk of re-identifying by anonymising separately
• Integrate anonymisation and sharing into typical routine



CLINICAL TRIAL INNOVATORS
Clinical Trial Acceleration

• 16+ years heritage

• 78 life science clients

• Vendor independent

• +90% of top 20 modernizations

• Fully managed cloud/hosting services 
+5000 managed users

• 20 fully managed private cloud clients

Clinical Trial Transparency

• 5 years

• 11 life science clients

• Blur: leading tool in quantifiable risk 
& anonymization

• +30 policy 0070 submissions

• +5500 redacted documents


