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ABSTRACT

Code reviews become a very crucial and essential task in quality control assurance in the pharmaceutical industry. Some
companies implemented code reviews as a standard validation procedure for simple SAS programs instead of double pro-
gramming. In this paper, we will consider how Artificial Intelligence can assist with this process by building a model that
calculates an entropy for each token in the SAS program. Not going deep into details of what is the definition of entropy,
we are going to rephrase it in simple words - a measure of suspiciousness that the thing is incorrect. We are going to draw
a heatmap for a given piece of SAS source code, that will highlight areas of the high entropy, that we, for instance, can use
during the code reviews to highlight the areas that should be reviewed first.

INTRODUCTION

Artificial Intelligence (Al) become a buzzword in the computational science fields. Deep Learning (DL), a subfield of Al, have
been successfully applied in various fields including computer vision, speech recognition, natural language processing, au-
dio recognition, machine translation, medicalimage analysis, where they have produced results comparable to and in some
cases superior to human experts. Sequence models, in particular, have been successfully applied to natural language pro-
cessing (NLP) tasks. A recent example of GTP-2! and similar models shows incredible performance in reading comprehen-
sion, machine translation, question answering, and summarization. Authors even decided not to release the weights of
GTP-2 due to the concerns about malicious applications of the technology?.

Besides, Machine Learning (ML) on source code gets a lot of attention in software development circles. As it turned out,
applying the same models from NLP tasks to source code produces very promising results and could solve some problems
arising in software development. On the other hand, large corpora of open source software projects made it possible to
train these machine learning models. Such models have enabled research on a broad suite of new software engineering
tools. Examples of such are:

« new tools for autocompletion*

« program repair®

« suggesting readable function and class names®

« summarizing source code, word2vec style embeddings
predicting bugs™

detecting code clones'?

« comment generation®?

variable de-obfuscation'*, identifier misuse'®.
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Code review is a software quality assurance (QA) activity in which one or several persons check a program mainly by viewing
and reading parts of its source code, and they do so after implementation or as an interruption of implementation. At least
one of the persons must not be the code’s author. The humans performing the checking, excluding the author, are called
“reviewers”. Many companies implemented code review as a standard QA procedure, e.g. final review from the team lead
before merging into master. Google published a document with recommendations for How to do a code review. PhUSE
has a wiki section dedicated to Code Review. Some companies even implemented code reviews as a standard validation
procedure for simple SAS programs instead of double programming.

In this paper, we will consider how deep learning can assist with the process of code review by building a piece of software
that will use sequence model that calculates an entropy for each token in the SAS program. Not going deep into details
of what is the definition of entropy, we will be talking about this later in the paper, we are going to rephrase it in simple
words - a measure of suspiciousness that the thing is incorrect, meaning that we cannot predict it so easily with our model.
We are going to draw a heatmap for a given piece of SAS source code, that will highlight areas of the high entropy, that we,
for instance, can use during the code reviews to pick out the areas that should be reviewed first. It doesn’t mean that the
highlighted areas are incorrect, it just means that the probability of having these statements in this program is very low.
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Figure 1: Entropy heatmap for a sample SAS program. Background colour represents the entropy of a token. High entropy
(red) means suspicious - low probability, low entropy (white) means a token is regular - high degree of confidence. As we
can see the highest areas of entropy are indeed an incorrect SAS code - binary_2 value does not exist for COMPRESS=
System Option, and the way how the array cols is initialised is not a correct SAS syntax.

TOY MODEL NEURAL NETWORK

To give you motivation and understanding of how this works we start from a simplified case. We will use a fully connected
neural network, will consider only the DATA Step code and will limit our vocabulary to around 57 words (tokens) which we
will encode as one-hot vectors. Tokenization is a well-established process for structured languages parsing. We are going
to use SAS Parser from SASLint project® to tokenize SAS source code corpus. The following is an example of a SAS program
tokenization:

data mess2; DATA <ID> ;
merge mess ae2; MERGE <ID> <ID> ;
by usubjid; BY <ID> ;

SET <ID> . <ID> (
WHERE = ( <ID> = <STR>

set ads.adlb(
where=(paramcd="'BACT"'

and visit = 'Screening')) OP_AND <ID> = <STR> ) )
key=keyvar / unique; KEY = <ID> / <UNK> ;
data = 123; <ID> = <INT> ;

run; RUN ;

16See details in Khorlo (2018)
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Since we want to limit our vocabulary as much as possible, we will encode rarely faced tokens as <UNK>, all identifiers such
asvariables, datasets, libraries or formats as <ID>, string or number literals as <STR> or <NUM> correspondingly. Each token
is encoded as a one-hot vector. For instance, the above tokens will be encoded as following:

DATA = (1,0, ...,0) € R57
; =(1,0,...,0) € R
<ID> = (0,1, ...,0) € R%7
MERGE = (0, 1,...,0) € R®7

RUN = (0,0,...,1) € R?7

The next thing we are going to introduce is the context. The context in this model means the sequence length we con-
sider for the model input. Since it’s a fully connected neural net - the input is fixed size. The following diagram shows the
architecture of the network:
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Figure 2: Raw program text is tokenized and one-hot encoded. Then context*2 + 1 tokens are taken for a single itera-
tion. Token in the middle is removed from the input since this is the token we are going to predict. Input matrix’s size is
(context*x2)x (vocabulary size). Fully connected modelis defined in the way that a dense layer with softmax activa-
tion is the output layer - this will give us a vector in R®7 space and componentsin [0, 1] interval. Therefore, we can treat
it as a probability distribution for the token in the middle.

# number of tokens before/after as context
context = 10

# preprocess the input, define train and test sets
# ...

# define model

model = Sequential([
Dense(100, activation='relu', input_shape=(contextx2, len(vocab))),
Dense(50, activation='relu'),



Flatten(),
Dense(len(vocab), activation='softmax"')
1)

model.compile(Adam(), loss='categorical_crossentropy', metrics=['accuracy'l])

# train
model.fit(train_in, train_out, epochs=10)

Model summary:

Model: "sequential_1"

Layer (type) Output Shape Param #
dense_1 (Dense) (None, 20, 100) 5800
dense_2 (Dense) (None, 20, 50) 5050
flatten_1 (Flatten) (None, 1000) 0
dense_3 (Dense) (None, 57) 57057

Total params: 67,907
Trainable params: 67,907
Non-trainable params: @

After training this network you could get to around 60-70% in performance because the network itself is too small (only
67k parameters) to accumulate so many dependencies in SAS code. Also, the context size is limited and this dramatically
influences the performance.

The following code evaluates the trained model on the sample input and prints a probability distribution for the predicted
token, particularly for MERGE:

# evaluate

seq = encode('data mess2; merge mess ae2; by usubjid; set ads.adlb(')
x = select_input(seq, 4)

p = model.predict(x) # p.shape = (1, 57)

# print 5 highest probable tokens

for times in range(5):
i = np.argmax(p) # select highest probability element from p
print(code_to_token[]l, p[0][il)
plo]l[i] = o

# MERGE 0.7913401

# SET 0.1522897

# FORMAT 0.013148197

# INFORMAT 0.00796120195
# FILE 0.00093120028

Theinteresting thing here is thatMERGE token is predicted very the high degree of confidence. Admittedly, itis quite expected
that there is a merge statement at that place. What we are going to do next is instead of using these probabilities to predict
things, we are going to use the rest of the predictions to detect anomalies. Rather than being interested in the highest
probability, we are going to answer the questions - What is the probability that this token is the right one at this place? Or
how probable is that this is the right thing? For example, imagine, if instead of the MERGE token we would have a LENGTH
token at that place. The probability of having LENGTH is



print(p[@] [token_to_char('LENGTH"')])
# 0.00048275382

which is very low probability.

ENTROPY

To sum this up, we have a neural network, and it generates predictions for each token in the SAS program. And instead
of using these predictions to predict things (like building an autocompletion engine!’), we are going to use the rest of the
predictions to find irregular things (issues). This measure of irregularity we will call entropy. Not going deep into details of
what is the definition of entropy, we are going to rephrase it in simple words - a measure of suspiciousness that the thing
is incorrect. When we get to the high enough level of entropy for a particular token, we can mark that place saying - this is
suspicious, we cannot predict that so easily.

entropy = —Iny

where 7 - the probability of the token, In - natural logarithm. By the way, high entropy does not mean that something is
wrong, it means that this is unusual - you should definitely take a look at those places in that piece of code.

FURTHER MODEL IMPROVEMENTS

With the approach from the previous section, you won’t get so far in performance. And one of the main reasons for thisis a
very limited context, i.e. taking 10 tokens before and after is just not enough for the model to learn long-term dependencies,
which are common in a program source code, for example:

+ open/close quotes (that can expand to quite long sequences)
« step boundaries like data/run;
« fundamental do;/end; blocks.

To address this issue you could try to use more sophisticated sequence models such as recurrent neural networks (RNN).
However, vanilla RNNs still won’t work so well because of the vanishing gradient problem and are poor in capturing long
term dependencies'®. To address that issue you could try to use an RNN modification called a Long Short-Term Memory
(LSTM)* network or its simplification a Gated Recurrent Unit (GRU)?° network. Both networks work better in practice and
deliver better results than RNNs?'. However, this is still not enough, and recent studies and results show that the top model
you could use for such purpose is a Transformer model??. This architecture was used in many recent successful NLP models
such as GPT-2, BERT, XLNet, and others. Besides, it was successfully applied in the commercial product for source code
autocompletion TabNine?, which is a very promising sign.

CONCLUSION

In this paper we shown how to build a deep neural network and obtain an entropy for each token. This entropy could be
later used to assist code review by highlighting the areas that should be reviewed first. Furthermore, this tool could be
integrated into Continuous Integration process you use at your company, e.g. heatmap generation could be triggered for
each pull request in GitLab as assisting process during the code review.

On the other hand, tokenization of SAS programs and dealing with arising problems like identifier representation, string
literals understanding, SAS macro code are still the area where improvement is possible.
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