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Cloud is a phase in the rapid evolution of
Information technology
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Virtualization

|

Cloud Service Model

The following graphic depicts the basic elements of such an overall
virtualized computer system in a “total stack” format geared toward GxP
and its high-level aspects that are dealt with elsewhere in the framework.

IT Supply Chain in the Cloud Era

business operations and compliance.

The figure to the right provides a simplistic model.

The terms used in cloud system roles are rapidly evolving as the cloud marketplace evolves,
and for the purposes of this framework we have identified the basic roles based, here, from NIST and 1SO.

e Cloud Service Customer - Party which is in a business relationship for the purpose of using cloud services.

e Cloud Service Provider - Party which makes cloud services available.

e Cloud Service Broker - Cloud Service Partner that negotiates relationships
between Cloud Service Customers and Cloud Service Providers.

An organizational entity can play more than one role at any given contractual situation.

The Supply Chain of IT resources has grown over time from a simple, direct relationship between a purchaser and supplier to a set of relationships between
purchasers, product suppliers, and service providers, as well as their downstream suppliers. The growth of Internet-based services and loosely coupled web
services has further increased the complexity of computerized systems provisioning. The ability to manage this IT supply chain is now a critical success factor in
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Service Providers and/or cloud-based solution models.

In adopting cloud-based solutions for GxP workloads, understanding the
essential characteristics of cloud services and solutions is important for
determining the applicability of GXP requirements to specific Cloud
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