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Artificial intelligence

Natural Language Processing (NLP) / Information Extraction (IE)

o A brief History
o The Turing Test: “Computing Machinery and Intelligence”, 1950

> Message Understanding Conferences (end of 80’s/90’s)

Methods
o Data-driven: statistical learning also known as “machine learning”

o Knowledge-driven: information extraction rules, lexical resources, and
ontologies

> Hybrid (combination of above)




Background

/’

e Public Domain Sharing

¢ |nternal/External Controlled Re-use
e Strategic Sharing

e Academic Sharing

Secondary Use <

hY4

e EMA will publish anonymized CSRs in the public domain
e Phase 1: publication of clinical reports

e Phase 2: publication of individual patient data

e Requirement to measure patient re-identification risk

EMA Policy 0070 <

hY4

¢ Transparency has ascended the agenda
e Regulatory landscape continues to evolve
e Safe sharing requires anonymization & risk management

GDPR & Industry <
Dynamics

e




Anonymization Management Anonymization
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What are protected personal data?

PPD IDENTIFIERS

ANTHROPOMETRIC DATA
DATE

FREE TEXT

CONTACT INFORMATION
IDENTIFICATION NUMBERS
LOCATION DATA

NAME

SENSITIVE DATA

SOCIAL IDENTIFY
SOCIOECONOMIC DATA
OTHER PERSONAL DATA




What are protected personal data?

Enabling propagation Blur Risk

Entities
o Aggregate or summary data
o Contract research organization or vendor
o Other persons (e.g., medical monitors, committee members, etc.)
o Other pharmaceutical staff members
° Principal or coordinating Investigator
° Sponsor non-signatory
o Sponsor sighatory
o Study participant
o Study site staff
> Vendor (as principal investigator)




NLP Engine Architecture
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Blur workflow

1.  User uploads study data and documents

2.  User performs anonymization work on study data

3.  User transition to CSR anonymization

4.  User executes “find PPD” operation

5.  System submits anonymized study data and CSR content to Blur NLP
6.  User accepts/rejects annotations using GUI (see Figure 2)

7.  User downloads proposed document for EMA approval

8.  User makes modifications based on EMA feedback.

9. User downloads final redacted CSR
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NLP Performance

Using customary Information extraction metrics:

True positives

Precision = — —
True positives+False positives

True positives

Recall = — ,
True positives+False negatives

Precision X Recall

2
Fg-score = (1 + p )

B2 X Precision + Recall’

where =1, as we accept equivalent importance between Precision and Recall.
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Human benchmark

Human annotators
° Inter annotator agreement (I1AA)

° Human IAA: 99% micro F,-score

Blur NLP engine
° 99% micro Fi-score
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Discussion

Why not accuracy?
o Technically flawed and inaccurate

o Textual data are skewed toward true-negatives

o Difficult to not achieved 99%
° 500 subject identifiers distributed evenly

° 100 pages with an average of 500 words per page

Precision, Recall, F-score
° Do not consider true-negatives
> Not sensitive to skewed distributions
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Summary

o Artificial Intelligence / Natural Language Processing
> Policy 0070

> Blur de-identification and anonymization

> Blur Risk

o Protect Personal Data

> Blur workflow

o Blur NLP engine

> Blur NLP performance
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