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AGENDA

v De-identification
- Regulatory key dates
Process

v KeyDAN presentation
Functionalities
Inputs / Outputs

v KeyDAN demo
Full process with a legacy database
Specific uses (multiple sources & format, customization, using standard)
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REGULATORY KEY DATES

May 2018
2003 GDPR
2000 45CFR164.514: 2015 enforcement
45/2091 EC HIPAA** privacy Policy 0070 T
| les 2014 | 2016 | Oct 2018
1995 ! 2001 i . - -
| | 536/2014/CE | GDPR* gum'a | Policy 0070
95/4f3lEC : 2001/|20/CE ! ! ! e ! J : enforcement
[ 1 | ! ! ! L ® N 1 - T
| | 1 | ! | [ S , ! |
o
o0 000 .WS %W
RO
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! ! ! : | : o 2 : ! !
European : Clinical Trials : New GCP rules. | - Right to Access : Publication of all
Data ! must follow GCP ! Concept of : Right to be Forgotten E Clinical Trials-
Protection | - patient anonymity : Transparency : Privacy by Design | related information
Directive ' . Mandator :
European Protection of individual haatory l
Data medical records and Publication of :
Protection health information Clinical Data Anonymi'zation of

Regulation Data Bases required

Increased regulation of
— Subject privacy
- Data security
— Transparency

*General Data Protection Regulation
**Health Insurance Portability and Accountability Act
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DE-IDENTIFICATION
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KEYDAN PRESENTATION
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Inputs folders

Standard anom.* file

Variable list creation

Plug-in

Anom. Plan:
_ RA**
- Anom. parameters

=

Add-ons execution

Anom. Plan:
- functions allocation

k Check consistency

Set-up

* ANOnyMization
** Risk Assessment
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Anom. Report:

- QC report

- RA report

- Parameters
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STANDARD INSTRUCTIONS

A B C D E L N o
Seq_For |Observation |Domain P|Variable_Name Variable_Label Direct_Quasi_l|dentifi [DI_Primary_Rule DI_Alternative_Rules DI_Comment
1 |_orde - | Class < frefix | * M ~ |er (Direct/Quasi) |~ e M
828 Events- —-OCCUR Occurrence
28 General
829 Events- —STAT Completion Status
29 General
830 Events- -REASND Reason Not Done Direct Review and only redact Remove Importance of the variable depends on the context. This information is not recoded
General values with personal anywhere else and can have an important data utility value for certain analyses.
30 information
831 Events- -BODSYS Body System or Organ Class Quasi Level 2 Keep Only serious and/or visible events should be considered here for further de-
31 General identification. Generalization on other variables (e.g. Geography) would be needed.
832 Events- -BDSYCD Body System or Organ Class Quasi Level 2 Keep Only serious and/or visible events should be considered here for further de-
32 General Code identification. Generalization on other variables (e.g. Geography) would be needed.
833 Events- -socC Primary System Organ Class Quasi Level 2 Keep Only serious and/or visible events should be considered here for further de- \ /
33 General identification. Generalization on other variables (e.g. Geography) would be needed. \ P
834 Events- --S0CCD Primary System Organ Class Quasi Level 2 Keep Only serious and/or visible events should be considered here for further de- ~
a4 General Code identification. Generalization on other variables (.g. Geography) would be needed. — -
835 Events- -LoC Location of Event Review and only redact When free text value is entered in "other” value, it should be reviewed and recoded if \ /
General values with personal required during the trial conduct. This is expected to take place during the data
- information cleaning process. This variable is flagged in here as a warning that it may contain Pil v
and if so. they must be redacted. <
T Laterality Review and only redact When free text value is entered in "other” value, it should be reviewed and recoded if
Phuse SDTMIG.xIsx —
- Use global standard (e.g. Phuse one)
Y .
; c 0 " ¢ L M v o - Use previous file as standard
1 MEMNAME - NAME - LABEL > FUNCTION - Direct_Quasi ~ DI_Primary_Rule - DI_Alf ive_Rules ~ Flag ~ Ci -3
71 |CE CESTAT Completion Status (vide) (vide) (vide) a
72 CE CESTDTC Start Date/Time of Clinical Event DATE Quasi Level 2 Offset (vide) 1
73 |CE CESTRF Start Relative to Reference Period (vide) (vide) (vide) 0
74 CE CESTRTPT  Start Relative to Reference Time Point (vide) (vide} (wide) 0
75 |CE CESTTPT Start Reference Time Point DATE Quasi Level 2 Offset (vide) 1
76 CE CETERM Reported Term for the Clinical Event BLANK Direct Remove Review and only redact values with personal information 2
77 |CE DOMAIN Domain Abbreviation (vide) (vide) (vide) a
78 |CE STUDYID Study Identifier (vide) (vide) (vide) 0
79 |CE USUBIID Unique Subject Identifier SUBJ_KEY Direct Recode subject ID (vide) 1
80 |[CM CMCAT Category for Medication Quasi Level 2 Keep (vide) 1 No Action
81 CM CMCLAS Medication Class (vide) (vide) (vide) 0
82 |CM CMCLASCD  Med on Class Code (vide) (vide) (vide) a
83 |[CM CMDECOD  Standardized Medication Name (vide) (vide) (vide) 0
84 CM CMDOSE Dose per Administration [vide} (vide) (vide) 0
85 CM CMDOSFRM Dose Form (vide} Review and only redact values with personal information  (vide) 1 Specific SAS code
86 CM CMDOSFRQ.  Dosing Frequency per Interval (vide) Review and only redact values with personal information  (vide} 1 Specific SAS code
tended Dose Regimen 2 Specific SAS code

[ KeyDAN standard }n

Direct

© Copyright 2017 — Keyrus

Review and only redact values with personal information  Remove

7 K=YRUS



ANONYMIZATION PARAMETERS & DATE FORMATS

A B c | D E
Lib_src : libname of the SAS library of source datasets.

Source: directory where the source SAS datasets are provided

Lib_tgt : libname of the SAS library of anonymized datasets.

Target: directory where anonymized datasets will be generated

Reference (optional): path of the reference template to retrieve for a specified source to generate the define_functions sheet.

1
2 Lib_src Source Lib_tgt Target Reference
3 INPUT1 C:\Users\Stephane.Chollet\Desktop\SOURCE\LEGACY OUTPUT1 C)\Users\Stephane.Chollet\Desktop\OUTPUT\LEGACY
4 [INPUT2  C:\Users\Stephane.Chollet\Desktop\SOURCE\SDTM OUTPUT2 C:\Users\Stephane.Chollet\Desktop\OUTPUT\SDTM
5 INPUT3 C:\Users\Stephane.Chollet\Desktop\SOURCE\ADAM OUTPUT3 C\Users\5tephane.Chollet\Desktop\OUTPUT\ADAM Folders location
B C A B C D E F
1 PARAMETER VALUE 1 FORMAT INFORMAT TIME APPLICABLE EXAMPLE LABEL
2 Final run: NO 2 | pater. DATET. NO YES 10MAR1E DATE?
3 |Mastar kays folder nama: MASTER_K 3 | paTes DATES NO YES 10MAR2016 DATES_
4 |Hypernormal variables methods: 4 DATEIL DATEL1. NO YES 10-MAR-2016 DATEL1_
Age category method: COLUMN 5 DDMMYYNG. DOMMYYE NO YES 100316 DOMMYYNG_

< 6 | DDMMYYNS. DOMMYY3 NO YES 10032016 DOMMYYNS_

7 | DDMMYYBS. DOMMYYS NO YES 1003 16 DOMMYYBS_

Drop method: SET TO BLANK

8 DDMMYYBIO.  DDMMYY1O. NO YES 1003 2016 DDOMMYYB10_
6 9 ppMMYYCE DOMMYYS NO YES 10:03:16 DOMMYYCS_
7 |Seed: 1 10 DDMMYYCID.  DDMMYY1O NO YES 10:03:2016 DOMMYYC10_
g |Ageunit: YEAR 11 DOMMYYDS. DOMMYYS NO YES 10.03.16 DOMMYYDS_
9 |Dates anonymization method : OFFSET DATE 12 DDMMYYD10.  DDMMYYLO. NO VES 10.03.2016 DDMAMYYD10_
10 Lower bound: -35 13 DDMMYYPS. DDMMYYS NO YES 10-03-16 DDMMYYPS_
11 Upper bound: 45 14 DOMMYYP1O.  DDMMYY1C. NO YES 10-03-2016 DOMMYYEID
12 Zero: NO . . 15 DDMMYYSE. DDMMYYS NO YES 10/03/16 .

Anonymization Applicable
13 Same rando day: NO 16 DDMMYYSID.  DDMMYY1D NO YES 10/03/2016
Parameters date formats

/
O -~ - No need to customize the SAS batch
,@s

=

- An easy to use and evolving interface
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KEYDAN PRESENTATION
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Inputs folders

Standard anom.* file

Variable list creation

Plug-in

Anom. Plan:
_ RA**
- Anom. parameters

=

Add-ons execution

Anom. Plan:
- functions allocation

k Check consistency

Set-up

* ANOnyMization
** Risk Assessment
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Anom. Report:

- QC report

- RA report

- Parameters

- Functions allocation
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ADD-ONS

Low freq detector

Compute frequencies of
items or group of items

- Standards | W - Y
Dates detector

DB Anonymization Study Anonymization DB Anonymization
Source Plan Functions allocation tool anonymized Report
Potential dates
A

Key items detector

Potential identifiers in
non-anonymized data

Provide assistance for risk minimization while de-identifying

|/
\\ - Computes the re-identification risk / Looks for outliers — Low-freq
- \) Does not miss any strings that may be interpreted as dates — Dates
A
v Does not miss any identifiers present as substrings - Key-Items

© Copyright 2017 — Keyrus
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KEYDAN PRESENTATION
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Inputs folders
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Plug-in
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ANONYMIZATION FUNCTIONS ALLOCATION

A B C D E F G H | ] K L

1 LIBNAME - | MEMNAME x|NAME - |LABEL - ‘TVPE - ‘FORMAT -~ [LENGTH -~ |FUNCTION -~ ‘I.INK - |COND1TION + |RISK_FLAG ~ |[COMMENTS
60 |INPUT DEMO SITE Site number char 3. 3 X
61 |INPUT DEMO SUBIJ Subject number char  53. 3 SUBJ_KEY X
62 | INPUT DEMO VISID Visit number num 8 ANOM_KEY

63 |INPUT DEMO BRTHDT Birth date char 59, 9 DATE

64 |INPUT DEMO SEX Sex char  51. 1

65 |INPUT DEMO RACE Geographical ancestry char  52. 2 X
66 |INPUT DEMO RACETX Geographical ancestry specification char  S6. 6 X
87 |INPUT SIGN SITE Site number char  53. 3 X
88 |INPUT SIGN SUBI Subject number char  $3. 3 SUBJ_KEY

89 |INPUT SIGN VISID Visit number num 8 ANOM_KEY

S0 |INPUT SIGN INVNAM Investigator's name char  $20. 20 BLANK

91 |INPUT SIGN SIGYN CRF signed? char  S1. 1

92 |INPUT SIGN SIGDT Signature date num  DATES. 8 DATE
100 |INPUT VITAL SITE Site number char  $3. 3 X
101 |INPUT VITAL SUBJ Subject number char  53. 3 SUBJ_KEY
102 |INPUT VITAL VISID Visit number num 8 ANOM_KEY
103 INPUT VITAL VASS Assessemnt char  $15. 15 DATE
104 INPUT VITAL VND Test not done char  52. 2
105 |INPUT VITAL VSBP Systolic blood pressure ([mmHg) char  53. 3
106 |INPUT VITAL VDBP Diastolic blood pressure {mmHg) char 53, 3
107 |INPUT VITAL VHR Hearth rate (beats/min) char 3. 3 X
108 |INPUT VITAL VTEMP Body temperature (°C) char 54 4
109 [INPLIT VITAI VWGHT Rodv weisht kel rhar <5 5 ¥
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/- Output for the Anonymization Report

- Use of standards
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- Managing several data sources and format (legacy, CDISC ...)
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KEYDAN PRESENTATION
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MASTER KEYS CUSTOMIZATION

i lf'ﬁﬂ'?f?f?fﬁ*w#ﬁﬁﬂ'w#?fﬁ*w##ﬁ*w##ﬁ*w#?fﬁﬁw##ﬁﬁw##ﬁﬂ'ﬂ'w?fﬁﬂ'ﬂ'w#ﬁﬂ'ﬂ'w#ﬁﬁ*w#ﬁﬁ*w#ﬁﬁ*w#ﬁﬁ*w#ﬁﬁ*w;’
2 /* program name: MAITER_SPEC )
3 /% wversion : 1.00 u
4 Jj* date 1 ZZBEFE2017 Lr
5 /% programmer : S3téphane CHOLLET )
B w/
7 /% Description: L
a /= Study specific anonymization transforwmation of mwaster keys for MyStudy +/
g llﬁ'7:1'1:1:1:7:1'1:1:1:7:1'1:1:1:*##*#*#**#*#*##****#*#1:1:#7:#**#*##*#*####*##*#*##*#*#**#**#*#####l{'
i0
11H= sMACRD mastetr spec / DES = "MASTER SPEC (01.00) - MyStudy specific master keys update™;
12
13 % Mandatory Step */
14 5PUT;
15 (PUT Specific updates to master keys tables execution:
ia
17 I PROC SQL UNDO POLICY=NCNE:
15 CRELATE TAELE master.usuwbhjid A3
19 3ELECT b.usubjid
20 , '0o0ss7e-000-' || PUT{INPUT{a.subjid new, BEST1Z.), =5.0) 45 usubjid new
21 LALEEL = 'Unigue Zubject Identifier' FORMAT = $17. INFORMAT = $17.
22 ; b.age_max
23 , b.nb days
24 FROM master.subjid a
25 LEFT JOIN
26 master.usubjid b
27 O a.subjid = substr (b.usubjid, 13, )
28 H
29
30 4% Mandatory Step */F
31 (PUT —-> Specific updates to master keys tables execution complete;
32 3PUT:
33 SMEHD;
© Copyright 2017 — Keyrus 14
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- Macro automatic detection
- Maintain consistencies between variables

- Ability to apply transformations in addition
to the standard functions
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REPORTS (LIST OF) & ANONYMIZATION REPORTS

v Anonymization Plan / Report

Disclosure context, identifiers determination, anonymization strategy, risk assessment — Conclusion

v Appendix for the Anonymization Report
Datasets creation and content
Folder location of Source(s), Target(s) and Reference anonymization template
Anonymization parameters
Date formats
Function allocation for all datasets/variables (with the rationale of the change)
Function allocation summary by function
Function allocation summary by dataset
SUBJ_KEY and ANOM_KEY check consistency
DATE and DOB_ANO functions summary

Character dates not processed (- specific action needed before disclosure)
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DEMO - SIMPLE EXAMPLE WITH A LEGACY DATABASE

Plug-in
Input Database
Parameterization (using low-freq)

Strategy Set-up

Basic (for Subject (D, Center (D and Dates)
Advanced (using dates detector & low-freq)

{:} Anonymization
Data Transformations

q .'
L

k. ﬁ:f

Closure
Risk Assessment
Reports
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ANONYMIZATION - LEGACY

v' Batch Execution

v' Data Transformation

>
m

SUBJ| SUBJ_MEW| AGE_Max | ME_DAYS|

3%}

=)
SRa =L L) L 3 =R

RACE|RACE_NEW!

a5 0T
BL OT
Ca  Ca
or o or

SITE | 5UBJ | wiSID | BRTHDT | SEX | RACE | RACETH | 1

1 |GER 326 11 27MARTI3S F Ca ; gg; 190

2 |[GER =02 11 O7NOVI913 M aT LATING e P

3 LUK 309 11 28MAR1S71 F ot P GMY 5 |50z 4

4 |BEL  EE3 11 27NOV1955 M Ca, g g;; g

5 |BEL B2 11 17DEC2002 M Ca e EEE

E |FRa 212 11 17JUL19ER  F BL 5 leez M

7 GER  2M 11 135EF1965 F C, ]10 2;3 g

8 |[FRa 239 11 17JUN196E  F BL oo o

3 |GER 969 1| 29DECTS0 | M CA

10 |FRa K17 11 144051993 M A5 SITE| S4TE_NEw|

11 |[FRa  ER2 11 28)UL1929  F Ca i 1
2 BEL B&L 2 |
3 FRA4 FRA 3
4 GER GER 4
5_LLIX BL
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SITE | SUBJ | wISID | BRTHDT | SEx | RACE | RACETH |
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GER
GER
Bl
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FRA
GER
FRA
GER
FRA
FRA

— )]

00 Ly MW = ] =

1
1
1
1
1
1
1
1
1
1
1

15938
1913

15955
2002
1965
1965
1366
1951
1933
15293
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DEMO - SIMPLE EXAMPLE WITH A LEGACY DATABASE

Plug-in
Input Database
Parameterization (using low-freq)

Strategy Set-up

Basic (for Subject (D, Center (D and Dates)
Advanced (using dates detector & low-freq)

{:} Anonymization
Data Transformations

q .'
L

k. ﬁ:f

Closure
Risk Assessment
Reports
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ANONYMIZATION - LEGACY

v" Risk Assessment

v’ Reports
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DEMO - SPECIFICS USES

Multiple sources (e.g. pulling) & Foermat (Legacy, CDISC, ...)

Different Sources
Add-ons Use to help with suppQUAL anonymization

. RY
Using standard ;-,""‘

Precompletion of Functions Allocation Using a Standard
A

Customization
Master Keys Customization

Other functionalities

=eO—= Generation of the Same Number of Days
=)= Repeatability of the Process
O Destruction of the master keys

© Copyright 2017 — Keyrus
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ANONYMIZATION - CDISC
v’ Batch set-up

>
m

v' Data Transformation

“ilwhere qlabel like '%DATE % |J v Iwhere glabel like ZDATEX'
E'Er\I'IEWTnBLE: Srcsdtmi.Suppae m ABLE: Tgtsdtm.Suppae
RDOMAI | STUDYID | USUBJID [ amam | QLABEL | QVAL | ROOMAIN|  sTUDYID | UsUBJID | omem | QLABEL | oval |
978 |AE DEMOSEYE-001  000987E-001-01004 HOSPSTD HOSPITALIZATION START DATE 2006-01-05 978 |AE DEMO987E-007  000387E-000-00098 HOSPSTODT HOSPITALIZATION START DATE 2005-12-28
1289 |AE DEMOSEYE-001  000987E-001-01006 HOSPEND HOSPITALIZATION END DATE 2002-10-29 1289 |AE DEMOSEYE-001  0009576-000-00151 HOSFEND  HOSPITALIZATION END DATE 2002-11-05
1290 |AE DEMOSEYE-001  000987E-001-01006 HOSPSTD HOSPITALIZATION START DATE 2002-10-19 1250 [AE DEMOSEYE-001  0009576-000-00151 HOSPSTDT HOSPITALIZATION START DATE 2002-10-26
1605 |AE DEMOS8YE-001  000987E-001-01007 DEATHDT DATE OF DEATH 2002-06-13 1505 |AE DEMOSEYE-001  0009576-000-00135 DEATHDTC DATE OF DEATH 2002-06-16
1606 |AE DEMOS87E-001  000387E-001-01007 HOSPEND HOSPITALIZATION END DATE 2002-06-13 1506 |AE DEMO987E-007  000387E-000-00135 HOSFEND | HOSPITALIZATION END DATE 2002-06-16
1507 |AE DEMOS37E-001  000357E-001-01007 HOSPSTD HOSFITALIZATION START DATE 2002-08-07 1507 |AE DEMOS87E-001  000387E-000-00135 HOSPSTDT HOSPITALIZATION START DATE 2002-06-10
1721 |AE DEMD937E-001  0003876-001-01003 DEATHDT DATE OF DEATH 2005-10-15 DEMO9276-001 0009876-000-00047 DEATHDTC DATE OF DEATH 2005-09-27
1722 |AE DEMO387E001  0003876-001-071009 HOSFEND HOSPITALIZATION END DATE 20051015 DEMO927E-001 0009876-000-00047 HOSPEMND  HOSPITALIZATION EMD DATE 2005-09-27

“ | whete anam in [AEPTCDUAELLT 'AELLTCD'] where qnam in [AEPTCDBELLT' ELLTCDY

£, VIEWTABLE: Tatsdtm.Suppae
RDOMal | sTuDviD | LSUBJID | onam | QLAREL | QuaL | RDOMAIN]  STUDYID | LSLEJID | anaM | QLABEL | awvaL |
5 |aF DEMOSE76-001  DO03876-0071-01001 AELLT  LOW LEVEL TERM Dyspriea 5 |aE DEMOSG76-001  O009E76-000-00053 AELLT L0/ LEVEL TERM
B |aF DEMOE76:001  D003576-001-01001 AELLTCD  LOw LEVEL TERM CODE 10013963 B |AE DEMO9876-001  D003E76-000-00063 AELLTCD  LOW LEVEL TERM CODE
8 |af DEMOE76-001  D003576-001-01001 AEFTCD  PREFERRED TERM CODE 10013972 8 |aE DEMOSEPE-001 | O00SE76-000-00063 AEFTCD  PREFERRED TERM CODE
18 |aF DEMO9E76:001  D009576-0071-01001 AELLT  LOW LEVEL TERM Sare thioat 18 |AE DEMOSE76-001  O009E76-000-00053 AELLT LOW LEVEL TERM
13 |aF DEMOIGPE-00T  O003575-0071-01 00 AELLTCD  LOw LEVEL TERM CODE 10041367 19 |AE DEMOS876-001  D009576-000-00063 AFLLTCD  LOW LEVEL TERM CODE
20 |aE DEMOIG7E-001  0003575-0071-01 001 AEPTCD  PREFERRED TERM CODE 10034535 20 |aE DEMOSG7E-001 | O009E76-000-00053 AEFTCD  PREFERRED TERM CODE
n |ae DEMO9876:001  D009576-001-01007 AELLT  LOW LEVEL TERM Canfusian 0 |AE DEMOS876001  D009876-000-00063 AELLT LOW LEVEL TERM
N |ae DEMO9876-001  D009576-0071-01007 AELLTCD  LOW LEVEL TERM CODE 100710300 N |aE DEMOE76001  0O09676-000-00063 AFLLTCD  LOW LEVEL TERM CODE v
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A TOOL FOR A PROCESS

Take home messages
Simple, Flexible and Efficient
Consistent with all databases Formats and Structures
Customizable & Evolutive

Risk assessment
Compliance with Legal Requirements
Detailed in SDO1 “"KeyDAN, a Clinical Data De-identification Solution” paper

Next steps
Add New Transformation Functions LY/
Automate the process with CSR c = Y) ” "
4
You have a question? \...J
v

You want to know more?

Contact information You would like to discuss this with us?

stephane.chollet@keyrus.com
www.keyrusbiopharma.com Come and see us at booth #20 J
v L N
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