
INNOVATIVE CONTRACT
RESEARCH ORGANIZATION 

Stéphane Chollet 
stephane.chollet@keyrus.com

Manager Innovation, Tools & Applications



© Copyright 2017 – Keyrus 2

SD01 - KEYDAN, 
A CLINICAL DATA DE-IDENTIFICATION 
SOLUTION

Edinburgh 2017
″Digital Innovation in Healthcare ″



© Copyright 2017 – Keyrus 3

AGENDA

� De-identification
� Regulatory key dates 

� Process

� KeyDAN presentation
� Functionalities 

� Inputs / Outputs

� KeyDAN demo
� Full process with a legacy database

� Specific uses (multiple sources & format, customization, using standard)
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REGULATORY KEY DATES

Increased regulation of
→ Subject privacy
→ Data security
→ Transparency
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**Health Insurance Portability and Accountability Act
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DE-IDENTIFICATION
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KEYDAN PRESENTATION
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Inputs folders

Standard anom.* file

Variable list creation

Anom. Plan:
- RA**
- Anom. parameters

S
e
t-

u
p
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Check consistency
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Master keys update
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Quality Control
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Final RA**

Anom. Report:
- QC report
- RA report
- Parameters
- Functions allocation

* ANOnyMization
** Risk Assessment
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STANDARD INSTRUCTIONS

Phuse SDTMIG.xlsx

KeyDAN standard

- Use global standard (e.g. Phuse one)

- Use previous file as standard
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ANONYMIZATION PARAMETERS & DATE FORMATS

Folders location

Anonymization 
Parameters

Applicable 
date formats

- No need to customize the SAS batch

- An easy to use and evolving interface
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KEYDAN PRESENTATION
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ADD-ONS

DB
Source

DB
anonymized

Anonymization 
Plan

Dates detector

Potential dates

Key items detector

Potential identifiers in 
non-anonymized data

Anonymization 
tool

Anonymization 
Report

Low freq detector

Compute frequencies of 
items or group of items

Standards

Study
Functions allocation

Provide assistance for risk minimization while de-identifying

Computes the re-identification risk / Looks for outliers → Low-freq

Does not miss any strings that may be interpreted as dates → Dates

Does not miss any identifiers present as substrings → Key-Items
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KEYDAN PRESENTATION
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ANONYMIZATION FUNCTIONS ALLOCATION

- Output for the Anonymization Report

- Managing several data sources and format (legacy, CDISC …) 

- Use of standards
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KEYDAN PRESENTATION
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MASTER KEYS CUSTOMIZATION

- Macro automatic detection

- Maintain consistencies between variables

- Ability to apply transformations in addition 
to the standard functions
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KEYDAN PRESENTATION
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REPORTS (LIST OF) & ANONYMIZATION REPORTS

� Anonymization Plan / Report

Disclosure context, identifiers determination, anonymization strategy, risk assessment → Conclusion

� Appendix for the Anonymization Report

Datasets creation and content

Folder location of Source(s), Target(s) and Reference anonymization template 

Anonymization parameters

Date formats

Function allocation for all datasets/variables (with the rationale of the change)

Function allocation summary by function

Function allocation summary by dataset

SUBJ_KEY and ANOM_KEY check consistency

DATE and DOB_ANO functions summary

Character dates not processed (→ specific action needed before disclosure)
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KEYDAN PRESENTATION
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DEMO - SIMPLE EXAMPLE WITH A LEGACY DATABASE

Plug-in
Input Database
Parameterization (using low-freq)

Strategy Set-up 
Basic (for Subject iD, Center iD and Dates) 
Advanced (using dates detector & low-freq)

Anonymization
Data Transformations

Closure
Risk Assessment
Reports 
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ANONYMIZATION - LEGACY

� Batch Execution

� Data Transformation
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DEMO - SIMPLE EXAMPLE WITH A LEGACY DATABASE

Plug-in
Input Database
Parameterization (using low-freq)

Strategy Set-up 
Basic (for Subject iD, Center iD and Dates) 
Advanced (using dates detector & low-freq)

Anonymization
Data Transformations

Closure
Risk Assessment
Reports 
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ANONYMIZATION - LEGACY

� Risk Assessment

� Reports
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DEMO - SPECIFICS USES

Multiple sources (e.g. pulling) & Format (Legacy, CDISC, …)
Different Sources
Add-ons Use to help with suppQUAL anonymization

Using standard
Precompletion of Functions Allocation Using a Standard

Customization
Master Keys Customization

Other functionalities
Generation of the Same Number of Days
Repeatability of the Process

Destruction of the master keys
…
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ANONYMIZATION - CDISC

� Batch set-up

� Data Transformation
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A TOOL FOR A PROCESS

Take home messages
Simple, Flexible and Efficient
Consistent with all databases Formats and Structures
Customizable & Evolutive

Risk assessment
Compliance with Legal Requirements
Detailed in SD01 “KeyDAN, a Clinical Data De-identification Solution” paper

Next steps
Add New Transformation Functions
Automate the process with CSR

Contact information
stephane.chollet@keyrus.com
www.keyrusbiopharma.com

You have a question? 
You want to know more? 
You would like to discuss this with us? 

Come and see us at booth #20



QUESTIONS ?

stephane.chollet@keyrus.com

www.keyrusbiopharma.com


