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RECENT BACKGROUND
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EMA Policy 0070
Policy 0070 
on clinical 

data

Phase 1 for 
clinical 
reports

Module 2.5 (clinical overview) 
Module 2.7 (clinical summary) 
Module 5 (clinical study reports 
(CSRs) and Appendices 16.1.1 
(protocol and protocol 

amendments), 16.1.2 
(sample case report form) and 
16.1.9 (documentation of statistical 

methods)).

Phase 2 for 
IPD

Yet to be 
implemented

Key Note: External Guidance recently updated to provide specific list of documents to be published 
under Phase 1.
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Categorization of Clinical Data

Quasi-Identifiers Direct Identifiers:
Sensitive  
Information 

Demographic: Race, 
Ethnicity, Date of Birth, 
Age, Sex, Country 
Longitudinal: Adverse 
Events (Serious): 
Death, Hospitalization; 
Start/End of AE –
MHTERM – SITEID

USUBJID, INVNAME Substance abuse, 
mental health 
disorders, HIV, 
reproductive health, 
sexually transmitted 
diseases – MHTERM 
(text) – medical history

Risk: The data may lead to identification of subjects participating in the 
study directly or indirectly. Per EU legislations, this personal data must be 
protected.
Adversaries: Deliberate attempt, acquaintance, Data breach
Remedy: Anonymization of clinical trial data to significantly reduce the 
risk for reidentification of subjects.
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Methods to establish if data has been properly anonymized:
1) Demonstrate that after anonymization, it is no longer possible to:

§ Single out an individual from the rest of the data (“Singling Out”)
§ Link datasets and records related to an individual together and use the 

combined information to identify that individual (“Linkability”)
§ Infer an attribute of subject from other attribute with some significant 

probability (“Inference”)
Note: It is clear that it is very difficult to meet the above criteria and maintain data utility at the same 
time. Only possibility is that if CSRs do not contain any information on direct and quasi-identifiers then 
above criteria can be met.

OR

2) Perform an analysis of re-identification risk, including:
§ An appropriate risk metric
§ A suitable/established threshold
§ An actual, calculated measurement of risk
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Assessment of Anonymization
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Anonymization

Data Utility

Risk of Re-
Idenification
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Criteria for Anonymization

1) Meet established 
thresholds for risk of re-
identification –
for EMA: 0.09

2) Confirm anonymization 
methods do not impact 
data utility, i.e., generally 
defined as the ability to 
replicate analyses/results
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Other factors to be considered: Age range, race, number of 
identifiers within the data/report.
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Qualitative Risk Assessment

* copied from Transcelerate guidance document

Approach measures risk as qualitative value i.e. low, medium or 
high.
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Approach measures risk as numerical value…
Two components of risk of re-identification for de-identified data that 
recent literature [(Scaiano et al. (2016) & Kniola (2016)] has identified are:
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Quantitative Risk Assessment

1) Risk due to missing to 
annotate/redact any direct or 
Quasi-identifier which is planned 
to be annotated.

2) Risk due quasi-identifiers 
which are caught by 
process and transformed 
or left unchanged in 
clinical document.
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Component 1
Probability of re-identification due to leakage of identifiers:

Pr (reid,leak)=Pr(reid/leak) X Pr(leak)
Where…

– Pr (reid/leak)=1 for direct identifiers 
– Pr(reid/leak) computed for quasi-identifiers based on empirically 

supported heuristics assuming that leak in two quasi-identifiers would 
lead to re-identification of patient

Including “Hiding in plain sight” factor:

– Pr(leak) =1-recall where recall is proportion of true annotation by total 
annotation using process (tool alone, tool+manual, manual only)
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• EMA quotes that “probability of re-identification of a record in a data set is 
1 divided by the frequency of trial participants with same category/value 
of a set of the quasi identifiers (group size).”  For example:

• Structured IPD is available to the trial sponsor but not to researcher, who 
received De-ID clinical documents.

Risk due to Component 2 will be calculated using IPD data considering quasi-identifiers 
appearing directly in clinical documents

Note: Populations proportion consideration not included here.
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Component 2
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Risk assessed considering component 1 and component 2 jointly, if quasi-
identifiers are replaced with De-identified values from IPD data, will be given 
by 

Component 1 will be calculated as suggested in previous slides and 
component 2 will be major part of risk.
Component 2 will be maximum of individual risk for all subjects. 
For example, referring table 1
• if all subject appeared in clinical reports as in table 1 then risk due to 

component 2 will be 1. 
• If only subject 101 and 102 appeared in clinical report then risk will be 0.5.

This approach does not consider quasi-identifiers appearance in clinical 
reports.
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Scenario 1 – Conservative approach

Component 1Component 2
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If process of de-identification of clinical documents is able to detect the 
information around quasi-identifiers for each subject appeared in clinical 
document then risk assessed for component 2 will be more exact.
For example, referring table 1, if only sex appears for subjects in clinical 
reports then risk will be as below:
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Scenario 2 – Exact approach

If subject 101 and 102 appears in clinical report with age 
information then risk due to component 2 will be 0.2.
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What if all quasi-identifiers does not appear for all subject? For example: as 
shown in table below, age does not appear for two subjects i.e. 103 and 104
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Continued

USUBJID SEX AGE Equivalenc
e Class

Re-id Risk

CT1/101 M 26 A1(3) 0.33
CT1/102 F 25 B(2) 0.5
CT1/103 M A(3) 0.33
CT1/104 F C(1) 0.5
CT1/105 M 26 A1(3) 0.33

• Re-id risk for subjects 103 and104 will be calculated considering SEX 
variable info only i.e. 1/number of repeated values in current dataset.

• Reid risk for other subjects would need some value for missing age of two 
subjects:

1) Assuming missing value could be any value and counting these subjects in each equivalence 
class

2) Assigning missing values using probability calculated on remaining data.
• In above example, it was assumed that subject with missing age will be 

counted in equivalence classes where value of other variable is matched. 
103 is counted in equivalence class of sub 101 and 105
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Component 1 of re-id risk can be eliminated from calculation based on 
following justification:
• Process is robust enough and will not miss to annotate any identifier.
• It is expected that at least no direct identifiers are leaked in clinical 

documents. One direct identifier missed to be anonymized means that 
there is definite re-identification in case of public disclosure of documents. 
Hence, it is not affordable to miss anonymization of even a single direct 
identifier for a single patient. 

• Clinical documents that are supposed to be submitted for phase 1 of Policy 
0070 are not supposed to be very lengthy as appendices containing 
individual patient data listings are not in scope for phase 1. Medical 
writers or someone with good exposure to ICH E3 will have an idea that 
which sections will possibly have PPD information. This way any document 
which is anonymized using a tool can be quickly reviewed for any missed 
annotation by an experienced person. This will ensure that there is no 
missed annotation for direct or quasi-identifiers. 
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Thoughts on Component 1
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Q&A
Thank you


