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Disclaimer 

●  The opinions expressed in the presentation are solely those of presenters and not of 
Chiltern. 

●  All product and company names are trademarks™ or registered® trademarks of their 
respective holders. 

●   Use of them does not imply any affiliation with or endorsement by them. 
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  Introduction 

●  Cloud computing is a model for  
Convenient 
 on-demand network access  
  shared pool of configurable computing resources. 
                    (e.g., networks, servers, storage, applications, 
                     and services)  
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access  
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On-demand self 
service  

Measured services 
(SLA)  
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    Characteristics of Cloud 
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Examples of cloud around us  

Proprietary & Confidential. © 2015 Chiltern 8 



   Internet and Cloud 
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   Types of Service Models 

Types 

PaaS 

IaaS SaaS 
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PaaS 

IaaS 

 

Infrastructure-as-a-Service 
  
•Fully outsourced hardware infrastructure  
•“Rent a server” billed per hour or minute  
•Give your full control for changes, data 
protection, etc.  

 

 

Platform-as-a-Service  
 
•Provides a platform to develop cloud based 
applications 
•Provider controls changes to the 
environment and data protection 
 
 

SaaS 

 

Software-as-a-Service  
 
•Provides a consumable application running 
in cloud 
•Software vendor must demonstrate 
adherence to 21 CFR Part 11 and evidence 
validation 

 
   Types of Service Models (contd.) 
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Infrastructure as a Service 

 
Platform as a Service 

 
Software as a Service 

Self Service OK OK OK 

Reduced Cost Expensive for large 
deployment 

OK OK 

 
Ubiquitous Access   

OK Caution with mobile 
platforms 

OK 

Automated System OK Caution with auto 
updates 

OK 

On-demand 
Scalability 

OK OK OK 

Can store clinical 
data?             

                            

K              L J         

 
     Comparison between the Service Models 
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Verticals that can be moved to cloud 

Pharmacovigilance 
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A journey of life sciences companies using cloud 

 
●  Cost Reduction and Increased Speed : 
 

•  Early adopters of cloud computing such as Pfizer, Johnson & Johnson, and Eli Lily.  

•  Able to perform R&D, process proteomics, bioinformatics, statistics and adaptive trial 
design more rapidly with predictable time and costs using cloud. 

●    Better Connectivity and Improved Performance : 

•  Data protection, 24x7 disaster recovery, multi-site replication, real-time monitoring, and 
state-of-the-art emergency response systems 
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A journey of life sciences companies using cloud (Contd.) 

●  Collaborative drug discovery and data analysis : 

•  Researchers in remote areas, sometimes with few technological resources, to 
participate fully in research projects.  

●  Cloud security : 
 

•  CSPs (Cloud Service Providers) provide security on several areas. Such as, 

ü Application Security 
ü Data Security 
ü Infrastructure Security 
ü Process Security 
ü Personnel Security 
ü Product Development Security 
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Additional Benefits  

●   Improved scalability of IT resources – access to extensive file storage  

●   Quick set-up, more flexible, 24x7 connectivity and management.  

●   Enhanced security and privacy features.  

●   Increased collaboration on drug discovery.  

●   Availability of on-demand, redundant cloud databases.  

●   Better life sciences efficiency and regulatory compliance.  

●   The availability of multiple CSPs, thus providing more comparison and choices.  
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Challenges 

●   Maintaining Privacy and confidentiality of corporate data.  

●   Loss of control within the IT function (e.g. managing multiple platforms and devices)  

●   Maintaining reliability of key systems and availability of services or data.  

●   Lack of organizational control over services or data.  

●   Legal ramifications (government regulations, compliance and auditing)  

●   Concerns over cloud vendor lock-in.  
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Conclusion 

Next Few Years… 

  Definitely cloudy with chances of changing winds!   J 
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Questions ? 
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