
  
 

Anonymizing clinical data to ensure patient privacy and confidentiality remains a challenge, especially for non-standard or legacy 

structures (not CDISC like) and SUPPQUAL CDISC tables.  
 

To aid the anonymization process, Keyrus Biopharma (KBP) has developed an easy-to-use, efficient tool which can anonymize data 

within any database structure. It can also be used as a final QC solution. 
 

As with any other anonymization solutions the two most important challenges for data managers are: 

o Detecting all the variables to be anonymized; 

o Associating the right anonymization functions. 
 

KBP’s tool scan the entire database to automatically detect: 

o The variables that can be considered as dates; 

o Non-anonymized variables that contain anonymized identifiers as a substring. 
 

This poster presents the two solutions that we have implemented to limit the risk of missing potential re-identifying information 

by detecting the potential dates and potential identifiers. 
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Reducing the risk of missing potential identifiable information in data which will be made available for external users - to maintain 

transparency and provide exploitable data - is a difficult and time-consuming obligation to comply with. 
 

The solutions we have developed can help at the beginning of the anonymization process to identify: 

o Which variables are at risk of being missed as “date” which should be anonymized 

o Which variables are at risk of containing a value coming from another anonymized identifier 
 

It can also be used as a QC tool at the end of the anonymization process. 
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The key items detector tool scans the 

records in the database for variables 

(character or numeric) which are not 

anonymized. 
 

If any record looks like a key identifier 

value (contains as a substring), then the 

corresponding variable is highlighted. 
 

Those records are at risk for re-

identification and the variable should 

probably be anonymized with a new 

identifier as well. 
 

This tool will reduce the risk of missing 

variables requiring anonymization. 
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Database to be anonymized May contain multiple sources (raw and analysis datasets). 

Plan builder Automatically builds reports using DB anonymization parameters. 

Dates detector Detects all character variables (and count records) which are potentially dates (complete and 

incomplete) in the database. 

Key items detector Detects all variables (and count records) which contain other anonymized variable values as a 

substring. 

Anonymization tool Anonymizes database - including normalized datasets (vertical structure) - based on anonymization 

input parameters, allocated anonymization functions and standard anonymization functions allocation 

(if existing). 

Report builder Automatically builds report using DB and input anonymization parameters, including automatic QC 

and risk assessment reports. 

(*) Variables that need to be anonymized with new identifiers - such as key identifiers - are defined during the functions allocation step.  
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Database to be anonymized  May contain multiple sources (raw and analysis datasets). 

Date formats list SAS formats and informats  

Dates detector The SAS program scans all tables & variables of the DB. Then, checks if the value is a complete or 

incomplete “date" (missing day or missing day-month).   

A report by table-variable is generated with:  

o Numbers of records that are detected as a “date” (complete or incomplete); 

o Numbers of records by formats. 

Missing day-month symbols (UNK, NK …) can be used as an input parameter. Additional detailed 

reports (on records position in the dataset when detected as date) are available, and mixed date 
formats within variable are detected as well. 

     Dates detector 

INPUT KEY ITEMS DETECTOR OUTPUT

DB
Source Identifiers found 
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USUBJID

DEMO-01-01
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01

02
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OTHER ITEMS IDENTIFIERS

Dataset Variable USUBJID SITEID LBNAM

DEMOG SUBJID x

RANDO SUBJID x

LABO_EXT LAB_NAM x

XRAY CENTER x x

XRAY LB_NAME x
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Complete date 

transformation 

succeeded?

Incomplete date 
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Yes

No Yes
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Incomplete

Not a date

TABLE VARIABLE VARNUM # Recs
# Not 

Null Recs

# Dates 

ALL

# Dates 

Full

# Dates 

Day 

Missing

# Dates     

Day-

Month 

Missing

Probabiliy

AEVRQG AEVSTT1D 1 570 555 457 450 7 0 82%

AEVRQG AEVEND1D 2 570 318 275 273 2 0 86%

AEVRQG AEVEND1O 5 570 273 273 273 0 0 100%

AEVRQG AEVCTU1C 8 570 223 0 0 0 0 0%

AEVRQG AEVCTU1C_DLV 11 570 223 0 0 0 0 0%

AEVRQG AEINRD1D 12 570 555 555 555 0 0 100%

AEVRQG AEFUDE1D 7 570 75 75 75 0 0 100%

BCH BCD1M_DLV 3 510 505 0 0 0 0 0%

BCH BCDIAG1D 4 510 509 450 442 5 3 88%

BCH BCDIAG1O 8 510 442 442 442 0 0 100%

BCH BCHERT1C 10 510 473 0 0 0 0 0%

BCH2 BCD1Y_DLV 11 2550 2545 2545 0 0 2545 100%
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