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The	PhUSE	Data	Transparency	Working	Group	&	Data	Sharing	
In	this	era	of	Data	Transparency	and	sharing	data	with	researchers,	companies	are	defining	their	processes	and	de-iden9fica9on	guidance	 in	order	to	comply	with	data	privacy	regula9ons.	 In	par9cular,	 it	 is	possible	 for	researchers	to	request	access	to	data	across	
sponsors	and	both	the	difference	of	data	models	and	de-iden9fica9on	techniques	may	make	the	analyses	cumbersome	and	error-prone.	As	the	CDISC	data	models	are	now	adopted	in	the	industry,	PhUSE	launched	in	July	2014	a	dedicated	Working	Group	to	define	de-
iden9fica9on	standards	for	CDISC	data	models	star9ng	with	SDTM.	Par9cipants	from	Pharmaceu9cals,	CROs,	SoRware	Vendors,	CDISC	specialists,	Data	Privacy	specialists	and	Academia	have	joined	forces	to	define	a	set	of	rules	against	SDTM	to	provide	the	industry	with	
a	consistent	approach	to	data	de-iden9fica9on	and	increase	consistency	across	anonymized	datasets.	Each	domain	and	variables	holding	poten9ally	Personally	Iden9fying	Informa9on	(PII)	have	been	rated	in	terms	of	impact	on	data	privacy.	Based	on	that	ra9ng	the	
variables	are	allocated	standard	rules	of	de-iden9fica9on,	along	with	the	ra9onale	and	the	impact	on	data	u9lity	being	documented.	

PhUSE	De-Iden'fica'on	Standard	for	SDTM	
Every	domain	and	variable	defined	in	SDTMIG	3.2	is	assessed	and	variables	that	hold	PII	were	evaluated	in	terms	of	data	
privacy	and	what	rules	to	apply.	Data	privacy	is	defined	across	3	levels,	Direct	Iden9fiers,	Level	1	quasi	Iden9fiers	and	Level	
2	quasi	Iden9fiers	of	decreasing	impact	on	data	privacy	and	risk	over	pa9ent	re-iden9fica9on.	For	these	variables,	rules	to	
apply	are	recommended.	In	some	cases,	it	is	recommended	to	keep	them	‘as-is’	as	they	hold	cri9cal	data	for	analysis	(e.g.	
Sex)	 or	 an	 alterna9ve	 rule	 is	 suggested	 to	 address	 different	 cases	 (e.g.	 a	 device	 number	may	 need	 to	 be	 recoded	 in	 a	
medical	device	study	while	not	holding	any	data	u9lity	in	a	non-device	study,	where	it	can	be	removed).		
Please	visit	hMp://www.phuse.eu/Data_Transparency.aspx	to	download	the	latest	version.	
	

Data	De-Iden'fica'on	

Offset	Dates	
	

All	 9me-related	 informa9on	 is	 important	 in	 clinical	 research,	 in	 par9cular	 dates,	 and	 they	 present	
themselves	 in	 two	 forms,	 date	 and	 rela9ve	 days.	 Conforming	 with	 CDISC	 standards	 (both	 dates	 and	
rela9ve	days	are	present),	it	is	preferable	from	a	data	u9lity	perspec9ve	to	keep	both	types	of	dates,	but	
to	offset	actual	dates,	and	keep	study	day	and	other	rela9ve	dates	‘as-is’.	Full	and	par9al	dates	must	be	
offset	(guidance	 is	provided	in	Appendix	1	of	deliverable	[3])	while	rela9ve	dates	such	Study	Day	can	be	
kept	‘as-is’	in	the	datasets.	The	figure	below	describes	a	date	offset	algorithm	that	enables	the	offset	dates	
to	be	kept	within	the	range	of	possible	study	dates.	

	

Residual	Risk	Assessment	

Handling	Free-Text	
	
In	 general,	 free-text	 data	 must	 be	 deleted	 as	 it	 is		
considered	to	be	a	direct	Iden9fier,	as	it	can	hold	any	data	
including	PII.	 If	 there	 is	no	associated	coded	 informa9on	
available	in	the	dataset	that	can	be	used	instead,	free-text	
data	 must	 be	 considered	 for	 review	 and	 redac9on	 of	
values	 with	 PII.	 However	 such	 a	 measure	 needs	 to	 be	
balanced	with	 the	 cri9cality	 of	 such	 variables	 for	 future	
research	 and	 as	 an	 alterna9ve	 rule,	 a	 non-recoded	 free-
text	variable	can	be	removed	from	the	dataset.	

	
	

	

Other	Areas	
	

	
	
	

	

Summary	
	
This	set	of	rules	defined	for	CDISC	SDTMIG	3.2	is	wriben	with	the	goal	of	both	facilita9ng	the	assessment	of	direct	and	quasi	iden9fiers	in	SDTM	
datasets	 and	 ensuring	 consistency	 in	 anonymized	 data	 shared	 across	 sponsors.	 The	 defini9ons	 of	 direct	 and	 quasi-iden9fiers	 represent	 the	
consensus	of	the	working	group.	
However,	 the	 rules	 described	 here	 do	 not	 guarantee	 an	 acceptable	 or	 very	 small	 residual	 risk	 of	 re-iden9fica9on	 in	 the	 data	 and	 it	 is	 the	
responsibility	of	the	sponsors	to	define	and	measure	what	the	residual	risk	is	and	define	an	acceptable	risk	threshold.		
SDTM	being	also	a	normalized	data	model,	not	all	direct	nor	quasi	iden9fiers	may	be	captured	in	this	deliverable	and	it	is	the	responsibility	of	the	
sponsor	to	ensure	that	such	assessment	is	conducted	and	reviewed	according	to	defined	internal	procedures.	

Iden9fying	a	specific	set	of	variables	that	need	to	be	modified	
as	 per	 the	 general	 Safe	Harbor	 approach	 does	 not	 guarantee	
that	 the	 risk	 of	 re-iden9fica9on	 is	 always	 sufficiently	 small,	a	
second	 step	 of	 residual	 risk	 analysis	 is	 generally	
recommended	if	any	of	the	following	condi9ons	are	met:		
•  Data	is	not	released	through	a	secure	portal	
•  Researchers	do	not	sign	a	Data	Sharing	Agreement	
•  Rare	disease	trial	
•  Extreme	or	known/observable	values	or	serious	events	
•  The	data	contains	extensive	demographic,	socioeconomic	or	

detailed	medical	histories.		
	
The	 evalua9on	 of	 residual	 risk	 is	 a	 quan9ta9ve	 exercise	 and	
involves	4	general	steps:	

1.  Assessing	the	context	of	the	data	sharing.		
2.  Sefng	an	acceptable	threshold	for	anonymiza9on.		
3.  Measuring	the	actual	probability	of	re-iden9fica9on.	
4.  Adjus9ng	data	de-iden9fica9on	if	necessary.	

	
Popula'on	to	consider:	
•  Study	popula9on	
•  Similar	Clinical	Studies	popula9on	
•  Geographical	popula9on	
Risk	Metrics	to	consider:	
•  Average	risk	for	controlled	disclosure	
•  Maximum	risk	for	public	disclosure	

	
	

It	was	also	decided	that	date	of	Death	must	be	offset	as	in	any	other	date	handling,	due	to	its	importance	
in	clinical	research.	Whilst	date	of	Birth	must	be	derived	into	“Age	at	baseline”	and	pa9ents	over	89	years	
old	must	be	aggregated	into	one	category.	It	is	also	possible	as	an	alterna9ve	rule	to	derive	into	age	folds	
(10-15,	15-20,	20-25	etc.,	18-20,	20-22,	22-24,	etc.)	to	be	defined	by	the	sponsor.		

Extension	to	CDISC	ADaM	
	
The	PhUSE	De-Iden9fica9on	Standard	for	SDTMIG	3.2	was	released	on	15	May	2015	and	a	number	of	companies	are	currently	 implemen9ng	 it	or	
conduc9ng	pilots.	Based	on	the	ini9al	feedback	that	will	be	provided	through	this	process,	a	version	1.1	of	the	standard	will	be	developed	to	further	
clarify	the	different	concepts	and	rules.	
A	natural	step	for	the	working	group	would	be	to	develop	a	similar	de-iden9fica9on	standard	for	analysis	datasets	and	CDISC	ADaM	in	par9cular.	
While	most	concepts	developed	for	de-iden9fying	SDTM	datasets	can	be	reused	and	most	SDTM	data	is	available	in	ADaM,	a	number	of	challenges	
may	be	posed:	

•  Ensuring	consistency	between	de-iden9fied	SDTM	and	ADaM	datasets		

•  Develop	mechanism	to	evaluate	and	de-iden9fy	derived	informa9on	that	may	contain	data	at	risk	whilst	preserving	data	u9lity	

•  Preserve	traceability	between	SDTM	and	ADaM	data	layers	

The	PhUSE	de-iden9fica9on	standards	aim	to:	
•  Facilitate	the	iden'fica'on	of	direct	and	quasi	iden9fiers	
•  Provide	rules	to	apply	together	with	technical	guidelines.	
•  Ensure	consistency	in	data	de-iden9fica9on	across	sponsors.	
•  Provide	guidance	in	es9ma9ng	residual	risk	in	de-id	data.	
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•  Recoding	of	Unique	Iden9fiers	

•  Geographical	Loca9on	

•  Low	Frequency	&	Rare	Events	

•  Sensi9ve	Data	

•  Quasi	Iden9fiers	to	Keep	(e.g.	Sex)	

•  PII	of	Third	Party	
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