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 Effective anonymisation is 
possible but it’s also possible 
to do anonymisation 
ineffectively.  



From our anonymisation code of  
practice  

  
 We want openness, but we want privacy too. 
That is why the subject matter of our code of 
practice – anonymisation – is so important. 
If we assess the risks properly and deploy it 
in the right circumstances, anonymisation 
can allow us to make information derived 
from personal data available in a form that is 
rich and usable, whilst protecting individual 
data subjects. 



Some myths about anonymisation 

•  It’s just about removing ‘obvious’ identifiers 
like names and identification numbers. 

•  It can be done with absolute 100% future-
proof certainty. 

•  It is impossible and not worthwhile, someone 
will always ‘crack’ anonymised data. 

•  It is not possible to assess re-identification 
risk objectively.  

•  A single technique can apply to different 
forms of personal data.  



Why is this important now? 

•  Strong political drives towards ‘big-data’, 
OpenData, HES data etc. 

•  Debate in EU Council / Parliament / DP 
authorities re:  status of ‘pseudonymised 
data’ – i.e. individual-level, non-personally 
identifiable (?) stuff. 

•  Future statutory recognition of privacy 
enhancing approaches + rapid development 
of PE techniques. 

•  Usefulness / privacy trade-off. 



Why is this important now? 

•  Need for realistic treatment of 
pseudonymous data if = personal data. 

•  Subject access when you don’t know who the 
data subject is?? 

•  Anonymisation impossible         consent for 
use/disclosure of personal data         more 
PD in circulation = privacy net loss.  



Why is anonymisation difficult 1  

•  What is identification? 
•  Is it more than ‘singling out’? 
•  Likelihood of identification? 
•  What other information is out there? 
•  Who are the ‘motivated intruders’ and 

how determined and resourceful are 
they? 



Why is anonymisation difficult 2 

•  Assessing re-identification risk. 
•  Statistical certainty / possibility Vs the 

tests in DP law.  
•  Mixture of ‘science’ and judgement 

call. 
•  What the law requires Vs sensible 

practical considerations. 
•  Scant evidence of re-identification. 

 



What is in the ICO’s CoP 1  

•  What is personal data and how do 
you anonymise it? 

•  Different types of anonymisation – 
e.g. pseudonymised data, statistics, 
qualitative material. 

•  Ensuring the effectiveness of 
anonymisation: how to do it ‘safely’. 

 
 



What is in the ICO’s CoP 2 

•  Re-identification and DP liability. 
•  Information about groups of people. 
•  Consent for anonymisation?  
•  Personal data and spatial information. 
 
 
 



What is in the ICO’s CoP 3 

•  Publication Vs limited access 
•  Governance, security procedures etc. 
•  DPA s.33 research exemption 
•  Practical examples of anonymisation 

techniques 
•  Lots of case-studies 
 
 
 
 
 



What the CoP isn’t:   

•  A manual on security engineering. 
•  An exhaustive explanation of every 

anonymisation technique. 
•  An alternative to sensible judgement. 
•  An absolute guarantee that anonymised 

information will always remain anonymous 
whatever may happen in the future. 

 
 
 
 
 















Subscribe to our e-newsletter 
at www.ico.gov.uk 
 
Follow us on Twitter 
at www.twitter.com/iconews 
 
See http://www.ukanon.net/ 


