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e Vision and Goals of the Working Group
e Data De-identification Standards for SDTM 3.2

 Learnings & Potential Future Extensions
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Initiative Background

 There are current efforts by regulators such as EMA
to examine how to make Individual Patient Data
(IPD) from clinical trials shared more widely

 Sponsors have started sharing IPD based on request
proposals from researchers and...
— Data in different data models is available

— Each company seems to be defining their own high-level
guidelines for data de-identification

— |t is possible to request data from different companies
within same research proposal
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Conseil des académies canadiennes



| sq"{_f.mrl ,',?)%
W PhUSE De-ldentification Working Group Vision

“Develop data de-identification
standards for CDISC data models”

CROs, SDTM Rational
Software and Data Utility
Academia
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- Goals

standards for CDISC data models to the

iIndustry

« Facilitate the assessment of direct and quasi
Identifiers in CDISC datasets

 Ensure consistency in de-identified data
shared across sponsors

e Provide guidance on handling of low frequency
and residual risk assessment in different data
release contexts — See Appendix 2

phuse®
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et Disclaimer
" De-ldentification Standards for CDISC SDTM 3.2

 The views in the deliverable represent the consensus
of the Working Group

 The rules described do not guarantee an acceptable
or very small residual risk of re-identification

— “It is generally recommended if certain conditions are
met, that after the application of the rules described In
this document, a second pass examining low
frequency should be performed to confirm that there
are no risks from low frequencies.”
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" Key Principles

Direct & Quasli laentitiers are identitiec

e Direct identifiers: One or more direct identifiers can be used to uniquely identify an individual. E.g. Subject
ID, Social Security Number, Telephone number, Exact address, etc. It is compulsory to remove or
pseudonymize any direct identifier.

¢ Quasi identifiers: Quasi identifiers are background information that can be used in connection with other
information to identify an individual with a high probability. E.g. Age at baseline, Race, Sex, Events, Specific
Findings, etc.

Primary & ernative Rules 1or De-ldentitication are assignec

* Primary rule: Pro-active data de-identification maximizing data utility

e Alternative rule: Reactive data de-identification and special cases

e Impact on data utility is evaluated qualitatively

¢ Implementation guidance for each rule is provided

* Rules address different scenarios rather than different implementation possibilities

omments are added to guide the reader

* To explain further the rational of a given assessment
* To warn users for exceptions or special considerations

phuses
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Key Areas and Rules

Dates

* Must be offset
¢ Date of Birth — Derive into Age at baseline and aggregate patients over 89 years old or derive into age folds (10-15, 15-20, 20-25 etc., 18-20, 20-22, 22-24, etc.)
¢ Date of Death - Offset

Low frequency & rare events

e Methodology such as one described in IOM report is recommended to be used
eVariables and datasets at stake have a comment associated with such considerations

Recoding of unique identifiers

eSubject IDs

¢ |nvestigator ID

Site IDs

« Reference ID and Sponsor ID

Handling of free-text variables and extensible code lists

o |f critical to the analysis, and not recoded in the dataset. Review and only redact values with personal information. Otherwise remove.
e Extensible code lists variables are flagged as a warning as free-text may be added

Geographical location

¢ Aggregation of country to continent unless country is critical to analysis.
o Site and Investigator names and IDs. must be deleted. Site/Investigator ID may be recoded in some cases.

Sensitive data

*This is the responsibility of the sponsors to define how to handle such data
#Variables and datasets at stake have a comment associated with such considerations

Some quasi identifiers are advised to be kept as-is

eImportant variable for analysis. E.g. Gender
¢ De-identification is already in place. E.g. relative dates such as study day

PIl'of third-party

*Must be removed as they can provide geographical information
e Information such a evaluator type is however advised to be kept

#PhUSE



Dates

Offset

Partial Dates

MH dates and
patients > 89

DoB/DoD

Adaptive
Design

Extension
Studies

: No further
Relative _ .
de-identification
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Dates Offset
Recommended Algorithm

See Appendix 1

Delta Patient 01
Patient 01
Source Dates
18FEB2014 10MAR2014 20lUN2014 28IUNZ2014
8days 8 days 8 days 8 days
e e A
Offset Dates
10JAN2014 10FEB2014 02MAR2014 12JUN2014 200UN2014
Delta Patient 02
53 days
Patient02 & 4N gN A et A
Source Dates
10JAN2014 04MAR2014 O5APR2014 26APR2014 17JUN2014 07AUG2014
53 days 53 days 53 days 53 days 53 days
e R A
Offset Dates
10JAN2014 11FEB2014 O4MARZ014 J5APR2O14 151UN2014
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Issue with Partial Dates

Ex: Delta applied of -14 days

Visit/Event Date (Source) Imputed Date Offset Date Offset Partial Date
(Final)
Visit 0 10JAN2013 10JAN2013 27DEC2012 27DEC2012
Visit 1 10FEB2013 10FEB2013 27JAN2013 27JAN2013
Visit 2 08MAR2013 08MAR2013 22FEB2013 22FEB2013
Event X MAR2013 I 15MAR2013 01MAR2013 MAR2013 l
Visit 3 12APR2013 1 12APR2013 29MAR2013 29MAR2013 I

#PhUSE




Free-text

Dictionary Coded
Variable
Required/Expected

Remove

FICCRECAT Review and

redact PII

Dictionary Coded
Variable Permissible

Remove if not
Important to
Analysis (or recoded)

phuse
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Party
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Geographical Location

Country

Race

Site/Investigator
ID/Name

Gl

Elevate to
Continent

Keep if
important to
Analysis

Remove

Recode ID if
important to
Analysis




Sensitive Diagnosis

Sensitive
Diagnosis
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Deliverable
De-ldentification Standards for CDISC SDTM 3.2

-| DI_Primary_Rul -

DLC -

|In case of Fatal event, his may be considered for further de-

ification for low-fr of dead patients. This is the
responsibility of the sponsor to conduct such assessmant considering
ameong other occurence of such death for the concemed subjects in
the | tion

In case of Falal event, Inis may De Consiceraa riner oe-
identification for low-frequency of dead patients. This is the
responsibility of the sponsor to conduct such assessment considering
among other occurence of such death for the concemned subjects in
the general population.

If SITEID Is required and is recoded as per the altemative rule, it must
2 in the ri L

Quasi Level 1 Recode |D variable rigk assessmen
I INVID is reguired and is recoded as per (he alternalive rule, it must
Quasi Level 1 Recode |D variable bemiwwmmmﬂam
Such formation is related to othe dividuals than the patients and
can also reveal grographic location of site. In addition, it holds litte
Quasi Level 1 data util
Quasi Level 1
Quasi Level 1 Aggregate Age

If necessary remap to COISC code lists and consider races with low
into a “OTHERDI".

TP aprrgf oo

T counry is crilical 1o the analyss (.g. required 10 reproduce a result),
it may be kept and it is the responsibility of the sponsar 1o assess
whether the residual risk is acceptable and take further actions on
other variables if necessary. Countries with less than 10 patients must

r
DMDTC Date/Time of Collection | Char
DMDY Study Day of Collection | Num

+1300

variables

#PhUSE

CQuasi Level 1 Elevate to continent be in OTHERDI.
Quasi Level 2 Offset
Quasi Level 2 identification

DEIES

Low frequency & rare events

Recoding of unique identifiers
Handling of free-text variables
Extensible code lists
Geographical location
Sensitive data

Quasi identifiers to keep

PIl of third-party




" 200+ comments
™ from External Review

Pharmaceuticals CROs/Consultancies Professional Organizations Academia
and Non-for-Profit

GSK Quintiles Project Data Sphere Liverpool University

AstraZeneca Privacy Analytics European Medical Writer Queen Mary University
Association (EMWA) of London

Sanofi MMS Holdings TransCelerate Clinical Trials Unit at UCL

Shire d-Wise University of Oxford

UCB

Pfizer

Roche

Boehringer Ingelheim
Novartis
EISAI
Abbvie
Merck Serono
J&J
#PhUSE



Available for Download L.
Published on 15. May 2015 Gilson) g

(Phuse

Pharmaceutical Users Software Exchange

Data Transparency Download
DISCLAIMER

This set of de-identification rules defined for CDISC SDTM 3.2 is written with the goal of both facilitating the
assessment of direct and quasi identifiers in SDTM datasets and ensuring consistency in anonymized data
shared across sponsors.

The definitions of direct and quasi-identifiers and the decisions and concepts described in this deliverable
represent the consensus of the working group rather than an endorsement of the companies represented in
the working group.

However, the rules described here do not guarantee an acceptable or very small residual risk of re-
identification in the data and it is the responsibility of the sponsors to define and measure what the residual
risk is and define an acceptable risk threshold.

Clinical Datam

SDTM being also a normalized data model, not all direct nor quasi identifiers may be captured in this

PhUSE SCIE mce £ Tube deliverable and it is the responsibility of the sponsor to ensure that such assessment is conducted and
reviewed according to defined internal procedures.
To download the decuments, please enter your details below. By entering your details, PhUSE will keep you
Q informed of future updates to these documents. In line with PhUSE's Data Protection guidelines, PhUSE will
\ not sell rent or lease to others your personally identifiable information.
Newsletter GPF
Forename™: [Jean-Marc |
p— 5 T 1
pn Surname*: Ferran
] Email Address*: [jmf@qualiance.dk ‘
Archive Members: Company*: jmf@qualiance.dk

Data to Knowledge * Required information

Data Transparency Please contact office@phuse.eu should you need any assistance.
Data Transparency Download

cCccCco

Future Forum
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Learnings

e SDTM highly normalized and implemented
differently

— Difficult to consider all cases
— Notes and warnings are issued
— As much as possible, we could keep CDISC compliance

 Consensus not always simple to reach

— The variety of participants’ background helped making
informed decisions

— One rule per scenario is defined — No flavor!

#PhUSE



Next steps?

Conduct more
Pilots

CDISC ADaM Processes &
standards Documentation

CDISC SDTM
Therapeutic

Extension Open-source
Area standards Projects? Scripts

#PhUSE



Questions?

Jean-Marc Ferran

Special Projects Director, PhUSE
E: jean-marc.ferran@phuse.eu

W: http://www.phuse.eu/Data Transparency.aspx
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The premier community for people working in the biometric area
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“«-Appendix 2 — Low Frequencies

e« The PhUSE approach blends both of these perspectives (safe harbor and expert determination ) by
first identifying a specific set of variables that need to be modified as per the general Safe Harbor
approach. Because this does not guarantee that the risk of re-identification is always sufficiently
small, a second step of residual risk analysis is generally recommended if any of the conditions
below are met. There may be residual re-identification risk under certain conditions, such as:

— the data is not being released through a secure portal with adequate privacy and security controls,

— the data recipients do not sign a data sharing agreement that has sufficient limitations on what the
recipients can and cannot do,

— the trial is for a rare disease,

— there are extreme values in the data set,

— there are observable or knowable serious adverse events in the trial (e.g., deaths and suicides),

— the data set has extensive demographic and socioeconomic information about the participants, or
— the data set includes detailed medical histories of the participants.

 The sponsor can decide whether any of these conditions are met in making the determination
about whether this additional residual risk assessment is required.
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