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Pa+ent	
  Confiden+ality	
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Masking	
  or	
  removing	
  data	
  is	
  not	
  as	
  easy	
  as	
  one	
  could	
  think	
  

Masking	
  or	
  removing	
  informa+on	
  needs	
  to	
  be	
  done	
  in	
  a	
  consistent	
  
way	
  and	
  is	
  all	
  about	
  finding	
  the	
  right	
  balance	
  between	
  protec+ng	
  
pa+ent	
  privacy	
  while	
  maintaining	
  data	
  integrity	
  and	
  reusability	
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The Regulatory Background 
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§  EMA requirement to provide clinical trial data to outside researchers to 
perform independent analyses 
• Supports EMA objective to make decision making transparent 

(Policy 0043) 
• Policy 0070 Publication and Access to Clinical Trial Data 

§  There are also objectives in the USA to be more transparent, 
expressed in the PhRMA Principles 

§  Other EU and USA regulations require the protection of personal data 
(e.g. Regulation (EC) No 45/2001 and Directive 95/46/EC and HIPPA) 
and to stay within the scope of informed consent 

§ EMA Position: Clinical trial data is not commercial, 
confidential information. 

4 



The Objectives – Protection and Analyses 
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§ OBJECTIVE 1: Data privacy protection 
• Protect all the data values that can identify a patient 

§ OBJECTIVE 2: To create a database that can be used for 
meaningful analyses and for the testing of internal 
systems. 
• Keep the data values that do not identify a patient – test results, etc. 
• Support the ability to merge data 
• Know that the same person with these lab tests had these AEs 
• Perform chronological analyses such as time to onset, duration, 

concurrency, etc. 
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Protection – Deidentification or Anonymization? 
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§ Two terms have come into the discussion 
• Deidentification – protect data privacy and allow the capability to re-

identify the data 
• Anonymization – protect data privacy and prohibit the capability to 

re-identify the data 

§ Novartis has decided to anonymize data 

§ The regulations may be subject to interpretation, such that 
deidentification might be allowed.   
• Data privacy regulations apply to all industries, not just pharma.  

Some of these industries are required to delete identifying data as 
soon as they are finished with it.  These non-pharma industries can 
retain the data only if they anonymize it.  Pharma is required to keep 
the real data, so deidentification may be allowed. 

6 



Novar+s	
  approach	
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The	
  anonymiza7on	
  process	
  

A process has been 
developed to “anonymize” 

clinical study datasets through 
use of a standard macro and a 

set of data definition and 
anonymization mode 

attributes. 

These attributes are passed to 
the anonymization macro via a 
SAS definition dataset and 
may come from two sources.  

The Standard Anonymization Definition Dataset 
(SADDS) is used across studies and is a repository 

of standard data definition and mode attributes.   

The Study Specific Definition Dataset is used when 
there are variables collected in the study datasets 

that haven’t been defined in the SADDS. 
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Overview	
  of	
  Anonymiza+on	
  process	
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Proposed	
  solu7on	
  for	
  crea7ng	
  a	
  Study	
  specific	
  defini7on	
  dataset	
  

Input	
  study	
  data	
  
library	
  

Anonymiza3on	
  macro	
  	
  

Standard	
  Anonymiza3on	
  
Defini3on	
  Dataset	
  (SADDS)	
  

Assign	
  modes	
  of	
  
anonymiza3on	
  

Input	
  study	
  data	
  
library	
  

Anonymiza3on	
  macro	
  	
  

ANONYMIZED	
  STUDY	
  
DATA	
  (FINAL)	
  

Study	
  specific	
  defini3on	
  
dataset	
  SSDD	
  

Dataset	
  with	
  study	
  variables	
  that	
  
are	
  NOT	
  defined	
  in	
  the	
  SADDS	
  

Anonymized	
  study	
  data	
  
(DRAFT)	
  

COMBINE	
  

Dataset	
  with	
  study	
  variables	
  
that	
  are	
  defined	
  in	
  the	
  SADDS	
  

1st	
  execu3on	
  

Final	
  execu3on	
  

Contains	
  the	
  	
  
Anonymiza3on	
  
parameters	
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A	
  High-­‐level	
  view	
  of	
  the	
  Defini+on	
  Dataset	
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ü  List	
  of	
  all	
  variables	
  from	
  all	
  datasets	
  to	
  be	
  anonymized	
  

ü  This	
  is	
  the	
  place	
  where	
  the	
  modes	
  of	
  anonymiza+on	
  are	
  entered	
  

ü  The	
  Defini+on	
  Dataset	
  is	
  standardized	
  at	
  the	
  Division	
  level	
  and	
  is	
  maintained	
  
through	
  a	
  change	
  management	
  system	
  (version	
  history	
  and	
  approval	
  process)	
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Process flow 
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Novartis 
Anonymization 

Guidelines 

Anonymization 
Mode  

Selection 
Programming 

Considerations 
Output 

Anonymized 
data  
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Modes of anonymization  
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Walkthrough and examples 

Following are the modes of 
Anonymization: 

•  none 
•  missing 
•  drop 
•  ageint 
•  date 
•  translate 
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MODE = “none” 
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Straight copy of the variable 

3.3.2. All 
standard 
dictionary 

coded terms 
will be 

retained. 

AEDECOD 
will not be 

anonymized. 

MODE
= 

“none” 

Variable 
values will be 
unchanged. 

No structure 
changed in 
the resulting 

data. 
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MODE SELECTION = “none” 
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MODE = “missing” 
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Keeping variable but removing its contents 

3.3.1. Free text 
verbatim terms 
are not included 
and are set to 
blank or dropped 
from the following 
datasets:  
• 3.3.1.1 Adverse Events  
• 3.3.1.2 Medications  
• 3.3.1.3 Medical History  
• 3.3.1.4 Other specific 
verbatim free text  

AETERM will 
be set to 

blank. 

MODE 
= 

“missing” 

Variable values 
will be missing 

in the 
anonymized 

dataset. 

No structure 
changed in 
the resulting 

data. 
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MODE SELECTION = “missing” 
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MODE = “drop” 
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Dropping variable 

3.4 Date of Birth  
• Information relating to a 
research participant’s 
date of birth and 
identification of specific 
ages above 89 may 
compromise anonymity.  

• Date of birth is dropped 
and ages above 89 are 
aggregated into a single 
category of “90 or older”. 

BRTHDTC 
will be 

dropped in 
the 

anonymized 
dataset. 

MODE 
= 

“drop” 

Variable will 
be dropped 

in the 
anonymized 

dataset. 

Structure will 
be changed 
by dropping 
a column in 
the resulting 

data. 
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MODE SELECTION = “drop” 
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MODE = “ageint” 
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Grouping ages above 89years (HIPAA* requirement) 

3.4 Date of 
Birth  
• Information relating to 
a research 
participant’s date of 
birth and identification 
of specific ages above 
89 may compromise 
anonymity.  

• Date of birth is 
dropped and ages 
above 89 are 
aggregated into a 
single category of “90 
or older”. 

AGE above 89 
will be grouped 
into a category 
of ‘90 or older’, 
the rest will be 
output as is. 

MODE 
= 

“ageint” 

For numeric 
variable, 
create a 
character 

variable with 
the category. 

If a numeric age 
variable exists, 

then a new 
character variable 
named <Original 

variable name>_cat 
will be created and 
the original numeric 

variable will be 
dropped. 

*US Health Insurance Portability and Accountability Act (1996) 
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MODE SELECTION = “ageint” 
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MODE = “date” 
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Offset dates  

3.5 Other Dates Specific 
dates directly related to a 
research participant may 
compromise a research 
participant’s anonymity.  
• 3.5.1. A random offset per study, is 

generated and applied to all dates. 
All original dates are replaced with 
the new dummy dates so that the 
relative times between dates are 
retained.  

• 3.5.2. This date offset will be 
generated at the study level pushing 
dates into the future.  

AEENDTC 
will be offset 
to a future 

date.  

MODE 
= “date” 

The intervals 
between dates in 
anonymized data 

must be consistent 
with those in original 

data. 
All dates will be offset 
by a random number 
between 200 years 
and 100,000 days 

after that.  

No structure 
changed in 
the resulting 

data. 
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MODE = “translate” 
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Masking data 

3.2 Identifiers  Change 
the real value to a de-
identified value in a 
consistent manner so 
that the value in one 
instance of the variable 
is consistent with the 
value in the same 
variable across other 
datasets.  
• 3.2.1. The investigator 
number is re-coded or set 
to blank for each 
investigator. The 
investigator name is set to 
blank or dropped from the 
dataset.  

• 3.2.2. Each participant is 
given a new subject 
identifier.  

SUBJID will be 
translated  

MODE = 
“translate” 

For consistent 
translation of values 
between datasets of 
a study or between 
datasets of multiple 

studies, all study 
data must be 

anonymized at the 
same time to use the 

same translation 
table.  

No structure 
changed in 
the resulting 

data. 
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Results: Real data Vs. anonymized data 



Conclusion	
  

|	
  Data	
  anonymiza+on	
  |	
  S	
  Lyathakla	
  |	
  14Mar2015	
  |	
  PhUSE	
  SDE	
  @	
  Mumbai	
  |	
  Business	
  Use	
  Only	
  

Programming solution independent of data source 
structure (CDISC/non CDISC) and SAS versions used 

Validated with most stringent validation guidelines to 
minimize end user QC required 

Can handle multiple studies (core/extension) to keep 
same anonymization parameters 

No Key / translation tables retained so link to original 
data is destroyed 

25 



Thank You!   
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Lets keep sharing ideas and solutions 
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