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The industry is tending to follow a standard approach  
to the de-identification of clinical study data 

Public Access Site Independent Review Panel  Researchers	
  	
  Applica0on	
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The pharma industry faces challenges when 
dealing with clinical trial data de-identification 

  Providing data access and allowing further research while 
maintaining the privacy and confidentiality 

  Historically de-identification has been a low volume, low-visibility 
process, lacking urgency 

  Growing need for data transparency and sharing initiatives, and 
regulatory compliance 
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The pharma industry faces challenges when 
dealing with clinical trial data de-identification 

  Need to address variability in source data 
 
  Reduce effort, time and cost 

  Minimise risks to the privacy and confidentiality of research 
participants 

 

  Ensure compliance with data privacy legal requirements 
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The BDLS De-identification solution accommodates variability between trials in 
terms of data structures and de-identification strategies. 

Variability	
  in	
  Industry	
  De-­‐iden0fica0on	
  rules 

  Common  
Rules across sponsors  

 
-  Recode Patient ID and Site 

ID consistently 
 
-  Delete or empty all free 

text (verbatim) fields 
 
-  Don’t retain ages > 89 
 
-  Remove email addresses 

URLs, vehicle ID numbers, 
etc 

	
  
 

  Varying 
Rules across sponsors 

 
•  Dates 

-  Apply random offsets 
- Replace with calculated Study Day 

 
•  Dates of Birth 

- Replace with age 
- Delete month and day 

 
•  Re – identification index  

- (key) Management 
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Two stages to the de-identification process 

  Removing personally identifiable information (PII) from the dataset.  

  Destroying the link (code key) between the dataset that is provided 
and the original dataset. 
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BDLS’s industry-leading solution for  
De-identification of clinical trial data 

  Patient privacy  

  Compliance 

  Adaptability 

  Cost, time and effort reduction 

We ensure that patient privacy is maintained without limiting the 
usability of the data. We understand that the appropriate level of 

de-identification can vary depending on many factors, such as  
the planned use of the data, the rarity of the disease under study, 

and the study design 
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BDLS Project Logic – Step 1 

  Understand the data 
 

•  Provide expert consultancy services to help Life Sciences organizations determine 
an appropriate level of de-identification. 
 

•  Review the protocol, annotated CRF, clinical study data and intended use for the 
de-identified data to determine, in liaison with the sponsor, which variables or 
records contain information that could potentially identify a patient.	
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BDLS Project Logic – Step 2 

  Identify the appropriate De-identification methods 
 

•  Develop a de-identification plan based on the metadata for each 
individual clinical studies 
 

•  Fully document the de-identification functions that will be applied to the 
applicable variables and records 
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BDLS Project Logic – Step 3 

  Implement the De-identification methods 

	
  
•  A	
  metadata-­‐driven	
  approach	
  automates	
  the	
  applica,on	
  of	
  the	
  specified	
  de-­‐iden,fied	
  

methods	
  
	
  
•  Automa,c	
  genera,on	
  the	
  de-­‐iden,fica,on	
  documenta,on	
  that	
  includes	
  a	
  descrip,on	
  of	
  

the	
  func,on	
  used	
  for	
  each	
  variable	
  or	
  record	
  and	
  the	
  de-­‐iden,fica,on	
  methods	
  and	
  
parameters	
  
	
  

•  Destroy	
  all	
  elements	
  of	
  the	
  seed	
  keys	
  and	
  commenda,on	
  to	
  ensure	
  complete	
  
anonymiza,on	
  of	
  the	
  patent	
  data	
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BDLS’s approach 

  All clinical trials are different… They are unique 

  De-I.D. works with any clinical data 

  Principle of 7 de-identification functions  

  More principles can be added in consultation with a client 

BDLS	
  has	
  been	
  working	
  with	
  two	
  of	
  the	
  world’s	
  top	
  20	
  
pharma	
  companies	
  and	
  has	
  launched	
  the	
  De-­‐I.D.	
  solu0on	
  

for	
  de-­‐iden0fying	
  clinical	
  trials.	
  ! 
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PhUSE Project Goals 

Provide peer-reviewed de-identification standards for CDISC data 
models to the industry 

  
–  Facilitate the assessment of direct and quasi identifiers in CDISC datasets 

–  Ensure consistency in de-identified data shared across sponsors 
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De-Identification Standards for 
CDISC SDTM 3.2 

+1300	
  variables	
  

Dates	
  

Low	
  frequency	
  &	
  rare	
  events	
  

Recoding	
  of	
  unique	
  iden,fiers	
  

Handling	
  of	
  free-­‐text	
  variables	
  

Extensible	
  code	
  lists	
  

Geographical	
  loca,on	
  

Sensi,ve	
  data	
  

Quasi	
  iden,fiers	
  to	
  keep	
  

PII	
  of	
  third-­‐party	
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Step	
  1	
  –	
  Preparing	
  anonymiza2on	
  instruc2ons	
  

Study	
  Source	
  Data	
  	
  
-­‐	
  Folder	
  1	
  

Study	
  Source	
  Data	
  	
  
-­‐	
  Folder	
  2	
  

Study	
  Source	
  Data	
  
-­‐	
  Folder	
  3	
  

Addi0onal	
  
Study	
  Source	
  
Data	
  Folders	
  

Source	
  Folders	
  
libname source target memnamename type label function
SOURCE1 IN_DAT1 OUT_DAT1 AE AEENDTC 2 End	
  Date/Time	
  of	
  Adverse	
  Event DATE
SOURCE1 IN_DAT1 OUT_DAT1 AE AESTDTC 2 Start	
  Date/Time	
  of	
  Adverse	
  Event DATE
SOURCE1 IN_DAT1 OUT_DAT1 AE SUBJID 2 Subject	
  Identifier	
  for	
  the	
  Study SUBJ_ID
SOURCE1 IN_DAT1 OUT_DAT1 DM AGE 1 Age AGE
SOURCE1 IN_DAT1 OUT_DAT1 DM BRTHDTC 2 Date/Time	
  of	
  Birth DOB_ANOM
SOURCE1 IN_DAT1 OUT_DAT1 DM INVNAM 2 Investigator	
  Name VAR_ANOM
SOURCE1 IN_DAT1 OUT_DAT1 DM SITEID 2 Study	
  Site	
  Identifier VAR_ANOM
SOURCE1 IN_DAT1 OUT_DAT1 DM SUBJID 2 Subject	
  Identifier	
  for	
  the	
  Study SUBJ_ID
SOURCE1 IN_DAT1 OUT_DAT1 SV SUBJID 2 Subject	
  Identifier	
  for	
  the	
  Study SUBJ_ID
SOURCE1 IN_DAT1 OUT_DAT1 SV SVENDTC 2 End	
  Date/Time	
  of	
  Visit DATE
SOURCE1 IN_DAT1 OUT_DAT1 SV SVSTDTC 2 Start	
  Date/Time	
  of	
  Visit DATE

Anonymiza0on	
  Instruc0ons	
  Dataset	
  or	
  file	
  	
  

Study	
  Specific	
  anonymiza0on	
  func0ons	
  associated	
  to	
  study	
  variables	
  

1.	
  Subject	
  anonymiza0on	
  variable	
  
2.	
  Other	
  anonymized	
  variables	
  
3.	
  Date	
  variables	
  (other	
  than	
  date	
  of	
  birth)	
  
4.	
  Date	
  of	
  birth	
  variables	
  
5.	
  Age	
  variables	
  
6.	
  Variables	
  to	
  be	
  dropped	
  
7.Variables	
  to	
  be	
  set	
  to	
  blank	
  	
  

Study	
  Specific	
  
Anonymiza0on	
  
Instruc0ons	
  File	
  

Standard	
  Library	
  
of	
  anonymiza0on	
  

instruc0ons	
  linked	
  to	
  
Company	
  Global	
  

Standards	
  (op0onal)	
  

BDLS’s Software Approach 

List	
  of	
  available	
  
	
  anonymiza0on	
  func0ons	
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7 Anonymization Functions 

Func0on	
   Descrip0on	
  
“DROP”	
   Remove	
  from	
  the	
  dataset	
  

“BLANK”	
   Content	
  of	
  the	
  variable	
  set	
  to	
  ‘blank’	
  

“VAR-­‐REPLACE”	
   Variable	
  will	
  have	
  named	
  values	
  replaced	
  

“ID”	
   Subject	
  numbers	
  will	
  be	
  changed	
  

“DATE”	
   Dates	
  replaced	
  with	
  a	
  newly	
  computed	
  date	
  

“DOB”	
   Deals	
  with	
  the	
  subjects	
  Date	
  of	
  Birth	
  	
  

“AGE-­‐CAT”	
   Crea,on	
  of	
  age	
  categories	
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Study	
  Source	
  Data	
  	
  
-­‐	
  Folder	
  1	
  

Study	
  Source	
  Data	
  	
  
-­‐	
  Folder	
  2	
  

Study	
  Source	
  Data	
  
-­‐	
  Folder	
  3	
  

Addi0onal	
  
Study	
  Source	
  
Data	
  Folders	
  

Study	
  Specific	
  
Anonymiza0on	
  
Instruc0ons	
  File	
  

Source	
  Folders	
  

Step	
  2	
  –	
  Genera2ng	
  master	
  anonymiza2on	
  tables	
  

Temporary	
  Master	
  
Anonymiza0on	
  

Tables	
  

Dataset	
  

Dataset	
  

BDLS’s Software Approach 
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Step	
  3	
  –	
  Genera2on	
  of	
  anonymized	
  final	
  datasets	
  

Study	
  Source	
  Data	
  	
  
-­‐	
  Folder	
  1	
  

Study	
  Source	
  Data	
  	
  
-­‐	
  Folder	
  2	
  

Study	
  Source	
  Data	
  
-­‐	
  Folder	
  3	
  

Anonymized	
  	
  
Study	
  Data	
  	
  
–	
  Folder	
  3	
  

Anonymized	
  	
  
Study	
  Data	
  	
  
–	
  Folder	
  2	
  

Anonymized	
  	
  
Study	
  Data	
  	
  
–	
  Folder	
  1	
  

Addi0onal	
  	
  
Study	
  Data	
  	
  
Folders	
  
Anonymized	
  

Addi0onal	
  
Study	
  Source	
  
Data	
  Folders	
  

Study	
  Specific	
  
Anonymiza0on	
  
Instruc0ons	
  File	
  

Temporary	
  Master	
  
Anonymiza0on	
  Tables	
  

Dataset	
  Dataset	
  

Source	
  Folders	
   Target	
  Folders	
  

BDLS’s Software Approach 
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DE-I.D. SOFTWARE 
DEMONSTRATION 
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Summary of BDLS’s De-I.D. Solution 

  De-I.D. has been developed under the BDLS SDLC 

  Addresses variability in source data 

  Reduces effort, time and cost 

  Delivers high-quality de-identified data 

  Fully documents de-identification activities 
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De-I.D. available in 3 different models 

1. A private instance of De-I.D       
    securely hosted by BDLS  

3. BDLS De-identification as a  
    service 

2. A in-house instance of De-I.D.  
    with implementation support as     
    required 
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Questions & Answers 
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Thank you 
PhUSE Vienna, 13 October 2015 
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Business & Decision Life Sciences 
141 rue Saint-Lambert 

B-1200 Brussels 
T: +32 2 774 11 00  
F: +32 2 774 11 99 

lifesciences@businessdecision.com 
http://www.businessdecision-lifesciences.com/  

Stephen Bamford | Director of Biometrics Consultancy | T. +44 75544 18 667 | stephen.bamford@businessdecision.com 


