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«Data are like children.... 
You like your own best, and do not like strangers to play with 
them.» 

HG Eichler Oct 2012 
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Topics covered  in today presentation 

•  Background	
  and	
  Mul.sponsor	
  site	
  
•  Scope	
  of	
  Documents	
  and	
  Data	
  shared	
  

•  Informed	
  Consent	
  
•  Data	
  Anonymiza.on	
  Standards	
  
•  Cross-­‐divisional	
  approach	
  
•  New	
  Business	
  process	
  and	
  documents	
  involved	
  

•  Overview	
  of	
  Data	
  Sharing	
  Process	
  
•  De-­‐iden.fica.on	
  (vs)	
  Anonymiza.on	
  
•  Overview	
  of	
  Anonymiza.on	
  process	
  
•  Modes	
  of	
  Anonymiza.on	
  
•  Result	
  of	
  Anonymiza.on	
  process	
  

•  The	
  tripar.te	
  strategy:	
  Novar.s	
  /	
  MMS	
  Holdings	
  Inc.	
  /	
  The	
  SAS	
  Ins.tute	
  
•  Mid	
  term	
  vision	
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Much external pressure to reveal clinical trial data 
Data Transparency is coming 



Novartis joins ClinicalStudyDataRequest.com 
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Joining multi Sponsor site in 2014 
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Available from Study Sponsor`s Section on ClinicalStudyDataRequest.com  
Novartis Internet Site 



Scope of Documents and Data shared 
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What	
  do	
  we	
  share? 

§  AMer	
  a	
  careful	
  review	
  of	
  the	
  request	
  by	
  an	
  independent	
  review	
  panel,	
  the	
  
following	
  data	
  and	
  accompanying	
  trial	
  documenta.on	
  will	
  be	
  shared	
  with	
  
qualified	
  external	
  researchers	
  when	
  available.	
  	
  

Document Divisional Responsibility 

Annotated CRF Data Management 

Original Protocol and any amendments Clinical Office 

Dataset Specifications Stats & Programming 

Original Reporting and  Analysis Plan Stats & Programming 

Anonymized raw study datasets Stats & Programming 

Anonymized analysis-ready datasets Stats & Programming 

CSR excluding appendices since these are in 
patient level data 

Medical Writing 



Challenges in Data Sharing 
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Informed	
  Consent	
  

•  Informed	
  Consents	
  have	
  changed	
  over	
  .me	
  and	
  may	
  be	
  
restric.ng	
  the	
  use	
  of	
  the	
  data	
  only	
  for	
  the	
  study	
  in	
  ques.on	
  –	
  
addi.onally	
  individual	
  Ethics	
  CommiUees	
  can	
  propose	
  
altera.ons	
  to	
  ICF	
  and	
  these	
  are	
  not	
  tracked.	
  

•  Does	
  anonymiza.on	
  remove	
  the	
  issue	
  of	
  IFC?	
  Currently	
  a	
  legal	
  
discussion.	
  Moving	
  forward	
  consent	
  to	
  anonymize	
  the	
  data	
  for	
  
use	
  beyond	
  the	
  scope	
  of	
  the	
  trial	
  is	
  added	
  as	
  an	
  op.on	
  to	
  
pa.ents	
  in	
  the	
  ICF.	
  	
  Management	
  of	
  ICF	
  needs	
  to	
  be	
  assessed	
  
as	
  many	
  trials	
  do	
  not	
  use	
  the	
  standard	
  ICF	
  but	
  use	
  the	
  site	
  ICF	
  
or	
  their	
  own	
  version	
  of	
  an	
  ICF	
  –	
  Need	
  to	
  ensure	
  anonymiza.on	
  
is	
  inserted	
  into	
  these	
  ICF’s	
  without	
  excep.on.	
  

Points of consideration 
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Challenges around Anonymization  
Points of consideration for maintaining within study/patient data relations 

•  It	
  is	
  easy	
  to	
  de-­‐iden.fy	
  data	
  but	
  to	
  create	
  an	
  anonymized	
  database	
  
that	
  maintains	
  the	
  within	
  study	
  and	
  within	
  pa.ent	
  data	
  rela.ons	
  
needed	
  for	
  analyses	
  is	
  more	
  difficult.	
  

•  To	
  anonymize	
  the	
  data,	
  we	
  could	
  simply	
  drop	
  all	
  iden.fying	
  data	
  
variables	
  but	
  that	
  would	
  result	
  in	
  a	
  database	
  that	
  is	
  not	
  useful	
  for	
  
analyses.	
  	
  There	
  would	
  be	
  no	
  dates,	
  subject	
  IDs,	
  ages,	
  etc.	
  

•  So,	
  data	
  needs	
  to	
  be	
  anonymized	
  while	
  retaining	
  the	
  within	
  study	
  
and	
  within	
  pa.ent	
  data	
  rela.ons.	
  	
  Dates	
  need	
  to	
  be	
  changed	
  and	
  
the	
  intervals	
  between	
  any	
  two	
  dates	
  needs	
  to	
  be	
  the	
  same	
  as	
  in	
  
the	
  original	
  (/iden.fied)	
  data.	
  

•  Novar.s	
  approach	
  is	
  to	
  anonymize	
  (as	
  opposed	
  to	
  de-­‐iden.fy)	
  and	
  
destroy	
  transla.on	
  tables	
  

Points of consideration 



Define a new Business process from scratch 
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Setup	
  SOP/WP,	
  including	
  Standardiza>on	
  

-  Business	
  impact	
  document	
  etc.,	
  	
  

•  This	
  involves:	
  
•  SOP	
  and	
  related	
  Working	
  Prac.ces	
  
•  Training	
  and	
  User	
  guidance	
  documents	
  
•  Standards	
  documents	
  
•  Macro	
  valida.on	
  suppor.ve	
  documenta.on	
  	
  and	
  Risk	
  assessment	
  
(against	
  hacking	
  the	
  lock	
  box	
  and	
  future	
  risk	
  of	
  re-­‐iden.fica.on	
  
with	
  increased	
  access	
  to	
  data	
  through	
  other	
  channels,	
  e.g.	
  Social	
  
networks	
  (Ar.cle	
  29	
  of	
  Direc.ve	
  95/46/EC	
  Data	
  Protec.on	
  
Working	
  Party	
  WP216	
  Anonymiza.on	
  Techniques	
  released	
  April	
  
2014))	
  

Requires documentation that covers all 
the divisions 
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A single model for all Novartis Divisions* 
Define	
  a	
  global	
  standard	
  but	
  acknowledging	
  Division	
  specifics	
  

• *5	
  Divisions	
  involved	
  (GenMeds,	
  Onc.,	
  Alcon,	
  Vaccines,	
  OTC)	
  
• Define	
  a	
  minimum	
  level	
  of	
  anonymiza.on	
  required	
  for	
  all	
  data	
  to	
  meet	
  
legal	
  and	
  data	
  privacy	
  protec2on	
  and	
  inline	
  with	
  ICF	
  

• Define	
  Global	
  Standards	
  for	
  all	
  Divisions	
  
• Establish	
  one	
  process	
  flow	
  to	
  anonymize	
  study	
  data	
  from	
  all	
  divisions,	
  
involving	
  different	
  programming	
  environment	
  with	
  mul.ple	
  opera.ng	
  
systems	
  

• Heterogeneity	
  of	
  data	
  format	
  within	
  and	
  across	
  Novar.s	
  divisions	
  makes	
  it	
  
difficult	
  to	
  establish	
  a	
  single	
  model	
  for	
  data	
  anonymiza.on.	
  Data	
  is	
  shared	
  
in	
  its	
  na2ve	
  format.	
  No	
  conversion	
  to	
  match	
  CDISC	
  or	
  SDTM	
  Standards	
  	
  

Type and level of anonymization 
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Overview of Data Sharing Process 

| Open Access to Clinical Trial Data| PHUSE - 2014| Business Use Only 12 



Overview of Anonymization process 
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Proposed	
  solu>on	
  for	
  crea>ng	
  a	
  Study	
  specific	
  defini>on	
  dataset	
  

Input	
  study	
  data	
  
library	
  

Anonymiza2on	
  macro	
  	
  

Anonymiza2on	
  Standard	
  
Defini2on	
  Dataset	
  (ASDD)	
  

Assign	
  modes	
  of	
  
anonymiza2on	
  

Input	
  study	
  data	
  
library	
  

Anonymiza2on	
  macro	
  	
  

ANONYMIZED	
  STUDY	
  
DATA	
  (FINAL)	
  

Study	
  specific	
  defini2on	
  
dataset	
  SSDD	
  

Dataset	
  with	
  study	
  variables	
  that	
  
are	
  NOT	
  defined	
  in	
  the	
  ASDD	
  

Anonymized	
  study	
  data	
  
(DRAFT)	
  

COMBINE	
  

Dataset	
  with	
  study	
  variables	
  
that	
  are	
  defined	
  in	
  the	
  ASDD	
  

1st	
  itera2on	
  

Final	
  execu2on	
  

Contains	
  the	
  	
  
Anonymiza2on	
  
parameters	
  



An outlook of the Definition Dataset  
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ü  List	
  of	
  all	
  variables	
  from	
  all	
  datasets	
  to	
  be	
  anonymized	
  

ü  This	
  is	
  the	
  place	
  where	
  the	
  modes	
  of	
  anonymiza.on	
  are	
  entered	
  

ü  The	
  Defini.on	
  Dataset	
  is	
  standardized	
  at	
  the	
  Division	
  level	
  and	
  is	
  
maintained	
  through	
  a	
  change	
  management	
  system	
  (version	
  history	
  
and	
  approval	
  process)	
  



Modes of Anonymization 
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Examples	
  

§  DROP	
  

§  MISSING	
  

§  TRANSLATE	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  



Modes of Anonymization (cont.) 
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Examples	
  

§  DATE	
  

§  AGEINT	
  

§  NONE	
  	
  (straight	
  copy	
  of	
  the	
  variable)	
  
* By default in the macro, if no mode is defined for a variable, the variable is 
dropped  



De-identification (vs) Anonymization 
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VAR1 VAR2 
SUBJ012 01 

SUBJ012 02 

SUBJ045 03 

SUBJ045 04 

VAR1 VAR2 
XXXXnn1 

XXXXnn1 

XXXXnn2 

XXXXnn2 

Original	
  Dataset	
   De-­‐iden.fied	
  Dataset	
  

VAR1	
   VAR1	
  

SUBJ012	
   XXXXnn1	
  

SUBJ012	
   XXXXnn1	
  

SUBJ045	
   XXXXnn2	
  

SUBJ045	
   XXXXnn2	
  

Keys	
  table	
  

VAR1 VAR2 
SUBJ012 01 

SUBJ012 02 

SUBJ045 03 

SUBJ045 04 

VAR1 VAR2 
XXXXnn1 

XXXXnn1 

XXXXnn2 

XXXXnn2 

Original	
  Dataset	
   Anonymized	
  Dataset	
  

VAR1	
   VAR1	
  

SUBJ012	
   XXXXnn1	
  

SUBJ012	
   XXXXnn1	
  

SUBJ045	
   XXXXnn2	
  

SUBJ045	
   XXXXnn2	
  
Keys	
  table	
  

Novar2s	
  Approach	
  



Result of Anonymization process 
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• 	
  Example 

Study data example on top and anonymized data on bottom after modes of 
anonymization were applied. 

St
ud

y 
D

at
a 

A
no

ny
m

iz
ed

 D
at

a 



The Tripartite Strategy 

| Open Access to Clinical Trial Data| PHUSE - 2014| Business Use Only 19 

Novar>s,	
  MMS	
  Holding,	
  SAS	
  

	
  	
  	
  

De
fin

e	
  
St
ra
te
gy

 

• Establish	
  
overall	
  
approach 

• Get	
  alignment	
  
from	
  all	
  
Divisions 

• Define	
  
technical	
  
solu.on 

• Create	
  
company	
  
Anonymiza.on	
  	
  
guidelines	
  

• Overall	
  Project	
  
management	
  

Im
pl
em

en
ta
.o

n	
  

• Macro	
  valida.on	
  
(include	
  	
  URS,	
  IQ/OQ/
PQ	
  test	
  scripts,	
  WP	
  etc).	
  

• Develop	
  Training	
  
• Run	
  pilot	
  studies	
  
• Perform	
  UAT’s	
  on	
  the	
  
SAS	
  Lock	
  box.	
  

• Researcher	
  accounts	
  
were	
  created	
  and	
  tested	
  
to	
  having	
  controlled	
  
access	
  and	
  being	
  able	
  to	
  
perform	
  analysis	
  in	
  the	
  
Secure	
  repository	
  –	
  SAS	
  
Environment.	
   Te

ch
ni

ca
l s

ol
ut

io
n 

• Configure	
  “SAS	
  
Lock	
  box” 

• Train	
  and	
  assist	
  
MMS	
  and	
  Novar.s	
  
personnel	
  

• Available	
  for	
  
trouble	
  shoo.ng	
  
any	
  future	
  issues.	
  



Mid term vision 
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Anonymization for first 
studies in scope 

supported by external 
support team (MMS). 

Longer term,  the 
anonymization macros 
will be run for a trial by 
the individual teams as 
part of the Study life* 

2014 2015 

End	
  of	
  2014	
  and	
  next	
  year	
  

* Exact study scope still being assessed 



Conclusion 
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§  In today’s world, Data Transparency is both a risk and 
competitive advantage 

§ The question is no longer to comply or not but how will you 
prepare for it 


