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Pa#ent	
  
ID	
  

DoB	
   Age	
   Gender	
   Race	
   Country	
   Partner	
  
Age	
  

1	
   12APR1963	
   51	
   Male	
   White	
   Canada	
   48	
  

2	
   28MAY1974	
   40	
   Male	
   Asian	
   France	
   41	
  

3	
   06MAY1961	
   53	
   Male	
   White	
   United	
  States	
   36	
  

4	
   28MAY1954	
   60	
   Female	
   Black	
   Spain	
   65	
  

5	
   14JUL1969	
   45	
   Male	
   Black	
   Brazil	
   41	
  

6	
   13AUG1964	
   50	
   Female	
   White	
   ArgenDna	
   45	
  

7	
   18MAR1961	
   53	
   Male	
   White	
   United	
  States	
   48	
  

8	
   22JAN1961	
   53	
   Male	
   White	
   United	
  States	
   37	
  

9	
   27SEP1924	
   90	
   Male	
   White	
   Canada	
   73	
  

10	
   07FEB1956	
   58	
   Male	
   White	
   Canada	
   62	
  

?



Pa#ent	
  
ID	
  

Age	
  
Category	
  

Age	
   Gender	
   Race	
   Country	
   Partner	
  
Age	
  

1	
   <89	
   51	
   Male	
   White	
   Canada	
  

2	
   <89	
   40	
   Male	
   Asian	
   France	
  

3	
   <89	
   53	
   Male	
   White	
   United	
  States	
  

4	
   <89	
   60	
   Female	
   Black	
   Spain	
  

5	
   <89	
   45	
   Male	
   Black	
   Brazil	
  

6	
   <89	
   50	
   Female	
   White	
   ArgenDna	
  

7	
   <89	
   53	
   Male	
   White	
   United	
  States	
  

8	
   <89	
   53	
   Male	
   White	
   United	
  States	
  

9	
   ≥89	
   	
  	
  .	
   Male	
   White	
   Canada	
  

10	
   <89	
   58	
   Male	
   White	
   Canada	
  

?

?
?



Pa#ent	
  
ID	
  

Age	
  
Category	
  2	
  

Age	
   Gender	
   Race	
   Con#nent	
   Partner	
  
Age	
  

1	
   50-­‐59	
   Male	
   White	
   North	
  America	
  

2	
   40-­‐49	
   Male	
   Asian	
   Europe	
  

3	
   50-­‐59	
   Male	
   White	
   North	
  America	
  

4	
   60-­‐69	
   Female	
   Black	
   Europe	
  

5	
   40-­‐49	
   Male	
   Black	
   South	
  America	
  

6	
   50-­‐59	
   Female	
   White	
   South	
  America	
  

7	
   50-­‐59	
   Male	
   White	
   North	
  America	
  

8	
   50-­‐59	
   Male	
   White	
   North	
  America	
  

9	
   ≥89	
   Male	
   White	
   North	
  America	
  

10	
   50-­‐59	
   Male	
   White	
   North	
  America	
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?
?

?
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   DisDnguish	
  
To	
  which	
  extent	
  

subject’s	
  data	
  can	
  be	
  
disDnguished	
  in	
  the	
  

health	
  data	
  

Year	
  of	
  birth,	
  Gender,	
  
3-­‐digit	
  ZIP	
  code	
  	
  
-­‐>	
  0.04%	
  of	
  US	
  

DoB,	
  Gender,	
  
5-­‐digit	
  ZIP	
  code	
  	
  
-­‐>	
  50.00%	
  of	
  US	
  



Direct	
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  1	
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  2	
  

Quasi	
  
Level	
  3	
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   A	
  Combina#on	
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Iden#fy	
  

Demographics	
   Longitudinal	
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  &	
  Findings	
  

Longitudinal	
  
Sensi#ve	
  

Informa#on	
  

Examples:	
   •  Subject	
  ID	
  
•  DoB	
  
•  Death	
  Date	
  
•  (Address)	
  
•  (Name)	
  

•  Age	
  
•  Country	
  
•  Race	
  
•  Sex	
  
•  Ethnicity	
  

•  Lab	
  
•  Outcome	
  
•  Adverse	
  Event	
  
•  MedicaDons	
  
•  Medical	
  History	
  

•  AborDons	
  
•  Drug	
  abuse	
  
•  Mental/

Venereal	
  
Diseases	
  

Replicability:	
   High	
   High	
   Low	
   Low	
  

Resource	
  
Availability:	
  

High	
   High	
   Low	
   Low	
  

DisDnguish:	
   High	
   Medium	
   High	
   Medium/High	
  

High	
  Probability	
  Uniquely	
  



Pa#ent	
  
ID	
  

Age	
  
Category	
  

Age	
   Gender	
   Race	
   Country	
   Partner	
  
Age	
  

1	
   <89	
   51	
   Male	
   White	
   Canada	
  

2	
   <89	
   40	
   Male	
   Asian	
   France	
  

3	
   <89	
   53	
   Male	
   White	
   United	
  States	
  

4	
   <89	
   60	
   Female	
   Black	
   Spain	
  

5	
   <89	
   45	
   Male	
   Black	
   Brazil	
  

6	
   <89	
   50	
   Female	
   White	
   ArgenDna	
  

7	
   <89	
   53	
   Male	
   White	
   United	
  States	
  

8	
   <89	
   53	
   Male	
   White	
   United	
  States	
  

9	
   ≥89	
   	
  	
  .	
   Male	
   White	
   Canada	
  

10	
   <89	
   58	
   Male	
   White	
   Canada	
  

?

?
?

Size	
  3:	
  
33.3%	
  

PaDents	
  having	
  same	
  characterisDcs	
  for	
  
important	
  quasi	
  idenDfiers	
  
	
  



Pa#ent	
  
ID	
  

Age	
  
Category	
  2	
  

Age	
   Gender	
   Race	
   Con#nent	
   Partner	
  
Age	
  

1	
   50-­‐59	
   Male	
   White	
   North	
  America	
  

2	
   40-­‐49	
   Male	
   Asian	
   Europe	
  

3	
   50-­‐59	
   Male	
   White	
   North	
  America	
  

4	
   60-­‐69	
   Female	
   Black	
   Europe	
  

5	
   40-­‐49	
   Male	
   Black	
   South	
  America	
  

6	
   50-­‐59	
   Female	
   White	
   South	
  America	
  

7	
   50-­‐59	
   Male	
   White	
   North	
  America	
  

8	
   50-­‐59	
   Male	
   White	
   North	
  America	
  

9	
   ≥89	
   Male	
   White	
   North	
  America	
  

10	
   50-­‐59	
   Male	
   White	
   North	
  America	
  

?

?
?

?

?

Size	
  5:	
  
20.0%	
  

PaDents	
  having	
  same	
  characterisDcs	
  for	
  
important	
  quasi	
  idenDfiers	
  
	
  



Pa#ent	
  
ID	
  

DoB	
   Age	
   Gender	
   Race	
   Country	
   Partner	
  
Age	
  

1	
   12APR1963	
   51	
   Male	
   White	
   Canada	
   48	
  

2	
   28MAY1974	
   40	
   Male	
   Asian	
   France	
   41	
  

3	
   06MAY1961	
   53	
   Male	
   White	
   United	
  States	
   36	
  

4	
   28MAY1954	
   60	
   Female	
   Black	
   Spain	
   65	
  

5	
   14JUL1969	
   45	
   Male	
   Black	
   Brazil	
   41	
  

6	
   13AUG1964	
   50	
   Female	
   White	
   ArgenDna	
   45	
  

7	
   18MAR1961	
   53	
   Male	
   White	
   United	
  States	
   48	
  

8	
   22JAN1961	
   53	
   Male	
   White	
   United	
  States	
   37	
  

9	
   27SEP1924	
   90	
   Male	
   White	
   Canada	
   73	
  

10	
   07FEB1956	
   58	
   Male	
   White	
   Canada	
   62	
  

?

Size	
  1:	
  
100.0%	
  

PaDents	
  having	
  same	
  characterisDcs	
  for	
  
important	
  quasi	
  idenDfiers	
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Hrynaszkiewicz	
  et	
  al.,	
  BMJ	
  2010:	
  Less	
  than	
  3	
  quasi	
  idenDfiers	
  



ProacDve	
  
Outside	
  a	
  Request	
  

Use	
  Company/Industry	
  
Guidelines	
  

Compare	
  to	
  SAP	
  

Good	
  common	
  sense…	
  

ReacDve	
  
Based	
  on	
  a	
  Request	
  

Use	
  Company/Industry	
  
Guidelines	
  

Focus	
  on	
  what	
  is	
  needed	
  

NegoDate	
  with	
  researcher	
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Find	
  the	
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Hack	
  the	
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  and	
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Pick	
  people	
  
brain!	
  

Consider	
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guidelines!	
  

You	
  make	
  the	
  
rules!	
  



“Develop	
  data	
  de-­‐iden#fica#on	
  
standards	
  for	
  CDISC	
  data	
  models”	
  

20+	
  
ParDcipants	
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CROs,	
  
Sosware	
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  first	
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•  [1]	
  Preparing	
  raw	
  clinical	
  data	
  for	
  publica#on	
  
guidance	
  for	
  journal	
  editors,	
  authors,	
  and	
  peer	
  
reviewers,	
  Hrynaszkiewicz	
  I,	
  Norton	
  M	
  L,	
  et	
  al.	
  -­‐	
  BriDsh	
  
Medical	
  Journal	
  2010;	
  340:304–307	
  

•  [2]	
  Evalua#ng	
  the	
  Risk	
  of	
  Re-­‐iden#fica#on	
  of	
  
Pa#ents	
  from	
  Hospital	
  Prescrip#on	
  Records,	
  
Khaled	
  El	
  Emam	
  et	
  al.	
  -­‐	
  CJHP	
  –	
  Vol.	
  62,	
  No.	
  4	
  –	
  July–
August	
  2009	
  

•  [3]	
  A	
  De-­‐iden#fica#on	
  Strategy	
  Used	
  for	
  Sharing	
  One	
  
Data	
  Provider’s	
  Oncology	
  Trials	
  Data	
  through	
  the	
  
Project	
  Data	
  Sphere	
  Repository,	
  Malin,	
  2013	
  	
  


