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Data De-ldentification
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don't worry, this is gonna work out just fine
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George Clooney

Patient
ID

[N
o

12APR1963
28MAY1974
06MAY1961
28MAY1954
14JUL1969
13AUG1964
18MAR1961
22JAN1961
27S5EP1924
07FEB1956

40
53
60
45
50
53
53
90
58

\V ince

Clooney at a ceremony for John Wells to .
N receive a star on the Hollywood Walk of Fame | |tEd StateS

in January 2012

F( Born George Timothy Clooney a | n
May 6, 1961 (age 53)
Lexington, Kentucky, U.S.

N Occupation Actor, filmmaker aZ|I
Years active  1978-present

F( Spouse(s) Talia Balsam (m. 1989-93) ge nt| Nna

Parents Nick Clooney g
\Y N oo lited States
Relatives Rosemary Clooney (aunt) .
Jose Ferrer (uncle) | |t€d States
Miguel Ferrer (cousin)
Rafael Ferrer (cousin)
\VA— __nada

Male White Canada

Pa ri?ne:r
Age
48
41
36
65
41
45
48
37
73
62



Who is Georges?

Patient Country
ID

1 Male White Canada

2 <89 40 Male Asian France
n 3 <89 53 Male White United States

4 <89 60 Female Black Spain

5 <89 45  Male Black Brazil

6 <89 50 Female White Argentina
n 7 <89 53 Male White United States
n 8 <89 53 Male White United States

9 >89 : Male White Canada

10 <89 58 Male White Canada



Who is Georges?
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50-59
40-49
50-59
60-69
40-49
50-59
50-59
50-59
>89
50-59

Male
Male
Male
Female
Male
Female
Male
Male
Male
Male

White
Asian

White
Black

Black

White
White
White
White
White

North America
Europe

North America
Europe

South America
South America
North America
North America
North America

North America



Who is Georges?
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Patient DoB Age Country Partner
ID Age

1
2
3
4
5
6
7
8
e

[N
o



Approach to Risk

->50.00% of US

Available in external
sources

eplicapility

Consistently occur

To which extent
subject’s data can be
distinguished in the
health data

- Gender | Race Country = > 0 . 04% Of U S

1 <89 51 Male White Canada

2 <89 40  Male Asian France
El: <8 53 Male White  UnitedStates

4 <89 60 Female Black Spain

5 <89 45 Male Black Brazil

6 <89 50 Female White Argentina
n 7 <89 53 Male White United States
El: <89 53 Male White  United States

9 289 - Male White Canada

10 <89 58  Male White Canada



Approach to Risk

W H Propability

5N FroodDIlITy
Direct Quasi Quasi Quasi
Level 1 Level 2 Level 3

A Combination Demographics Longitudinal Longitudinal
Uniquely Events & Findings Sensitive
Identify Information

SEESN ¢ Subject ID Age  Lab e Abortions
* DoB * Country * Qutcome e Drug abuse
* Death Date Race * Adverse Event * Mental/
* (Address) Sex * Medications Venereal
 (Name) Ethnicity * Medical History Diseases

Replicability: Wglf:s High Low Low

Resource Qglf4y High Low Low
Availability:
High Medium High Medium/High
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Equivalence Classes

Patients having same characteristics for
important quasi identifiers

h ¥
Patient Age Country Partner
ID Category Age
<89

1 51 Male White Canada
2 <89 40 Male Asian France
ﬂ 3 <89  &3__Male  White  United States™
4 <89 60 Female Black Spain
5 <89 45  Male Black Brazil
6 <89 50 Female White Argentina
ﬂ 7 <89 Male White United Stat
ﬂ 8 <89 Male White United S
9 >89 : Male White Canada
10 <89 58 Male White Canada



Equivalence Classes

Patients having same characteristics for
important quasi identifiers

Patient Age
ID

Caicgorv?

‘ Age | Gender

Race | Continent Partner

Age

<_50-59 Male White North America>
40-49 Male Asian Europe
<_50-59 Male White North America>
60-69 Female Black Europe
40-49 Male Black South America
50-59 Female White South America
50-59 Male White North America>
< 50-59 Male White North America®
>89 Male White North America
< 50-59 Male White North America>




Equivalence Classes

Patients having same characteristics for
important quasi identifiers

Country
1 12APR1963 51 Male White Canada 48
2 28MAY1974 40  Male Asian France 41
ﬂ 3 <UO6MAY1961 53  Male White United States 36 >
4 28MAY1954 60 Female Black Spain 65
5 14JUL1969 45 Male Black Brazil 41
6 13AUG1964 50 Female White Argentina 45
7 18MAR1961 53  Male White United States 48
8 22JAN1961 53 Male White United States 37
9 27SEP1924 90  Male White Canada 73

10 O7FEB1956 58 Male White Canada 62



Simple Risk Measures

Average :
; Size(EquivalenceClass|i])

1
Max
i ( Size(EquivalenceClass|i ]))

Hrynaszkiewicz et al., BMJ 2010: Less than 3 quasi identifiers




Data Utility

Outside a Request Based on a Request

4 7\
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Use Company/Industry

Pt Use Company/Industry
Guidelines

Guidelines

Good common sense...

Negotiate with researcher

)
Compare to SAP Focus on what is needed }

-




Public Information to Consider

from clinicaltrials.gov and (soon) eudraCT

t Patients
Completion : fc?uss
Dates &€ grotp
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Approach to Data De-ldentification




Our role within Data De-ldentification

Different Data
Models

Data DI
Plan

Program &
re-use macros

Work with
Metadata

Validate

-

Document Data
De-Identification

Find the data!

Hack the datal!

(Understand data
privacy and
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L utility!

Pick people
brain!

Consider
changing

. guidelines!

-

You make the

rules!

N

CLINICAL TRAIL
EXPERTISE

VISUALIZATION
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PhUSE De-Identification Working Group Vision

“Develop data de-identification
standards for CDISC data models”

from Pharma, Focus first on Rules &
CROs, ~, SDTM Rational

Software and

Data Utilit
Academia Y




Thanks! @QUALIANCE
an S. X Trusted Partner since 2010

5 Years

Jean-Marc Ferran

Consultant & Owner, Qualiance ApS

B |4 dk.linkedin.com/in/jeanmarcferran/

’ @QualianceTwitta
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