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Agenda	
  

•  Overview	
  of	
  Data	
  Sharing	
  

•  Data	
  De-­‐iden+fica+on	
  Standards	
  for	
  SDTM	
  3.2	
  
	
  
•  Current	
  EMA	
  CSR	
  anonymiza+on	
  guidance	
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Overview	
  of	
  Data	
  Sharing	
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  from	
  	
  	
  	
  

Source:	
  	
  
clinicalstudydatarequest.com/Metrics.aspx	
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Data	
  De-­‐Iden+fica+on	
  Guidelines	
  

Data	
  De-­‐
IdenJficaJon	
  

Processes	
  

Quasi/Direct	
  
IdenJfiers	
  
Assessment	
  

Rules	
  

Residual	
  
Risk	
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Disclaimer 
De-Identification Standards for CDISC SDTM 3.2	
  

•  The	
  views	
  in	
  the	
  deliverable	
  represent	
  the	
  consensus	
  
of	
  the	
  Working	
  Group	
  

	
  
•  The	
  rules	
  described	
  do	
  not	
  guarantee	
  an	
  acceptable	
  
or	
  very	
  small	
  residual	
  risk	
  of	
  re-­‐idenJficaJon	
  
–  “It is generally recommended if certain conditions are 

met, that after the application of the rules described in 
this document, a second pass examining low 
frequency should be performed to confirm that there 
are no risks from low frequencies.”	
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Key	
  Principles	
  
Direct	
  &	
  Quasi	
  IdenJfiers	
  are	
  idenJfied	
  
• Direct	
  iden+fiers:	
  One	
  or	
  more	
  direct	
  idenJfiers	
  can	
  be	
  used	
  to	
  uniquely	
  idenJfy	
  an	
  individual.	
  E.g.	
  
Subject	
  ID,	
  Social	
  Security	
  Number,	
  Telephone	
  number,	
  Exact	
  address,	
  etc.	
  It	
  is	
  compulsory	
  to	
  
remove	
  or	
  pseudonymize	
  any	
  direct	
  idenJfier.	
  

• Quasi	
  iden+fiers:	
  Quasi	
  idenJfiers	
  are	
  background	
  informaJon	
  that	
  can	
  be	
  used	
  in	
  connecJon	
  with	
  
other	
  informaJon	
  to	
  idenJfy	
  an	
  individual	
  with	
  a	
  high	
  probability.	
  E.g.	
  Age	
  at	
  baseline,	
  Race,	
  Sex,	
  
Events,	
  Specific	
  Findings,	
  etc.	
  

Primary	
  &	
  AlternaJve	
  Rules	
  for	
  De-­‐IdenJficaJon	
  are	
  assigned	
  
• Primary	
  rule:	
  Pro-­‐acJve	
  data	
  de-­‐idenJficaJon	
  maximizing	
  data	
  uJlity	
  
• Alterna+ve	
  rule:	
  ReacJve	
  data	
  de-­‐idenJficaJon	
  and	
  special	
  cases	
  
• Impact	
  on	
  data	
  u+lity	
  is	
  evaluated	
  qualitaJvely	
  
• Implementa+on	
  guidance	
  for	
  each	
  rule	
  is	
  provided	
  
• Rules	
  address	
  different	
  scenarios	
  rather	
  than	
  different	
  implementaJon	
  possibiliJes	
  

Comments	
  are	
  added	
  to	
  guide	
  the	
  reader	
  
• To	
  explain	
  further	
  the	
  ra+onal	
  of	
  a	
  given	
  assessment	
  
• To	
  warn	
  users	
  for	
  excep+ons	
  or	
  special	
  considera+ons 	
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Dates	
  

Dates	
  

Core	
  

Offset	
  

ParJal	
  Dates	
  

DoB/DoD	
  

AdapJve	
  
Design	
  

Extension	
  
Studies	
  

RelaJve	
  
No	
  further	
  	
  

de-­‐idenJficaJon	
  

MH	
  dates	
  and	
  
paJents	
  >	
  89	
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Dates	
  Offset	
  
Recommended	
  Algorithm	
  

See	
  Appendix	
  1	
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Issue	
  with	
  Par+al	
  Dates	
  

Ex:	
  Delta	
  applied	
  of	
  -­‐14	
  days	
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Free-­‐text	
  

Free-­‐text	
  

DicJonary	
  Coded	
  
Variable	
  Required/

Expected	
  
Remove	
  

DicJonary	
  Coded	
  
Variable	
  Permissible	
  

Review	
  and	
  	
  
redact	
  PII	
  

Remove	
  if	
  not	
  
Important	
  to	
  

Analysis	
  (or	
  recoded)	
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Review	
  and	
  Redact	
  	
  
PII	
  in	
  Free-­‐Text	
  

“Dr	
  James	
  diagnosed	
  broken	
  right	
  arm	
  of	
  B.K”	
  

Redact	
  or	
  Remove	
   Review	
  and	
  redact	
  PII	
  

“-­‐-­‐redacted-­‐-­‐”	
  or	
  	
  
Remove	
  variable	
  

“-­‐-­‐redacted-­‐-­‐	
  diagnosed	
  broken	
  right	
  arm	
  of	
  -­‐-­‐redacted-­‐-­‐”	
  

Not	
  dic+onary	
  coded	
  and	
  
important	
  to	
  analysis	
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Geographical	
  Loca+on	
  

Geographical	
  
LocaJon	
  

Country	
  

Elevate	
  to	
  
ConJnent	
  

Keep	
  if	
  
important	
  to	
  
Analysis	
  

Site/InvesJgator	
  
ID/Name	
  	
  

Remove	
  

Recode	
  ID	
  if	
  
important	
  to	
  
Analysis	
  

CMTRT	
  

PII	
  of	
  Third-­‐
Party	
  

Race	
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Deliverable	
  
De-Identification Standards for CDISC SDTM 3.2	
  

+1300	
  
variables	
  

Dates	
  

Low	
  frequency	
  &	
  rare	
  events	
  

Recoding	
  of	
  unique	
  idenJfiers	
  

Handling	
  of	
  free-­‐text	
  variables	
  

Extensible	
  code	
  lists	
  

Geographical	
  locaJon	
  

SensiJve	
  data	
  

Quasi	
  idenJfiers	
  to	
  keep	
  

PII	
  of	
  third-­‐party	
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Residual	
  Risk	
  Assessment	
  
PhUSE	
  Approach	
  &	
  Criteria	
  

•  “Because	
  idenJfying	
  a	
  specific	
  set	
  of	
  variables	
  that	
  need	
  to	
  be	
  modified	
  as	
  per	
  the	
  
general	
  Safe	
  Harbor	
  approach	
  does	
  not	
  guarantee	
  that	
  the	
  risk	
  of	
  re-­‐idenJficaJon	
  
is	
  always	
  sufficiently	
  small,	
  a	
  second	
  step	
  of	
  residual	
  risk	
  analysis	
  is	
  generally	
  
recommended	
  if	
  any	
  of	
  the	
  condi+ons	
  below	
  are	
  met.	
  There	
  may	
  be	
  residual	
  re-­‐
iden+fica+on	
  risk	
  under	
  certain	
  condi+ons,	
  such	
  as:	
  
–  the	
  data	
  is	
  not	
  being	
  released	
  through	
  a	
  secure	
  portal	
  with	
  adequate	
  privacy	
  and	
  security	
  

controls,	
  
–  the	
  data	
  recipients	
  do	
  not	
  sign	
  a	
  data	
  sharing	
  agreement	
  that	
  has	
  sufficient	
  limitaJons	
  on	
  

what	
  the	
  recipients	
  can	
  and	
  cannot	
  do,	
  
–  the	
  trial	
  is	
  for	
  a	
  rare	
  disease,	
  
–  there	
  are	
  extreme	
  values	
  in	
  the	
  data	
  set,	
  
–  there	
  are	
  observable	
  or	
  knowable	
  serious	
  adverse	
  events	
  in	
  the	
  trial	
  (e.g.,	
  deaths	
  and	
  

suicides),	
  
–  the	
  data	
  set	
  has	
  extensive	
  demographic	
  and	
  socioeconomic	
  informa+on	
  about	
  the	
  

parJcipants,	
  or	
  
–  the	
  data	
  set	
  includes	
  detailed	
  medical	
  histories	
  of	
  the	
  parJcipants.	
  
	
  

•  The	
  sponsor	
  can	
  decide	
  whether	
  any	
  of	
  these	
  condiJons	
  are	
  met	
  in	
  making	
  the	
  
determinaJon	
  about	
  whether	
  this	
  addiJonal	
  residual	
  risk	
  assessment	
  is	
  required”	
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Residual	
  Risk	
  Assessment	
  
Methodology	
  

•  The	
  evaluaJon	
  of	
  residual	
  risk	
  is	
  a	
  quanJtaJve	
  
exercise	
  and	
  involves	
  4	
  general	
  steps:	
  
1.  Assessing	
  the	
  context	
  of	
  the	
  data	
  sharing.	
  	
  
2.  Sepng	
  an	
  acceptable	
  threshold	
  for	
  anonymizing	
  the	
  

data.	
  	
  
3.  Measuring	
  the	
  actual	
  probability	
  of	
  re-­‐idenJficaJon	
  

in	
  the	
  de-­‐idenJfied	
  data.	
  	
  
4.   Adjus+ng	
  data	
  de-­‐idenJficaJon	
  if	
  necessary.	
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Residual	
  Risk	
  Assessment	
  
Example	
  

Popula+on:	
  
	
  
•  Study	
  populaJon	
  
•  Similar	
  Clinical	
  Studies	
  populaJon	
  
•  Geographical	
  populaJon	
  

Risk	
  Metrics:	
  
	
  
•  Average	
  risk	
  for	
  controlled	
  disclosure	
  
•  Maximum	
  risk	
  for	
  public	
  disclosure	
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Residual	
  Risk	
  Assessment	
  
Benefits	
  

•  Applying	
  rules	
  does	
  not	
  guarantee	
  that	
  
– Risk	
  is	
  small	
  or	
  	
  
– May	
  lead	
  to	
  too	
  much	
  data	
  de-­‐idenJficaJon	
  

•  Provides	
  documenta+on	
  and	
  claim.	
  

•  Allow	
  the	
  release	
  of	
  highly	
  granular	
  data.	
  	
  



An agency of the European Union 

Guidance on the anonymisation of clinical 
reports for the purpose of publication in 
accordance with policy 0070 

Industry stakeholder follow-up meeting, 23 June 2015 
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Presented by Monica Dias 
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Article 29 Working Party Opinion on anonymisation techniques 

•  Article 29 Opinion on anonymisation provides two options to establish if a dataset is anonymised:  

1.  Demonstrate that after anonymisation it is no longer possible to: 

•  Singling out: possibility to isolate some records of an individual in the dataset*; 

•  Linkability: ability to link, at least, two records concerning the same data subject or a group of data subjects (in 
the same database or in two different databases); 

•  Inference: the possibility to deduce, with significant probability, the value of an attribute from the values of a set of 
other attributes 

OR 

2. Perform an analysis of re-identification risk.  

Guidance on the anonymisation of clinical reports for the purpose of publication in accordance with policy 0070 21 

* In the context of phase 1 of policy 0070, dataset are the set of clinical reports published by the Agency  



Legal framework and available standards 

•  EU data protection legislation  

•  Article 29 Data Protection Working Party opinion of anonymisation techniques (Opinion 05/2014) 

•  Information Commissioner’s Office (ICO) Code of Practice. Anonymisation: managing data protection risk 

•  Sharing clinical trial data: Maximizing benefits, minimizing risk. Institute of Medicine (IOM) 

•  Pharmaceutical Users Software Exchange (PhUSE) de-identification standards for CDISC SDTM 3.2 

•  Transcelerate BioPharma Inc., Clinical Study Reports Approach to Protection of Personal Data and Data De-identification and 

Anonymisation of Individual Patient Data in Clinical Studies – A Model Approach 

Guidance on the anonymisation of clinical reports for the purpose of publication in accordance with policy 0070 22 
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